Imperial College of Science, Technology and Medicine
Department of Computing

A Layered Approach to Improving Blockchain
Systems Security

Daniel Perez Hernandez

Submitted in part fulfilment of the requirements for the degree of
Doctor of Philosophy in Computing of the University of London and
the Diploma of Imperial College, April 2023






Abstract

During the past several years, blockchain systems have gained a lot of traction and adoption,
with during peak periods, the total capitalisation of these systems exceeding 2 trillion. Given
the permissionless nature of blockchain systems and their large scope in terms of software —
e.g. distributed consensus, untrusted program execution — numerous attack vectors need to be
studied, understood and protected against for blockchain systems to be able to deliver their

promises of a safer financial system.

In this thesis, we study and contribute to improving the security of various parts of the

blockchain stack, from the execution to the application layer.

We start with one of the lowest layers of the Ethereum blockchain stack, the EVM, and study
the resource metering mechanism that is used to limit the total amount of resources that can
be consumed by a smart contract. We discover inconsistencies in the metering mechanism and
show and responsibly disclose that it would have been possible to execute transactions that
would result in a denial of service attack on the Ethereum blockchain. Our findings were part

of the motivation of Ethereum for changing some of its gas metering mechanisms.

We then broaden our analysis to other blockchain systems and study how different fee mecha-
nisms affect the transactional throughput as well as the usage of the blockchain. We discover
that low fees, which are in theory attractive to users, can lead to a lot of spam. We find that
for two of the blockchain we analyse, EOS and Ripple, this type of spam leads to system out-
ages where the blockchain is unable to process transactions. Finally, we find that a common
motivation for spam transactions is to artificially inflate the activity of the application layer,

through wash-trading for example.

In the last main chapter of this thesis, we move to the application layer and turn our focus on
decentralised finance (DeF1i) ecosystem, which is one of the most prevalent types of application
implemented on top of blockchain systems. We start by giving formal definitions of the different
types of security, namely technical and economic security. With that definition in mind, in the
first part of this chapter, we study technical security exploits and develop an automated tool
to detect on-chain exploits. We find that the majority of the exploits found through techniques
such as program analysis are not exploited in practice, either because of the lack of feasibility

of the exploit or because of the lack of economic incentive to do so. In the second part of this



chapter, we focus on economic security and study the liquidation mechanism that is used to
protect the users of DeFi lending protocols. We highlight how the efficiency of the liquidations
has increased over time, and how depegging events of stablecoin have caused very large amounts

of liquidations because of the over-confidence in their stability.
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Chapter 1

Introduction

Bitcoin launched in 2008 and was the first blockchain system to be deployed. It was the first
time that the double-spending problem was solved in a production system. This opened the
door to a new type of financial system, where the trust is not in a centralised entity, but
in the system itself. Bitcoin did allow for some programmability, but it was limited to a
simple scripting language. To allow for more complex programmability, and open the door
to more complex financial applications, the Ethereum blockchain was launched, featuring an
almost Turing-complete programming language that could be used in such a decentralised and

trustless environment.

Since the launch of Bitcoin, Ethereum and other blockchains, the blockchain ecosystem has
grown tremendously. The total capitalisation of blockchain systems has reached a peak of 2
trillion dollars in 2021, and the number of users has grown very rapidly. The amount of money
that is stored in these systems is also very large, with the total amount of money locked in

Decentralised Finance (DeFi) protocols exceeding 100 billion dollars at peak time.

With such strong financial incentives, it is not surprising that the blockchain ecosystem has

attracted a lot of attention from attackers.
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1.1 Motivation and Objectives

Due to the inherent complexity of distributed systems, the execution of untrusted code, and the
game theoretical nature of the blockchain, the attack surface of blockchain systems is extremely
large. The incentive of attacking such systems is also very high, as the attacker can potentially
steal millions of dollars in a single attack. To make things even worse, the permissionless and
pseudonymous nature of blockchains makes it very difficult to identify the attacker and hold

them accountable for their actions.

There have been many attacks over the years, that have led to the loss of millions of dollars.
Since user funds are usually more exposed at the application layer, this type of attack has
received the most attention. However, many attacks have also been reported at the lower
layers of the blockchain stack, such as the execution layer, the transactional layer, and the
consensus layer. All in all, these attacks had a very negative impact on the adoption and trust

in blockchain systems.

For blockchain systems to be able to deliver their promises of a safer financial system, their
security needs to improve significantly. In that regard, it is important not only to study and
understand the different attack vectors that exist in these systems but also to propose and
implement improvements that will help make these systems more robust at every part of the

stack.

In this thesis, we aim to contribute to improving the security of blockchain systems. On a high
level, the goal is to improve the understanding of the current security landscape of blockchain
systems and to propose improvements that can be deployed in practice and make blockchain
systems more secure. More particularly, we focus on three main layers of the blockchain stack:
the execution layer, the transactional layer, and the application layer. At each layer, we keep
the same high-level goals and start by analysing and documenting the security landscape. Then,
we propose and implement tools that can be used in practice to make blockchain systems more

secure.
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1.2 Contributions

In this thesis, we make contributions to improving the security of blockchain systems at the
execution layer, the transactional layer, and the application layer. In the following, we provide

a summary of the main contributions of this thesis.

1.2.1 Execution Layer

At the execution layer, we contribute to improving the security of the Ethereum Virtual Machine

(EVM), and in particular, the gas metering mechanism.

To achieve this, we first create an instrumented version of the EVM that enables us to replay
and analyse the execution of smart contracts. Using this tool, we analyse several months of
transactions and uncover a number of discrepancies in the metering model, including signifi-
cant inconsistencies in the pricing of instructions. Additionally, we demonstrate that there is
very little correlation between the execution cost and the utilised resources, such as CPU and

memory.

Based on these observations, we introduce a new type of DoS attack called the Resource Ezx-
haustion Attack, which exploits these imperfections to generate low-throughput contracts. We
design a genetic algorithm that generates contracts with a throughput on average 100 times
slower than typical contracts, showing that all major Ethereum client implementations are vul-
nerable. If running on commodity hardware, these clients would be unable to stay in sync with

the network when under attack.

Our research indicates that such an attack could be financially attractive not only for Ethereum
competitors and speculators but also for Ethereum miners. We responsibly disclose this vul-
nerability to the Ethereum Foundation and receive a bug bounty reward of 5,000 USD. Finally,

we discuss short-term and potential long-term solutions to defend against these attacks.

For this chapter, we have implemented an extension to the aleth Ethereum client! that allows

'https://github.com/danhper/aleth


https://github.com/danhper/aleth

4 Chapter 1. Introduction

us to precisely measure gas usage, as well as generate a Resource Exhaustion Attack.

1.2.2 Transactional Layer

In the next chapter, we focus on the transactional layer, and in particular, the transaction
throughput of more blockchains with higher scalability. We analyze network traffic data of three
high-scalability blockchains - EOSIO, Tezos, and XRP Ledger (XRPL) - over seven months.
Our analysis reveals that a small fraction of transactions is used for value transfer purposes.
Specifically, 96% of transactions on EOSIO were triggered by airdrops of a currently valueless
token, 76% of throughput on Tezos was used for maintaining consensus, and over 94% of
transactions on XRPL carried no economic value. This shows that a lot of the throughput of
these blockchains is, in one way or another, artificial and does not represent actual adoption.
We also identify a persisting airdrop on EOSIO as a DoS attack and detect a two-month-long
spam attack on XRPL. We explore the different designs of the three blockchains and how
they shape user behaviour. Through this analysis, we shed light on the utilization patterns of
transactional throughput and provide insights into how the designs of these blockchains can
affect user behaviour. Since this analysis was first concluded, other metrics have come up to
help confirm the findings, such as the total value locked (T'VL) in protocols running on Tezos
or EOSIO being as low as respectively 60 million and 120 million at the time of writing, which

is a major contrast to the 30 billion locked on Ethereum.

For this chapter, we have implemented a tool that allows us to fetch and analyse transactions

from the three blockchains?.

1.2.3 Application Layer

At the application layer, we focus on one of the most popular applications on the blockchain:

Decentralised Finance (DeFi). We start by providing formal definitions of technical security and

’https://github.com/danhper/blockchain-analyzer
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economic security. With that definition in mind, we make contributions to both the technical

security and the economic security aspects.

Technical security

Most research focused on technical security has been focused on identifying vulnerable contracts.
However, little has been done to understand the practical implications of these vulnerabilities.
Here, we take a different approach by examining the extent to which these vulnerabilities are

being exploited in practice.

To conduct this study, we surveyed over 20,000 vulnerable contracts that were reported by six
recent academic projects. We develop a tool capable of automatically detecting the exploitation
of these vulnerabilities in the Ethereum blockchain. The findings indicate that despite the
large amounts at stake, only a small percentage of these contracts have been exploited since

deployment.

We explain these results by demonstrating that the funds are highly concentrated in a small
number of contracts that are not exploitable in practice. This suggests that while identifying
and mitigating vulnerabilities in smart contracts is essential, it is equally important to focus

on understanding the practical implications of these vulnerabilities.

For this part of the chapter, we have implemented a tool that allows us to detect the exploitation

of vulnerabilities in the Ethereum blockchain?®.

Economic security

In the economic security section, we focus on one of the most common economic security

mechanisms in DeFi: liquidations.

We present the first in-depth empirical analysis of liquidations on protocols for loanable funds

(PLFs), focusing on Compound, one of the most widely used PLFs. Our study demonstrates

3https://github.com/danhper/evm-analyzer
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the very thin margin with which some users interact with PLF, and that even small variations

of only 3% in an asset’s dollar price can result in over 10 million USD becoming liquidatable.

To further understand the implications of this, we investigate the efficiency of liquidators and
find that their efficiency has improved significantly over time, with currently over 70% of liqui-
datable positions being immediately liquidated. Lastly, we discuss how a misconception of the
stability of non-custodial stablecoins can foster a false sense of security, leading to an increased

overall liquidation risk faced by PLF participants.

The findings of this study highlight the need for robust liquidation mechanisms to protect

against potential losses and provide insights into the behaviour of PLF participants.

For this part of the chapter, we have implemented a tool that allows us to simulate the Com-

pound protocol and to analyse users’ behaviour of Compound?.

1.3 Statement of Originality

I hereby declare that this thesis, entitled “A Layered Approach to Improving Blockchain Sys-
tems Security”, represents my own original work, as well as joint work with co-authors of the
included publications. No work included in this thesis has been submitted for any other degree
or qualification, neither by myself nor my co-authors. All sources used in this research have
been duly acknowledged and referenced. This thesis is the product of my independent research

and represents a significant contribution to the field of blockchain security.

1.4 Publications

The majority of the research presented in this thesis relies on the following peer-reviewed

publications.

‘https://github.com/merofinance/analyzer
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Chapter 2

Background

In this chapter, we will provide background about blockchains, smart contracts, and their ap-
plications that will be useful for understanding the rest of the thesis. More specific background
information, such as some more details about the Ethereum platform, will be provided in the

relevant chapters.

2.1 Blockchain fundamentals

In its essence, a blockchain is an append-only, decentralized database that is replicated across
multiple computer nodes. Most blockchain systems record activities in the form of “transac-
tions”. A transaction typically contains information about its sender, its receiver, as well as the
action taken, such as the transfer of an asset. Newly created transactions are broadcast across
the network where they get validated by the participants. Valid transactions are grouped into
data structures called blocks, which are appended to the blockchain by referencing the most
recent block. Blocks are immutable, and state changes in the blockchain require new blocks to

be produced.

Network latency and asynchrony inherent in the distributed nature of blockchains lead to

various challenges. In particular, a blockchain must be able to reach a consensus about the

10
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current state when the majority of participating nodes behave honestly. In order to resolve the
disagreement, a consensus protocol prescribing a set of rules is applied as part of the validation

process.

To ensure consistency, there needs to be:

1. a set of rules to validate transactions ;
2. a set of rules to validate blocks ;

3. a mechanism to determine which chain of blocks represents the current state

In the following subsections, we will provide definitions and explanations about transactions,
blocks and consensus mechanisms, and then describe how the above requirements are fulfilled

in most existing blockchain systems.

2.1.1 Transactions and blocks

Transactions. The smallest unit of work in most blockchain systems, including Bitcoin and
Ethereum, is a transaction. The exact content of a transaction varies between different systems.
It typically contains information about the sender, the receiver, the amount of the asset being
transferred, and information on the fees to be paid for the transaction to be processed. In the
case of Ethereum, transactions can also contain arbitrary data, which can be used to invoke
smart contracts, which we will cover in more depth further in this chapter. As part of the set
of rules to fulfil Requirement 1 above, transactions are signed by the sender, and the signature
is used to verify that the transaction is valid. The systems also verify that the sender has
enough funds to cover the transaction, including its associated fees, and that the transaction is
not a duplicate of a previously processed transaction. Finally, in the case of a smart contract

interaction, the execution of the smart contract must also be successful.

Blocks. A block is a collection of transactions that are grouped and appended to the

blockchain. Blocks typically contain some extra metadata, such as a hash of the previous
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block, effectively linking them together, a timestamp, and information about the transactions
included in the block. Each block is usually limited to a maximum number of transactions,
and a block is considered valid if all transactions it contains are valid. However, this is not the
only requirement for a block to be deemed valid since this requirement alone would be prone to
double-spending. To fulfil Requirement 2 above, some consensus algorithm needs to be used.

We will discuss the most common consensus algorithms in the next subsection.

2.1.2 Consensus

Proof-of~-Work. The Proof-of-Work (PoW) consensus, introduced by Bitcoin requires the
participant to solve a computationally expensive puzzle to create a new block. Although PoW
can maintain consistency well, it is by nature very time- and energy-consuming, which limits
its throughput. To preserve security while maintaining a sufficient degree of decentralization,
scalability is often sacrificed [Xie+19]. Indeed, the rate of block creation for both Bitcoin is
relatively slow—on average 10 minutes per block, respectively—and the only way to increase

the throughput is to increase the size of a single block, allowing for more transactions per block.

Proof-of-Stake. Along with PoW, Proof-of-Stake (PoW), to which Ethereum has recently
transitioned, is another consensus mechanism that solves the same issue without requiring a
large amount of computational power. PoS requires its participants, called block proposers and
validators, to stake a certain amount of their assets to be eligible to create a new block. The
probability of a block proposer being selected to create a new block is proportional to the total
amount of assets they have staked. The block proposer is then required to create a new block
and broadcast it to the network. The validators then verify the block and vote on whether it
is valid. If the block is invalid, the block proposer is penalised, by taking some of the assets it
has staked, and the block is discarded. If a majority of the validators agree that the block is

valid, it is appended to the blockchain.

Deciding on the valid chain. These consensus mechanisms alone are not enough to fulfil

Requirement 3. In both PoW and PoS, there could be two competing versions of the blockchain
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containing a different chain of blocks. For PoW, this could for example happen if two miners
have found a solution to the puzzle at the same time. The most common solution to this
problem is to treat the longest chain of blocks as the valid one. In the case of PoW, the longest
chain is not exactly the one that contains the most blocks but the one that contains the most
work, i.e., the one that requires the most computational effort to produce. In the case of PoS,
the issue is more complex since it does not require any computational effort to produce a block.
This means that in theory, someone could produce a large number of blocks to create the longest
chain. To prevent this, multiple mechanisms exist but the one used by Ethereum is to force
blocks to be produced within a fixed interval of time and to use some blocks as checkpoints

that cannot be reverted.

2.1.3 Incentives and fees

For both PoW and PoS to work, the miners, or block proposers for PoS, need to be incentivised
to participate in the consensus process. This is typically done by rewarding them with a certain
amount of the asset when they produce a new block, and also giving them the transaction fees of
the transactions included in the block. For Bitcoin, the incentive mechanism is straightforward:
the miner receives a fixed block reward, of which the amount halves every four years, and the
sum of all the transaction fees of transactions in the block. Ethereum used to work in the same
way but has since changed to a more complex incentive mechanism. One of the main differences
with the Bitcoin model is that the block reward is not fixed but instead varies with the total
amount of assets staked in the system. Another notable difference is that part of the fees are

not distributed to the block proposer but instead are burned, i.e., they are destroyed.

2.2 Smart contracts

The Ethereum [Butl4] platform was the first to allow its users to run “smart contracts” on
its distributed infrastructure. Smart contracts are programs that define a set of rules for the

governing of associated funds, typically written in a Turing-complete programming language,
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usually Solidity [Danl7] in the case of Ethereum. Solidity is similar to JavaScript, yet some
notable differences are that it is strongly typed and has built-in constructs to interact with the
Ethereum platform. Programs written in Solidity are compiled into low-level untyped bytecode
to be executed on the Ethereum platform by the Ethereum Virtual Machine (EVM) [Wool4].

It is important to note that it is also possible to write EVM contracts without using Solidity.

To execute a smart contract, a sender has to send a transaction to the contract and pay a
fee which is derived from the contract’s computational cost, measured in units of gas. Each
executed instruction consumes an agreed-upon amount of gas [Wool4]. Consumed gas is cred-
ited to the miner of the block containing the transaction, while any unused gas is refunded
to the sender. In order to avoid system failure stemming from never-terminating programs,
transactions specify a gas limit for contract execution. An out-of-gas exception is thrown once

this limit has been reached.

Smart contracts themselves have the capability to call another account present on the Ethereum
blockchain. This functionality is overloaded, as it is used both to call a function in another
contract and to send Ether (ETH), the underlying currency in Ethereum, to an account. A
particularity of how this works in Ethereum is that calls from within a contract, also called
internal transactions, do not create new transactions and are therefore not directly recorded
on-chain. This means that looking at transactions without executing them does not provide

enough information to follow the flow of Ether.

2.3 Applications

DAOQOs. One of the earliest applications of distributed ledger technology was the creation of
Decentralized Autonomous Organizations (DAOs). A DAO is a decentralized organization that
uses a blockchain to facilitate the management of its funds and decision-making process. It often
uses at least a multi-signature wallet to manage its funds, which means that several members
of the organisation are required to approve any transfer of funds. DAOs also often have more

complex rules, such as delays to be able to perform some actions or recurrent payments, that can
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be enforced by smart contracts. The blockchain executes the rules and decision-making process
transparently, resulting in a system requiring less trust than its centralised counterparties.
DAOs can serve a variety of functions, such as managing decentralized funds, investing in

projects, creating decentralized social networks, or facilitating community governance.

DeFi. Decentralized Finance (DeF1i) is a peer-to-peer financial system powered by a blockchain
that is designed to operate without the need for traditional financial intermediaries such as
banks, brokerages, or exchanges. In a DeFi system, financial transactions and services are
facilitated by smart contracts that automatically execute transactions and enforce the terms
of agreements. Examples of DeFi applications include decentralized exchanges (DEXs), where
users can trade cryptocurrencies without the need for a centralized exchange, lending platforms
that enable borrowers to access loans without going through a traditional bank, and stablecoins

that are designed to maintain a stable value. We will discuss DeFi in depth in Chapter 5.

Others. There are many other applications of blockchain technology, such as the tokenisation
of art, often through non-fungible tokens (NFT), decentralized identity management, decen-
tralized storage, and decentralized social networks. Although these are important applications,

they are not the focus of this thesis and will not be discussed in detail.

2.4 Examples of Attacks on Blockchain Systems

Over the years, blockchain systems have been the target of many attacks. These attacks have
happened at different levels of the system, from the consensus protocol to the smart contracts.
In this section, we provide an example attack for each of the layers that we cover in this thesis:
execution layer, transactional layer, and application layer. Furthermore, for the application
layer, we provide an example of a technical attack and an example of an economic attack.

Formal definitions for these terms are provided in Chapter 5.

Shanghai attack. In September 2016, a DoS attack was performed on the Ethereum network.

The attack was performed during a major Ethereum conference taking place in Shanghai,
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hence the name of the attack. The gist of the attack was an attacker flooding Ethereum with
transactions that were cheap to execute but would take the network participants a long time to
process. This resulted in the network taking much longer than normal to produce new blocks
and forced Ethereum to revisit its pricing mechanism for transactions. We give more in-depth

details about this attack in Chapter 3.

Solana DDoS. While the Shanghai attack is a good example of a DoS attack that relies on
abusing the resource pricing mechanism of a transaction, other blockchains have also been
the target of DDoS attacks despite the resource pricing mechanism working as intended. This
happens most often in blockchains that try to have very low transaction fees, such as Solana [22],
where a single transaction costs less than a cent. In September 2021, an attacker performed a
DDoS attack on Solana by sending over 400,000 transactions per second, which is vastly over
the network’s capacity. Because of the extremely low transaction price, the cost of the attack
was very moderate for the attacker. The Solana network ended up having to roll back the
network to be able to recover. We discuss similar types of attacks and discuss in-depth the

trade-offs of low transaction fees in Chapter 4.

TheDAO hack. TheDAO exploit [SC17] is one of the most infamous exploits that occurred
in an Ethereum smart contract. Attackers exploited a reentrancy vulnerability [ABC17] of the
contract which allowed for the draining of the contract’s funds. The attacker contract could
call the function to withdraw funds in a re-entrant manner before its balance on TheDAO was
reduced, making it indeed possible to freely drain funds. A total of over 3.5 million Ether were
drained. Given the severity of the attack, the Ethereum community finally agreed on hard

forking. We discuss this type of vulnerability in depth in Chapter 5.



Chapter 3

Virtual Machine Security

Blockchain systems, such as Ethereum, use an approach called “metering” to assign a cost to
smart contract execution, an approach which is designed to incentivise miners to operate the
network and protect it against DoS attacks. In the past, the imperfections of Ethereum me-
tering allowed several DoS attacks which were countered through modification of the metering

mechanism.

This chapter presents a new DoS attack on Ethereum which systematically exploits its metering
mechanism. We first replay and analyse several months of transactions, during which we
discover several discrepancies in the metering model, such as significant inconsistencies in the
pricing of the instructions. We further demonstrate that there is very little correlation between
the execution cost and the utilised resources, such as CPU and memory. Based on these
observations, we present a new type of DoS attack we call Resource Exhaustion Attack, which
uses these imperfections to generate low-throughput contracts. To do this, we design a genetic
algorithm that generates contracts with a throughput on average 100 times slower than typical
contracts. We then show that all major Ethereum client implementations are vulnerable and, if
running on commodity hardware, would be unable to stay in sync with the network when under
attack. We argue that such an attack could be financially attractive not only for Ethereum
competitors and speculators but also for Ethereum miners. Finally, we discuss short-term and

potential long-term fixes against such attacks. Our attack has been responsibly disclosed to
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the Ethereum Foundation and awarded a bug bounty reward of 5,000 USD.

3.1 Introduction

Some blockchain systems support code execution, allowing arbitrary programs to take advan-
tage of decentralised trust. Ethereum and its virtual machine, the Ethereum Virtual Machine
(EVM), is probably the most widely used blockchain adopting this approach. However, allow-
ing arbitrary programs from non-trusted users introduces many new challenges. One of these
challenges is to prevent users from running code which could negatively impact the performance
of the system. To tackle this challenge, Ethereum introduced the notion of “gas”, which is a
unit used to measure the execution cost of a program, referred to as a “smart contract” in this
context. Gas-based metering is used to price the execution of smart contracts and must ensure
that the throughput of the blockchain, in terms of gas per second, remains stable. Metering
is therefore critical to keep the Ethereum blockchain safe against Denial of Service (DoS) at-
tacks involving slow-running contracts. However, assigning costs to different instructions is a
highly non-trivial task, and the costs originally assigned in the Ethereum yellow paper [Wool4],
which were designed to maintain a throughput of 1 gas/us, had many inconsistencies. As a
consequence, several DoS attacks have been conducted on Ethereum [Butc; Butb], and the gas
cost has also been reviewed several times [Buta; Swel9] to increase the cost of the under-priced

instructions.

To the best of our knowledge, this was the first attempt to try to find and exploit such incon-
sistencies systematically. In this chapter, we design a new DoS attack which exploits inconsis-
tencies in the gas metering mechanism by taking a systematic approach to finding these. We
first replay and analyse several months of transactions to discover discrepancies in the gas cost.
We then use the data and insight from our analysis to design a genetic algorithm capable of
generating low-throughput contracts. We evaluate the contracts generated by our algorithm

on all major Ethereum clients and find that they are all vulnerable to our attack.

Contributions. This chapter makes the following contributions:
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1. Exploration of metering in EVM: We explore the history of executing 2.5 months
worth of smart contracts on the Ethereum blockchain and identify several important edge
cases that highlight inherent flaws in EVM metering; specifically, we identify i) EVM in-
structions for which the gas fee is too low compared to their resources consumption; and ii)

cases of programs where the cache influences execution time by an order of magnitude.

2. Resource Exhaustion Attacks (REA) contract generation strategy: We present
a code generation strategy able to produce REA attacks of arbitrary length. Some of the
complexity comes from the need to produce well-formed EVM programs which minimise
the throughput. We propose an approach which combines empirical data and a genetic
algorithm in order to generate contracts with low throughput. We explore the efficacy of
our strategy as a function of the throughput in terms of gas per second of the generated

programs.

3. Experimental evaluation: We show that our REA can abuse imperfections in EVM’s
metering approach. Our genetic algorithm can generate programs with a throughput
of 1.25M gas per second after a single generation. A minimum in our experiments is
attained at generation 243 with a block using around 9.9M gas and taking about 93 sec-
onds. We show that our method generates contracts on average more than 100 times
slower than typical contracts. Finally, we evaluate our low-throughput contracts on the
major Ethereum clients and show that they are all vulnerable. Using commodity hard-

ware, nodes would be unable to stay in sync when under attack.

4. Disclosure and fixes: We responsibly disclosed our attack to the Ethereum Foundation
and were awarded a bug bounty reward of 5,000 USD. We discussed with the developers
about the ongoing efforts as well as some potential fixes, and present some of the short-

term and long-term fixes in this chapter.

Chapter Organisation. The rest of the chapter is organised as follows. In Section 3.2, we
provide background information about Ethereum and its metering scheme, as well as a few

instances of how it has been exploited in the past. In Section 3.3, we present case studies based
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on measurements that we obtained by re-executing the Ethereum main chain. In Section 3.4,
we present our Resource Exhaustion Attacks (REA) and the results we obtained. In Section 3.5
we present short and long-term solutions to gas mispricing issues. Finally, we present related

work in Section 3.6, and conclude in Section 3.7.

3.2 Background

In this section, we give an in-depth description of gas metering in EVM. We then provide insights
into smart contract execution costs on the Ethereum main network. Then, we highlight some

of the attacks which have been performed by abusing the gas mechanism.

3.2.1 Metering in EVM

As briefly outlined in Section 3.1, gas is a fundamental component of Ethereum, and generally
applicable to permissioned and permissionless blockchain platforms that utilise a distributed
virtual machine for contract code execution [Tez19a; Blo19]. Gas is the main protection against
Denial of Service (DoS) attacks based on non-terminating or resource-intensive programs. It is
also used to incentivise miners to process transactions by rewarding them with a fee computed

based on the resource usage of the transaction.

Gas cost. In the EVM, each transaction has a cost which is computed and expressed as gas.
The cost is split into two parts, a fixed base cost of 21,000 gas, and a variable execution cost of
the smart contract. Each instruction has a fixed gas cost which has been set by the designers
of the EVM [Woo14], who classify the instructions into multiple tiers of gas cost: zero Tier (0
gas), base tier (2 gas), very low tier (3 gas), low tier (5 gas), high tier (10 gas) and special tier
where the cost needs more complex rules. The gas cost for a transaction in the EVM is the
sum of the cost of each instruction in the contract. For example, given the program in Code
Listing 3.1, the gas cost will be computed as follow. PUSH1 is in the Very Low Tier and therefore

costs 3 gas. It is called 3 times in total and will therefore consume 9 gas. The arguments of
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Code Listing 3.1: Example gas cost of an EVM program

PUSH1 0x02 ; very low tier (3 gas)
PUSH1 0x03 ; very low tier (3 gas)

MUL ; low tier (5 gas)
PUSH1 0x05 ; very low tier (3 gas)
SSTORE ; special tier (20k gas)

PUSH1 do not consume any extra gas. The MUL instruction is in the Low Tier and hence costs
5 gas. Finally, the SSTORE will store the result of 2 x 3 at location 5 in the storage. SSTORE is
in the Special Tier and has slightly more complex pricing rules. Assuming the location in the
storage was previously 0, the instruction allocates storage and will cost 20,000 gas. Therefore,
this program will cost a total of 20,014 gas to execute. Given the current pricing for storage,

the cost of the program is largely dominated by the storage operation.

It is important to note that, as the transaction has a base cost of 21,000 gas, it will cost a total

of 21,000 + 20,014 = 41,014 gas to execute the above transaction.

Ethereum Improvement Proposal (EIP) 150. Although the cost of each instruction was
decided when first designing the EVM, the authors found that some costs were poorly aligned
with actual resource consumption. Particularly, [O-heavy instructions tended to be too cheap,
allowing for DOS attacks on the Ethereum [Butb] blockchain. As a fix, EIP 150 [Buta] was
proposed and implemented, significantly increasing the gas consumption of instructions which
require performing IO operations, such as SLOAD or EXTCODESIZE. This change revised the
cost of under-priced instructions and prevented further DoS attacks such as the one seen in
September 2016 [Butc]. This briefly highlights the potential risks rooted in mismatches between
instructions and gas costs. While the above cases have been fixed, it is unclear whether all

potential issues have been eradicated or not.

Gas price. Up to here, we have explained how the gas cost for executing a contract is
computed. However, the gas cost is not the only element needed to compute the total execution
cost of a contract. When a transaction is sent, the sender can choose a gas price, namely the
amount of wei (Iwei = 107! ETH) that the sender is ready to pay per unit of gas. For

conciseness, these amounts are often expressed in Gwei, where 1Gwei = 10%wei. Miners will
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Table 3.1: Fees for different types of transactions. “Low” price is one of the lowest possible prices
to have a transaction included while “High” is a price someone very eager to have his transaction
included would pay.

Gas price
Low High
Transaction type (1Gwei)  (80Gwei)
Basic (21k gas) $0.042 $3.36
Gas intensive (500k gas) $1 $80

Table 3.2: Median gas price, gas used and transaction fee from block 8,652,096 (Sep-09-2019) to
block 9,286,594 (Jan-15-2020).

Number of blocks: 613,475
Median gas price: 9.1 Gwei
Median gas used (by contracts): 53,787
Median transaction fee: 0.0008 ETH (1.6 USD)

usually prioritise transactions with high gas prices, as this will increase the final fee they receive

for processing a transaction.

Transaction fee. The transaction fee is the total amount of wei that the sender of the
transaction has to pay for the transaction. It is obtained by multiplying the gas price by the

gas cost. The transaction fee is non-refundable: even if the transaction fails, it will be paid.

3.2.2 Gas Statistics

Now that we presented the key points about metering in the EVM, we provide concrete numbers
about different aspects of the gas price and transaction fees. In particular, we show the total
amount of transaction fees that a user would have to pay to have his transaction processed by

the main Ethereum network.

To give a sense of the transaction fees, we show a variety of typical fees in Table 3.1. The fees
are divided depending on their gas price and gas consumption. The Low gas price is close to the
lowest price that can be paid to get the transaction accepted on the Ethereum blockchain. The
High gas price refers to the price that people would pay when they are extremely eager to get

their transaction included, for example when competing with other users to have a transaction
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included first [Owol18]. The basic transaction type refers to transactions consuming only the
base amount of gas, without executing any instruction. This is typically the cost to send Ether
to a contract or another party. The gas intensive transaction type represents computationally
expensive transactions, for example, verifying a zero-knowledge proof [Putl8]. At the time of
the analysis, in late 2019, the maximum amount of gas which can be used in a single block

is 10,000,000, which means only 20 such transactions could be included in a single block.

In Table 3.2, we show the values of the gas price, gas used and transaction fee. In order to
obtain results reflecting the current situation, we limit the analysis to recent blocks. We use all
the transactions sent to contracts between September 30, 2019, and January 15, 2020. We find
that the median gas price paid by a transaction’s sender is around 9.1 Gwei, which is around 9
times more than the minimum possible fee. It is worth noting that when paying the minimum
possible fee, the probability for the transaction to get included in the next block is relatively
low and the transaction can therefore be delayed for several blocks: at the time of the analysis,
about 40% of the last 200 blocks accepted a gas price of 1Gwei [Com19a]. This explains that
users usually pay a higher fee to get their transactions included faster. The median for the
gas consumed by contracts is around 50,000 gas, indicating that most transactions perform
relatively simple computations. Indeed, with the basic fee being 21,000, a simple read followed
by an allocation of storage would already result in 46,000 gas. Overall, the median fee paid per

transaction is 0.0008 ETH which is around 1.6 USD.

3.2.3 Previously Known Attacks

The Ethereum network has been the victim of several Denial of Service (DoS) attacks due to
instructions being underpriced. We present two considerable DoS attacks which were performed

on the Ethereum network.

EXTCODESIZE attack. This attack is the 2016 Shanghai attack that we introduced in Chapter 2.
It was a DoS attack performed on the Ethereum network by flooding it with transactions con-

taining a very large number of EXTCODESIZE instructions [Butc]. EXTCODESIZE is an instruction
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to retrieve the size in bytes of a given contract’s code.

This attack happened because the EXTCODESIZE instruction was vastly underpriced. At the
time of the attack, a single execution of this instruction cost 20 gas, meaning that one could
perform around 1,500 instructions with less than $0.01. Although by itself, this issue might
seem benign, EXTCODESIZE forces the client to search the contract on disk, resulting in IO
heavy transactions. While replaying the Ethereum history on our hardware, the malicious
transactions took around 20 to 80 seconds to execute, compared to a few milliseconds for the
average transactions. We show the correlation between the clock time and the gas used by
transactions during the period of the attack in Figure 3.1. Although this attack did not create
any issue at the consensus layer, it reduced the rate of block creation by a factor of more than

2 times, with block creation time peaking to more than 30s [Eth19].

The Ethereum protocol was updated in EIP 150, with all the software running Ethereum, to
increase the price of the EXTCODESIZE from 20 to 700 gas, making the aforementioned attack
considerably more expensive to perform. Some performance improvements were also made at

the implementation level, allowing clients to process IO-intensive instructions faster.

SUICIDE Attack. Shortly after the EXTCODESIZE attack, another DoS attack involving the
SUICIDE instruction was performed [Butb]. The SUICIDE instruction kills a contract and sends
all its remaining Ether to a given address. If this particular address does not exist, a new address
would be newly created to receive the funds. Furthermore, at the time of the attack, calling
SUICIDE did not cost any Ether. Given these two properties, an attacker could create and
destroy a contract in the same transaction, creating a new contract each time at an extremely
low fee. This quickly overused the memory of the nodes and particularly affected the Go

implementation [Aut19] which was less memory efficient [But16].

A twofold fix was issued for this attack in EIP 150. First, and most importantly, SUICIDE
would be charged the regular amount of gas for contract creation when it tried to send Ether
to a non-existing address. Subsequently, the price of the SUICIDE instruction was increased

from 0 to 5,000 gas. Again, these measures would make such an attack very expensive.
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Figure 3.1: Correlation between gas and clock time when performing a resource exhaustion attack.

3.3 Case Studies in Metering

In this section, we instrument the C++ client of the Ethereum blockchain, called aleth [Eth],

and report some interesting observations about gas dynamics in practice.

3.3.1 Experimental setup

Hardware. We run all of the experiments on a Google Cloud Platform (GCP) [Goo19] instance
with 4 cores (8 threads) Intel Xeon at 2.20GHz, 8 GB of RAM and an SSD with a 400MB/s
throughput. The machine runs Ubuntu 18.04 with the Linux kernel version 4.15.0. We selected
this hardware because it is representative of what has been reported as sufficient to run a full

Ethereum node [Pet18; Pegl9; Pall9].
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Software. To measure the speed of different instructions, we fork the Ethereum C++ client,
aleth. Our fork integrates the changes to the upstream repository until Jun-26 2019. We choose
the C++ client for two reasons: first, it is one of the two clients officially maintained by the
Ethereum Foundation [19b] with geth [Aut19]; second, it is the only of the two without runtime

or garbage collection, which makes measuring metrics such as memory usage more reliable.

We add compile options to the original C++ client to allow enabling particular measurements
such as CPU or memory. Our measurement framework is open-sourced! and available under

the same license as the rest of aleth.

Measurements. For all our measurements, we only take into account the execution of the
smart contracts and ignore the time taken in networking or other parts of the software. We
use a nanosecond precision clock to measure time and measure both the time taken to execute
a single smart contract and the time to execute a single instruction. To measure the memory
usage of a single transaction, we override globally the new and delete operators and record all
allocations and deallocations performed by the EVM execution within each transaction. We

ensure that this is the only way used by the EVM to perform memory allocation.

Given the relatively large amount of time it takes to re-execute the blockchain, we only execute
each measurement once when re-executing. We ensure that we always have enough data points,
where enough is in the order of millions or more, so that some occasional imprecision in the

measurements, which are inevitable in such experiments, does not skew the data.

In this section, the measurements are run between block 5,171,468 (Feb-28-2018) and block
5,587,480 (May-10-2018), except in Section 3.3.3 where we want to compare after and before
EIP-150.

We note that these measurements are not representative of the current state of the Ethereum
blockchain, as the network has evolved significantly since then. In particular, EIP-2929 was
introduced in April 2021 [BS20], partly based on the findings from this chapter, and significantly

increased the cost of accessing storage.

'https://github.com/danhper/aleth/tree/measure-gas
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(a) Mean time for arithmetic instructions.

Instruction Gas Count 'Mean Throughput
cost time (ns) (gas / us)

ADD 3 453,069 82.20 36.50
MUL 5 62,818 96.96 51.57
DIV 5 107,972 476.23 10.50
EXP ~51 186,004 287.93 177.1

(b) Execution time and gas usage for arithmetic instructions.

Figure 3.2: Comparing execution time and gas usage of arithmetic instructions.

3.3.2 Arithmetic Instructions

In this experiment, we evaluate the correlation between gas cost and the execution time for
simple instructions which include absolutely no IO access. We use simple arithmetic instructions

for measurements, in particular the ADD, MUL, DIV and EXP instructions.

In Figure 3.2a, we show the mean time of execution for these instructions, including the stan-

dard deviation for each measurement. We contrast these results with the gas cost of the different

27



Table 3.3: Correlation scores between gas and system resources.

Phase Resource Pearson
score

Memory 0.545

CPU 0.528

Pre EIP-150 Storage 0.775
Storage/Memory 0.845
Storage/Memory/CPU 0.759

Memory 0.755

CPU 0.507

Post EIP-150 Storage 0.907
Storage/Memory 0.938
Storage/Memory/CPU 0.893

instructions in Figure 3.2b. EXP is the only of these instructions with a variable cost depending
on its arguments — the value of the exponent. We use the average gas cost in our measure-
ments to compute the throughput. We see that although in practice ADD and MUL have similar
execution time, the gas cost of MUL is 65% higher than the gas cost for ADD. On the other hand,
DIV, which costs the same amount of gas as MUL, is around & times slower on average. EXP
costs on average 10 times the price of DIV but executes 40% faster. Another point to note here
is that DIV has a standard deviation much higher than the other three instructions. Although
we were expecting that for such simple instructions, the execution time would reflect the gas
cost, this does not appear to be the case in practice. We will show in the coming sections that

[O-related operations tend to make things worse in this regard.

3.3.3 Gas and System Resources Consumption

In this section, we analyse the gas consumption of Ethereum smart contracts and try to cor-
relate it with different system resources, such as memory, CPU and storage. As described in
Section 3.2, EIP-150 influenced the price of many storage-related operations, which affected
the gas cost of transactions. Therefore, we use a different set of transactions than for other
case studies. We arbitrarily use block 1,400,000 to block 1,500,000 for measurements before

EIP-150 and block 2,500,000 to 2,600,000 for measurements after EIP-150. We assume that
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the sample of 100,000 blocks, which roughly corresponds to two weeks, is large enough to obtain

reliable data.

We use our modified Ethereum client to perform the different measurements. To measure
memory, we compute the difference between the total amount of memory allocated and the
total amount of memory deallocated. For CPU, we use clock time measurements as a proxy
for CPU usage. Finally, for storage usage, we count the number of EVM words (256 bits) of

storage newly allocated per transaction.

We compute the Pearson correlation coefficient? [Bos12] between the different resources and the
gas usage. We also compute multi-variate correlations between gas consumption and multiple
resources. To compute the multi-variate correlation between multiple resources and gas usage,
we first normalise the measurement vector of each targeted resource to have a mean of 0 and
a standard deviation of 1. Then, we stack the vectors to obtain a matrix of m resources and
n measurements and transform it into a single vector of n measurements using a principal
component analysis [AW10]. The vector we obtain represents the aggregated usage of the

different resources and can be correlated with the gas usage.

We present our results in Table 3.3. A first observation is that EIP-150 clearly emphasises the
domination of storage in the price of contracts. We can see that storage alone has an extremely
high correlation score, with a score of 0.907 after EIP-150. Memory usage is not as correlated
as storage, but when combining both, they have the highest correlation score of 0.938. Finally,
an important point is that CPU time seems completely uncorrelated with gas usage. Although
it seems natural that CPU time by itself has a low correlation, as the gas cost is dominated
by storage cost, adding the CPU time in the multi-variate correlation reduces the correlation.
It is not enough to make any conclusion yet but gives a hint that as long as the storage is not

explicitly touched, it could be possible for contracts to be both cheap and long to execute.

2Pearson score of 1 means perfect positive correlation, 0 means no correlation
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Table 3.4: Instructions with the highest execution time variance.

Instruction Mean Standard Measurements

time (ps) deviation count
BLOCKHASH 768 578 240,000
BALANCE 762 449 8,625,000
SLOAD 514 402 148,687,000
EXTCODECOPY 403 361 23,000
EXTCODESIZE 221 245 16,834,000

3.3.4 High-Variance Instructions in the EVM

Here, we look at instructions which have a high variance in their execution time. We summarise
the instructions which had the highest variance in Table 3.4. There are two main reasons why
the execution time may vastly vary for the execution of the same instruction. First, many
instructions take parameters. Depending on these, the time it takes to run the particular
instructions can vary wildly. This is the case for an instruction such as EXTCODECOPY. The
second reason is much more problematic and comes from the fact that some instructions may
require to perform some 1O access, which can be influenced by many different factors such as
caching, either at the OS or at the application level. The instruction with the highest variance
was BLOCKHASH. BLOCKHASH allows to retrieve the hash of a block and allows to look up up
to 256 block before the current one. When it does so, depending on the implementation and the
state of the cache, the EVM may need to perform an IO access when executing this instruction,
which can result in vastly different execution times. The cost of BLOCKHASH being currently
fixed and relatively cheap, 20 gas, it results in an instruction which is vastly under-priced. It is
worth noting that in the particular case of BLOCKHASH, the issue has already been raised more
than two years ago in EIP-210 [But19]. It discussed changing the price of BLOCKHASH to 800
gas but at the time of writing the proposal is still in draft status and was not included in the
Constantinople fork® [Hud19] as it was originally planned to be. It has not been included in

any further hard fork either.

3Hard fork which took place on Feb 28 2019 on the Ethereum main network
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Figure 3.3: Comparing throughput with and without page cache: x axis is the relative speed im-
provement and y axis is the number of contracts.

3.3.5 Memory Caches and EVM Costs

Given the high variance in execution time for some instructions, we evaluate the effects caching
may have on EVM execution speed. In particular, we evaluate both the speedup provided by
the operating system page cache and the speedup across blocks provided by Level DB LRU
cache [GD11b]. In these experiments, we fix the block number at height 5,587,480.

Page cache. First, we evaluate how the operating system page cache influences the execution

time by reducing the 10 latency. We perform the experiment as follows:

1. Generate a contract

2. Run the code of the contract n times
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Figure 3.4: Measuring block execution speed with and without the effect of cache.

3. Run the code of the contract n times but drop the page cache between each run

We perform this for 100 different contracts and measure the execution time for the versions with
and without cache. We generate relatively large contracts, which consume on average 800,000
gas each. Although the method is somewhat crude, it provides a good approximation of the
extent to which the state of the page cache influences the execution time of a contract. In
Figure 3.3, we show a distribution of the contracts throughput in terms of gas per second, with
and without cache. We see that contracts execute between 24 and 33 times faster when using
the page cache, with more than half of the contracts executing between 27 and 29 times faster.
This vast difference in the execution speed is due to 10 operations, which use LevelDB [GD11a],
a key-value store database, under the hood. LevelDB keeps only a small part of its data in
memory and therefore needs to perform disk access when the data was not found in memory.

If the required part of the data was already in the page cache, no disk access will be required.
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When keeping the page cache, all the items seen by the contract recently will already be
available in the cache, eliminating the need for any disk access. On the other hand, if the
caches are dropped, many IO-related operations will result in disk access, which explains the
speedup. We notice that in the contracts with the highest speedup, BLOCKHASH, BALANCE and
SLOAD are in the most frequent instructions. It is worth noting that if the generated contracts
are small enough, most of the data will be in memory and dropping the page cache will have
much less effect on the runtime. Indeed, when running the same experiment with contracts

consuming on average 100,000 gas, only a 2 times average speedup has been observed.

Caching across blocks. In the next experiment, instead of measuring the cache impact by
running a single contract multiple times, we evaluate how the cache impacts the execution time
across blocks. In particular, we measure how many blocks need to be executed before the data
cached during the previous execution of a contract gets evicted from the different caches. To

do so, we perform the following experiment.

1. Generate n blocks, with different contracts in each
2. Execute sequentially all the blocks and measure the execution time

3. Repeat the previous step m times in the same process and record how the execution speed

evolves

We set m to 10 and we try different values for n to see how many blocks are needed for the
cache not to provide any further speedup. We use the first execution to warm up the node
and use the 9 other executions for our measurements. We find that in our setup, assuming
the blocks are full (i.e. close to the gas limit in terms of gas), 16 blocks are enough for the
cache not to provide any more speedup. We plot the results for n = 14, n = 15 and n = 16 in
Figure 3.4. When n = 14, we see that the second execution is much faster than the first one
and that after the third execution, the execution time stabilises at around 6s to execute the 14
blocks. For n = 15, the execution time takes longer to decrease, but eventually also stabilises

around the same value. It is slightly higher than when n = 14 because it has one more block to
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execute. However, once we reach n = 16, we see that the execution time hardly decreases and
stays stable at around 85s. We conclude that at this point, almost nothing that was cached

during the previous execution of the block is still cached when re-executing the block.

This means that if a deployed contract function were re-executed more than 16 blocks after
its initial execution, it would execute as slowly as the first time. This shows that not only the
cache has a very high impact on execution time but also that the cached information is evicted

relatively quickly.

3.3.6 Summary

In this section, we empirically analysed the gas cost and resource consumption of different

instructions. To summarise:

o We see that even for simple instructions, the gas cost is not always consistent with re-
source usage. Indeed, even for instruction with very predictable speed, such as arithmetic
operations, we observe that some instructions have a throughput 5 times slower than

others.

o We notice that while most instructions have a relatively consistent execution speed, other
instructions have large variations in the time it takes to execute. We find that these

instructions involve some sort of IO operation.

o Finally, we demonstrate the effect that the page cache has on the execution speed of
smart contracts and then show the typical number of blocks for which the page cache still

provides speed up.

e Overall, we see that beyond some pricing issues, the metering scheme used by EVM does

not allow to express the complexity inherent to IO operations.
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3.4 Attacking the Metering Model of EVM

In light of the results we obtained in the previous sections, we hypothesise that it is possible

to construct contracts which use a low amount of gas compared to the resources they use.

3.4.1 Constructing Resource Exhaustion Attacks

In particular, as we showed in Section 3.3, the gas consumption is dominated by the storage
allocated but is not as much affected by other resources such as the clock time. Therefore, we
decide to use the clock time as a target resource and look for contracts which minimise the

throughput in terms of gas per second. We can formulate this as a search problem.

Problem formulation. We want to find a program which has the minimum possible through-
put, where we define the throughput to be the amount of gas processed per second. Let I
be the set of EVM instructions and P be the set of EVM programs. A program p € P is
a sequence of instructions Iy,---,I, where all I; € 1. Let t : P — R be a function which
takes a program as an input and outputs its execution time and g : P — N be a function
which takes a program as input and outputs its gas cost. We define our function to minimise

f:P—=R, f(p) =g(p)/t(p). Our goal is to find the program pgowest such that

Pslowest = argerlrjun(f(p)) (31)

The search space for a program of size n is |I|". Given |I| &~ 100, the search space is clearly too
large to be explored entirely for any non-trivial program. Therefore, we cannot simply go over

the space of possible programs and instead need to approximate the solution.

Although our problem resembles other program synthesis tasks [GPS+17], there is a notable
difference. Program synthesis usually focuses on generating “meaningful” programs, either
from specifications or examples. These tasks often do not have well-defined metrics allowing

optimisation techniques (the genetic algorithm in our work). The task we solve is different
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because we need to define “valid” but not “meaningful” programs and optimise for a well-

defined metric: gas throughput.

Search strategy. With the problem formulated as a search problem, we now present our
search strategy. We decide to design the search as a genetic algorithm [Whi94]. The reasons

for this choice are as follows:

o we have a well-defined fitness function f
e we have promising initialisation values, which we will discuss below

e programs being a sequence of instructions, cross-over and mutations can be designed

efficiently

» programs generated need to be syntactically correct but do not need to be semantically

meaningful, making the cross-over and mutations more straightforward to design

We will now discuss in detail how we design the initialisation, cross-over and mutations of our

genetic algorithm.

Program construction. Although our programs do not need to be semantically meaningful,
they need to be executed successfully on the EVM, which means that they must fulfil some
conditions. First, an instruction should never try to consume more values than the current
number of elements on the stack. Second, instructions should not try to access random parts of
the EVM memory, otherwise, the program could run out of gas straight away. Indeed, when an
instruction reads or writes to a place in memory, the memory is “allocated” up to this position
and a fee is taken for each allocated memory word. This means that if MLOAD would be called
with 210 as an argument, it would result in the cost of allocating 2!°° words in memory, which

would result in an out-of-gas exception.

Another potential issue would be to run into an infinite loop. However, we decide to explicitly
exclude loops from our program generation algorithm for the following reason: adding loops is

unlikely to make the generated programs slower. Indeed, if a piece of code is slow enough, our
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genetic algorithm will tend to repeat it. The loop version could be faster if a value is already

cached but have no reason to be slower.

We design the program construction so that all created programs will never fail because of
either of the previous reasons. We first want to ensure that there are always enough elements
on the stack to be able to execute an instruction. The instructions requiring the least number
of elements on the stack are instructions such as PUSH or BALANCE which do not require any
element, and the element requiring the most number of elements on the stack is SWAP16 which
requires 17 elements to be on the stack. We define the functions function a : I — N which
returns the number of arguments consumed from the stack and r : T — N which returns
the number of elements returned on the stack for an instruction I. We generate 18 sets of

instructions using Equation 3.2.

Vne[0,17), L = {I | I € IAa(I) < n} (3.2)

For example, the set I3 is composed of all the instructions which require 3 or fewer items on
the stack. We will use these sets in Algorithm 1 to construct the initial programs but before,
we need to define the functions we use to control memory access. For this purpose, we define
two functions to handle these. First, uses memory : I — {0,1} returns 1 only if the given
instruction accesses memory in some way. Then, prepare_stack : P x I — P takes a program
and an instruction and ensures that all the arguments of the instruction which influence which
part of memory is accessed are below a relatively low value, that we arbitrarily set to 255.
To ensure this, prepare_ stack adds POP instruction for all arguments of I and adds the same
number of PUSH1 instructions with a random value below the desired value. For example, in

the case of MLOAD, a POP followed by a PUSH1 would be generated.

Using the sets I, the uses _memory and prepare_ stack functions, we use Algorithm 1 to
generate the program. We assume that the biased__sample function returns a random element

from the given set and will discuss how we instantiate it in the next section.

Initialisation. As the search space is very large, it is important to start with good initial values
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Algorithm 1 Initial program construction
function GENERATEPROGRAM(size)
P+ () > Initial empty program
540 > Stack size
for 1 to size do
I < biased__sample(Iy)
if uses_memory(I) then
P <« prepare__stack(P, I)
end if
P«—P-(1) > Append [ to P
s« s+ (r(I)—a(l))
end for
return P
end function

so that the genetic algorithm can search for promising solutions. For this purpose, we use the
result we presented in Section 3.3, in particular, we use the throughput measured for each
instruction. We define a function throughput : I — R which returns the measured throughput
of a single instruction. When randomly choosing the instructions with biased__sample, we want
to have a higher probability of picking an instruction with a low throughput but want to keep
a high enough probability of picking a higher throughput instruction to make sure that these
are not all discarded before the search begins. We define the weight of each instruction and

then its probability with Equation 3.3 and Equation 3.4.

W(I €1) = log (1 + thmug;put ( 1)) (3.3)
_ W)
P(Iel,) = S W) (3.4)

Given that the throughput can have order-of-magnitude differences among instructions, the log

in Equation 3.3 is used to avoid assigning a probability too close to 0 to an instruction.

Cross-over. We now want to define a cross-over function over our search space, a function
which takes as input two programs and returns two programs, i.e. cross_over : P x P —
P x P, where the output programs are combined from the input programs. To avoid enlarging

the search space with invalid programs, we want to perform a cross-over such that the two
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output programs are valid by construction. During program creation, we must ensure that
each instruction of the output program will always have enough elements on the stack and that

it will not try to read or write at random memory locations.

For the memory issue, we simply avoid modifying the program before an instruction manipu-
lating memory or one of the POP or PUSH1 added in the program construction phase. For the
second issue, we make sure to always split the two programs at positions where they have the

same number of elements on the stack.

We show how we perform the cross-over in Algorithm 2. In the CREATESTACKSIZEINDEX
function, we create a mapping from a stack size to a set of program counters where the stack
has this size. In the CROSSOVER function, we first create this mapping for both programs and
randomly choose a stack size to split the program. We then randomly choose a location from
each program with the selected stack size. Note that here, sample assigns the same probability
to all elements in the set. Finally, we split each program in two at the chosen position, and

cross the programs together.

Mutation. We use a straightforward mutation operator. We randomly choose an instruction
I in the program, where [ is not one of the POP or PUSH1 instructions added to handle memory
issues previously discussed. We generate a set M; of replacement candidate instructions defined
as follows.

My ={I' | I' € Ty Ar(I') = r(I)} (3.5)

In other words, the replacement must require at most the same number of elements on the stack
and put back the same number as the replaced instruction. Then, we replace the instruction
I with I’; which we randomly sample from M;. If I had POP or PUSH1 associated with it to
control memory, we remove them from the program. Finally, if I’ uses memory, we add the

necessary instructions before it.
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Algorithm 2 Cross-over function
function CREATESTACKSIZEMAPPING(P)
S < empty mapping
pc <0
5+ 0
for I in P do
if s ¢ S then
Sls] < {}
end if
S[s] = S[s] U{pc}
s s+ (r(I) —a(l))
pc <+ pc+ 1
end for
return S
end function
function CROSSOVER(P, P;)
S1 <~ CREATESTACKSIZEMAPPING(P)
Sy <~ CREATESTACKSIZEMAPPING ()
S« 5 NSy > Intersection on keys
s «— sample(S)
iy <— sample(S1]s])
iy <— sample(Ss]s])
PH, P12 — splitiat(Pl, Zl)
PQl, Poy Split_@t(PQ, 22)
P| < Py1 - Py > Concatenate
PQ/ < P21 . P12
return P;, P,
end function

3.4.2 Effectiveness of Attacks with Synthetic Contracts

We want to measure the effectiveness of our approach to produce Resource Exhaustion Attacks.
To do so, we want to generate contracts and benchmark them while mimicking the behaviour
of a regular full validating node as much as possible. To do so, we execute all the programs
produced within every generation of our genetic algorithm, as if they were part of a single block.

We use the following steps to run our genetic algorithm.

1. Clear the page cache;
2. Warm up caches by generating and executing randomly-generated contracts

3. Generate the initial set of programs;
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Figure 3.5: Evolution of the average contract throughput as a function of the number of generations.

4. Run the genetic algorithm for n generation.

An important point here is that when running the genetic algorithm, we only want to execute
each program once, otherwise every IO access will already be cached and it will invalidate the
results, as this is not what would happen when a regular validating node executes contracts.
However, we of course do want to execute the measurements multiple times to be able to
measure the execution time standard deviation. To work around these two requirements, we
save all the programs generated while we run the experiment. Once the experiment has finished,
we re-run all the programs in the same order. We combine these results to compute the mean

and standard deviation of the execution time.

We note that generating a new generation takes on average less than 1 second but the time-
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Figure 3.6: Execution time as a function of the total amount of gas used by contracts within a block.

consuming part of our algorithm is to compute the throughput of the generated programs.
Indeed, we need to wait for the EVM to run the program, which can, as we show in this
section, take more than 90 seconds for a single generation. Furthermore, parallelising this task

could bias our measurements, which forces the algorithm to perform the evaluation serially.

Generated bytecode. Before discussing the results further, we show a small snippet of
bytecode generated by our genetic algorithm in Code Listing 3.2. We highlight the instructions
which involve IO operations in bold and show the instructions whose sole purpose is to keep
the stack consistent in a smaller font. We can see that there is a large number of 10-related
instructions, in particular, BLOCKHASH and BALANCE show up multiple times. Although the fee
of BALANCE has been revised from 20 to 400 in EIP-150, this suggests that the instruction is
still under-priced. In the snippet, we also see that the stack is cleared and replaced with small
values before calling CALLDATACOPY. This corresponds to the prepare_stack function described

in the program construction section: to avoid CALLDATACOPY reading very far away in memory,
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Code Listing 3.2: Bytecode snippet generated by our genetic algorithm. Instructions in bold involve
some sort of IO operations.

PUSH9 0x57c2b11309b96b4cb9
BLOCKHASH

SLOAD

CALLDATALOAD

PUSH7

BALANCE

MSTORES

PUSH11

PUSH14

BALANCE

POP ; prepare call to CALLDATACOPY
POP

POP

PUSH1 Oxf7

PUSH1 Oxf7

PUSH1 Oxf7

CALLDATACOPY

PUSH7 0x421437ba67fele
ADDRESS

BLOCKHASH

which would make the program run out of gas, the arguments are replaced with small values.
We note that our algorithm can generate programs of arbitrary length but in our experiments,
we set it to create programs of around 4,000 instructions which consume between 100,000 and

150,000 gas.

Generating low-throughput contracts. We show how the throughput of the lowest-
performing contract evolved with the number of generations in Figure 3.5. The line represents
the mean of the measurements and the band represents the standard deviation of the measure-
ments. The measurements are run 3 times. Except for one point in the first measurements,

overall the standard deviation remains relatively low.

We can see that during the first generations, the throughput is around 1.25M gas per second,
which is already fairly low given that the average throughput for a transaction on the same
machine is around 20M gas per second. This shows that our initialisation is effective. The
throughput decreases very quickly in the first few generations, and then steadily decreases down

to around 110K gas per second, which is more than 180 slower than the average transaction.
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Table 3.5: Evaluation of different clients when executing 10M gas worth of malicious transactions.
What is presented is the mean across three measurements + standard deviation. All the measurements
are performed on our GCP except the “metal” which is done on our bare-metal server.

. Throughput Time IO load
Client Gas/s second MB/s
Aleth 107,349 £ 606.6 93.6 + 0.53 9.12 £4.70
Parity 210,746 £7,672 47.1 £1.61 10.0 £1.36
Parity (metal) 542,702 £9,487 18.2+0.23 17.2+1.97
Geth 131,003 £ 4,207 75.6 £ 2.42 6.57 £4.13

Geth (fixed) 3,021,038 £4.67e5 3.33 £0.56 0.72+0.11

After about 200 generations, the throughput plateaus.

Exploring the minimum. The minimum in our experiments is attained at generation 243.
At this point, the block uses in total approximately 9.9M gas and takes around 93 seconds
to execute, or throughput of about 107,000 gas per second. We show in Figure 3.6 how the
execution time increases with the amount of gas consumed within the block. It is important to
note that the execution time increases perfectly linearly with the gas used, which means that
all transactions in the block have almost the same throughput. This implies that an attacker
could easily tune the time he wants to delay the nodes depending on his budget. If a block
full of malicious transactions were to be processed, given that an Ethereum block is produced
roughly every 13 seconds, 7 new blocks would have been created by the time the node finishes

validating the malicious one.

3.4.3 Evaluation on Other Ethereum Clients

We used aleth [Eth] to run our genetic algorithm and find low-throughput contracts. In this
section, we show that the contracts crafted using our algorithm are also effective on the two
most popular Ethereum clients: geth (v1.9.6) [Autl9] and Parity Ethereum (v2.5.9) [Par20].
We also show that the fix released in geth following discussions with the development team
successfully resolves the issue. Our attack is mainly efficient on less powerful hardware, we

include the measurements of Parity on a more powerful bare-metal machine with 4 cores (8

threads) at 2.7GHZ, 32GB of RAM and an SSD with 540MB/s throughput. To benchmark

44



the clients, we use the following procedure and repeat the measurements three times for each

client.

1. Synchronise the client to test;

2. Start the client in a private network so that it does not execute anything else but our

contracts;
3. Execute transactions on the client using the eth_call RPC endpoint;

(a) Send transactions to warm up the client

(b) Send enough malicious transactions to consume 10M gas

4. Measure the gas, time, IO, CPU and memory used during the execution of the malicious

transactions.

We report our results in Table 3.5. Although we measured CPU, memory, and 10 usage, most
of the used time was related to 10 operations and there was no significant increase in either
CPU or memory usage during the attack. Therefore, we only report the 10 measurements
collected during the attack. We express the 10 load in terms of MB/s, which we collect using

Linux’s iotop utility.

Before geth’s fix, geth takes more than 75 seconds to execute 10M gas worth of malicious
transactions. Parity Ethereum is the least vulnerable to our attack, but still takes on average
about 47 seconds. Parity has on average a higher, but more constant IO load than geth. Large
increases in the 10 load tend to increase the IO wait time, which could explain why geth is vastly
slower than Parity. Aleth is the slowest of the three clients. There could be two reasons for this:
first, our algorithm is optimised on aleth, which makes it more likely to slow it down, second,

aleth is less actively developed than the other two clients and might lack some optimisations.

The results of running Parity on a more powerful bare-metal server show that even such ma-
chines are relatively vulnerable to our attack. Indeed, Parity, which was the fastest of the three

clients, still took more than 18 seconds to execute the transactions. An important point to
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notice is that the 1O throughput is considerably higher on our bare-metal server, which is most

likely one of the main reasons for the speedup.

Finally, we ran our attack on an improved version of geth, which the Ethereum developers
pointed us to as a result of our interactions with them. This version includes several optimi-
sations to improve the storage access speed. We can see that these improvements drastically
reduced the IO load of the client. With these improvements, geth executes the transactions
more than 20 times faster, making the execution speed fast enough to counter such an at-
tack. Our interaction with geth developers shows the effectiveness of responsible vulnerability

disclosure, as discussed in Section 3.4.5.

3.4.4 REA as a Form of DoS

Malicious contracts crafted using our algorithm could easily be used to perform a DoS attacks
on Ethereum. In this section, we will describe the threat model of such an attack, including

the implications and feasibility of the attack.

Attack implications. As described in Section 3.2, there have already been several instances
of DoS attacks against Ethereum [Butc; Butb]. There are several consequences to such attacks.
The most direct one is a high increase in the block production time [Eth20b], which in the
worst cases more than doubled, significantly decreasing the total throughput of the network.
This decrease comes not only from miners who might take more time to validate blocks but
also from full nodes who are supposed to relay validated blocks and might take vastly longer to
do so. A further indirect consequence of such attacks is the loss of trust in the system, which

can lead to a decrease in the price of Ethereum, at least for a short period of time [Che+17a).

Probable attacker. Although instances of irrational behaviours that likely did not profit the
attacker have been seen on Ethereum [Bre+17], we assume that the attacker is rational and
wants to profit from such an attack. In this context, there are several ways in which such an

attack could be performed.

First, this attack could be beneficial to miners. A miner could use these malicious transactions
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to perform a sort of selfish-mining [ES14]. Indeed, if the miner chooses to include a small number
of malicious transactions in the blocks he mines, the propagation time per block is likely to
increase and give the miner a head start on mining the next block. Given that the block
arrival time in Ethereum is around 12 seconds, gaining a couple of seconds can be financially
interesting for a miner. Furthermore, the only cost for a miner would be the opportunity cost
of not including other transactions in the block, as he could include malicious transactions with

a gas price of 0.

Another potential motivation for an attack could be to try to reduce the price of the ETH token
and the trust in the Ethereum ecosystem. An attacker wanting to make a one-shot profit could
spend some amount of money into performing such a DoS attack while taking a short position
on ETH, waiting for the price to go down. Other blockchains competing with Ethereum could

also potentially use such tactics to try to discredit the reliability of Ethereum.

Attack feasibility. To reason about the feasibility of this attack, we assume that given the
same gas price, a malicious transaction has the same chance of being included in a block as
any other transaction. We use the time we obtained in our experiments with geth, as it is the

Ethereum client with the largest usage share [eth20].

To find a reasonable gas price, we analyse the gas price of all transactions and blocks from Octo-
ber 1, 2019 (block 8,653,171) to December 31, 2019 (block 9,193,265). We find that the median
value of the minimum gas price in a block is around 1.1Gwei and that the average gas price is
around 10Gwei with a standard deviation of 11Gwei. These values are in agreement with some
other source of gas computation [Com19a|. Finally, we find that at least 2 million gas worth of
transactions are included for less than 3Gwei in about 90% of the blocks, and choose this value

as the gas price to compute the cost of an attack.

Given that our malicious transactions have a throughput of about 131,000 gas per second, using
a price of 3 Gwei, it would cost roughly 131,000 x 3 x 10° = 3.93 x 10"*Wei = 3.93x10~* ETH ~
0.786 USD to execute code for one second. Consequently, it would cost slightly more than
10.218 USD per block to prevent nodes from running on commodity hardware to keep up with

the network. This is a very cheap price to pay and could indeed motivate the probable attackers
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discussed earlier to execute such an attack.

It is worth noting that if an attacker wanted to fill a larger portion of the block with malicious
transactions, he would need to increase the gas price. Indeed, to fill half of the block with
malicious transactions would require paying around 15Gwei, or 5 times more per gas, than to
fill only 20% of the block. This would result in a cost of 10,000,000 x 50% x 1.5 x 10 =
0.075 ETH = 150 USD. Nevertheless, this remains a very low price to pay for an attacker with

financial incentives such as the ones described earlier.

Attack limitations. The current requirements to run a full node on the Ethereum main
net are low enough for most commodity hardware to be able to keep up without any issues.
The documentation mentions that a full node requires only 16GB of RAM, 2TB of SSD and a
4-core CPU [23c]. However, there is very little information about the typical hardware setup
of full nodes. Therefore, it is very difficult to accurately evaluate how many nodes would be
affected by such an attack. Nevertheless, the attack was judged severe enough by the Ethereum
developers to react very promptly (within less than 24 hours for the first reply and within four

days for them to test the fix) after our disclosure.

3.4.5 Responsible Disclosure

Given that the attack is very easy and cheap to execute, and worked on all major clients, we
went through a responsible disclosure process. The Ethereum Foundation has an official bug
bounty program [Eth20a] to report vulnerabilities. With the help of colleagues?, we wrote a
report summarising our main findings, including a minimal script to execute our attack, and
sent it to the bug bounty program on October 3, 2019. We received a reply the next day from
the Ethereum Security Lead, acknowledging the issue and pointing us to some ongoing efforts
to improve some of the inefficiencies exploited by our attack. The Ethereum foundation team
also let us know that they would coordinate with Parity developers. After discussions about

the ongoing efforts and some other potential solutions, we have confirmed that our report had

4Matthias Egli and Hubert Ritzdorf from PwC Switzerland
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been awarded a reward of 5,000 USD on November 17, 2019. Finally, the official announcement

was published on the bounty program website on January 7, 2020.

3.5 Towards a Better Approach

Gas metering and pricing is a difficult but fundamental problem in Ethereum and other
blockchains which use a similar approach to price contract execution. Mispricing of gas in-
structions has been a concern for a long time and improvements have been included in several
hard forks [Buta; Tan]. However, there remain issues in the current Ethereum pricing model,
allowing attacks such as the one we presented in the previous sections. In this section, we will
discuss short-term fixes which can be used to prevent DoS such as the one presented in this
chapter, and then briefly present longer-term potential solutions which are still being actively

researched.

The main attack vector presented in this chapter comes from the low speed of searching for an
account which is not currently cached. One of the main issues is that the state of Ethereum
gets larger with time. This means that operations accessing the state get more expensive with

time in terms of resource usage.

Short-term fixes. Short-term fixes for slow [O-related issues can be categorised in the two
following classes: increase in the gas cost of IO instructions, as seen in EIP-150 [Buta] and

EIP-2200 [Tan], and improvements in the speed of Ethereum clients.

Increasing the cost of 10 instructions improves the fairness of the gas costs yet is often not
sufficient to protect against DoS attacks, albeit it does increase their cost. The attack we
present in this chapter uses mainly instructions whose prices have increased in EIP-150 or

EIP-2200 but remain relatively cheap to execute.

Improvements involve adding more layers of caches to reduce the number of 10 accesses, which
are typically the bottleneck. However, this requires keeping more data in memory and therefore

creates a trade-off between memory consumption and execution speed. Regarding account
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lookup, two cases must be considered: when the looked-up account exists and when it does not.
Naively caching all the accounts could allow an attacker to easily evict existing accounts from
the cache and is therefore dangerous. To check whether a particular account exists, a Bloom
filter can be utilised as a first test. This eliminates the need for most of the IO accesses in case
the queried address does not exist while keeping a relatively low memory footprint [Mit02].
The next case which needs to be handled is the fast lookup of existing accounts. The current
attempt to do this keeps an on-disk dynamic snapshot of the accounts state [Szi19], which allows
performing an on-disk look-up of an account in O(1), at the cost of increasing the storage usage
of the node. This indeed solves the bottleneck of accessing account data but is very specific to

this particular issue.

Long-term fixes. Long-term fixes are likely to only arrive in Ethereum 2.0, as most of them
will require major and breaking changes. There have been several solutions discussed by the
community and other researchers, which can mostly be categorised as either a) changing the

gas pricing mechanism or b) changing the way clients store data.

Current proposals to change the gas mechanism involve making the pricing more dynamic than
it is currently. Chen et al. [Che+17a] propose a mechanism where contracts using a single
instruction in excess would be penalised. The threshold is set using historical data in order to
penalise only contracts which diverge too much from regular usage. Although the approach has
some advantages over the current pricing mechanism, it is unclear how well it would be able to

prevent attacks taking this mechanism into account.

A promising and actively researched approach is the use of stateless clients and stateless valida-
tion. The key idea is that instead of forcing clients to store the whole state, the entity emitting
transactions must send the transaction, the data needed by the transactions, and proof that
this data is correct. The proof can be fairly trivially constructed as a Merkle proof, as the block
headers hold a hash of the root of the state and the state can be represented as a Merkle tree.
This allows such clients to verify all transactions without accessing 1O resources at all, making
execution and storage much cheaper, at the cost of an increased complexity when creating

transactions and higher bandwidth usage.

20



Another active area of research which should help make things better in this direction is shard-
ing [Al-+17]. Although sharding does not address the fundamental issue of gas pricing in the
presence of IO operations, it does help to keep the state of the nodes smaller, as different shards

will be responsible for storing the state of different parts of the network.

3.6 Related Work

There has been a great deal of attention focused on the correctness of smart contracts on
blockchains, especially, the Ethereum blockchain. Some of the vulnerability types have to do
with gas consumption, but not all. There has been relatively little attention given to the
organisation of metering for blockchain systems. We will first highlight the work that focuses
on metering at the smart contract level and then, we will present research focusing on metering

at the virtual machine level — EVM in the case of Ethereum.

3.6.1 Gas Usage and Metering

Yang et al. [Yan+19] have recently empirically analysed the resource usage and gas usage of the
EVM instructions. They provide an in-depth analysis of the time taken for each instruction both
on commodity and professional hardware. Although our work was performed independently,

the results we present in Section 3.3 seem to concur mostly with their findings.

Other related themes have also been covered in the literature. One of the large themes is the
optimisation of gas usage for smart contracts. Another one is estimating, preferably statically,

the gas consumption of smart contracts.

Gas Usage Optimisation

Gasper [Che+17b] is one of the first papers which has focused on finding gas-related anti-

patterns for smart contracts. It identifies 7 gas-costly patterns, such as dead code or expensive
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operations in loops, which could potentially be costly to the contract developer in terms of
gas. Gasper builds a control flow graph from the EVM bytecode and uses symbolic execution

backed by an SMT solver to explore the different paths that might be taken.

MadMax [Gre+18] is a static analysis tool to find gas-focused vulnerabilities. Its main difference
with Gasper from a functionality point of view is that MadMax tries to find patterns which
could cause out-of-gas exceptions and potentially lock the contract funds, rather than gas-
intensive patterns. For example, it can detect loops iterating on an unbounded number of
elements, such as the number of users, and which would therefore always run out of gas after
a certain number of users. MadMax decompiles EVM contracts and encodes properties about
them into Datalog to check for different patterns. It is performant enough to analyse all the

contracts of the Ethereum blockchain in only 10 hours.

Gas Estimation

Marescotti et al. [Mar+418] propose two algorithms to compute the upper-bound gas consump-
tion of smart contracts. It introduces a “gas consumption path” to encode the gas consumption
of a program in its program path. It uses an SMT solver to find an environment resulting in
a given path and computes its gas consumption. However, this work is not implemented with

actual EVM code and is therefore not evaluated on real-world contracts.

Gastap [Alb+18] is a static analysis tool which allows to compute sound upper bounds for smart
contracts. This ensures that if the gas limit given to the contract is higher than the computed
upper bound, the contract is assured to terminate without out-of-gas exception. It transforms
the EVM bytecode and models it in terms of equations representing the gas consumption of
each instructions. It then solves these equations using the equation solver PUBS [Alb+08].

Gastap can compute a gas upper bound on almost all real-world contracts it is evaluated on.
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3.6.2 Virtual Machines and Metering

Zheng et al. [Zhe+17] propose a performance analysis of several blockchain systems which
leverage smart contracts. Although the analysis goes beyond smart contracts metering, with
metrics such as network-related performance, it includes an analysis of smart contracts metering
at the virtual machine level. Notably, it shows that some instructions, such as DIV and SDIV,

consume the same amount of gas while their consumption of CPU resources is vastly different.

Chen et al. [Che+17a] propose an alternative gas cost mechanism for Ethereum. The gas
cost mechanism is not meant to replace completely the current one, but rather to extend
it in order to prevent DoS attacks caused by under-priced EVM instructions. The authors
analyse the average number of execution of a single instruction in a contract, and model a gas
cost mechanism to punish contracts which excessively execute a particular instruction. This
gas mechanism allows normal contracts to almost not be affected by the price changes while

mitigating spam attacks which have been seen on the Ethereum blockchain [Butc].

3.6.3 Follow-up work

The work we presented in this chapter has inspired some further research in the area of smart

contract metering. We will present some of the work that has been done in relation to it.

In a study from Khan et al. [KSA21], 5,000 Solidity-based smart contract transactions were
analysed to identify patterns that affect gas consumption. The researchers performed statistical
analyses, including correlation and regression, to investigate the relationship between Solidity
parameters, opcodes, and gas usage. They pinpointed factors that contribute to increases
or decreases in gas consumption, with their regression analysis revealing that 87.8% of the

variability in gas consumption is attributed to the examined parameters.

The research conducted by Li et al. [LWT21] uncovers vulnerabilities in transaction handling
across all known Ethereum clients, such as Geth. They exploit these flaws to design a series of

low-cost denial-of-service attacks called DETER, which can disable a remote Ethereum node’s
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txpool and disrupt critical downstream services, including mining, transaction propagation,
and gas stations. DETER attacks are characterized by minimal or zero Ether cost and can po-
tentially cause widespread disruption to the Ethereum network by targeting centralized services

like mining pools and transaction relay services.

3.7 Conclusion

In this work, we presented a new DoS attack on Ethereum by exploiting the metering mecha-
nism. We first re-executed the Ethereum blockchain for 2.5 months and showed some significant
inconsistencies in the pricing of the EVM instructions. We further explored various other design
weaknesses, such as gas costs for arithmetic EVM instructions and cache dependencies on the
execution time. Additionally, we demonstrated that there is very little correlation between gas
and resources such as CPU and memory. We found that the main reason for this is that the

gas price is dominated by the amount of storage used.

Based on our observations, we presented a new attack called Resource FExhaustion Attack which
systematically exploits these imperfections to generate low-throughput contracts. Our genetic
algorithm can generate programs which exhibit a throughput of around 1.25M gas per second
after a single generation. A minimum in our experiments is attained at generation 243 with the
block using around 9.9M gas and taking around 93 seconds. We showed that we can generate
contracts with throughput as low as 107,000 gas per second, or on average more than 100 times
slower than typical contracts, and that all major Ethereum clients are vulnerable. We argued
that several attackers such as speculators, Ethereum competitors or even miners could have
financial incentives to perform such an attack. Finally, we discussed short-term and potential
long-term fixes for gas mispricing. Our attack went through a responsible disclosure process

and has been awarded a bug bounty reward of 5,000 USD by the Ethereum foundation.
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Chapter 4

Transactional Level Security

Scalability has been a bottleneck for major blockchains such as Bitcoin and Ethereum. As we
have seen in the previous chapter, the execution layer can be a major bottleneck for scalability
and even potentially lead to DoS attacks. Some newer blockchains have improved scalability
and allowed for much higher transactional throughput. However, there has been little effort to
understand how their transactional throughput is being used. In this chapter, we examine recent
network traffic of three major high-scalability blockchains—EOSIO, Tezos and XRP Ledger
(XRPL)—over a period of seven months. Our analysis reveals that only a small fraction of
the transactions are used for value transfer purposes. In particular, 96% of the transactions on
EOSIO were triggered by the airdrop of a currently valueless token; on Tezos, 76% of throughput
was used for maintaining consensus; and over 94% of transactions on XRPL carried no economic
value. We also identify a persisting airdrop on EOSIO as a DoS attack and detect a two-month-
long spam attack on XRPL. The chapter explores the different designs of the three blockchains

and sheds light on how they could shape user behaviour.
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4.1 Introduction

As the most widely-used cryptocurrency and the first application of a blockchain system, Bitcoin
has been frequently criticized for its slow transactional throughput, making it hard to adopt
as a payment method. Indeed, Bitcoin is only able to process around 10 transactions per
second, significantly slower than the throughput offered by centralized payment providers such
as Visa, which can process over 65,000 transactions per second [Vis20]. Many blockchains have
since been designed and developed in order to improve scalability, the most valued of these in
terms of market capitalization [Coi20] being EOSIO [blo18], Tezos [Gool4], and XRP Ledger
(XRPL) [XRP19b].

Although many of these systems have existed for several years already, to the best of our knowl-
edge, no in-depth evaluation of the actual usage of their transactional throughput has yet been
performed, and it is unclear up to what point these blockchains have managed to generate
economic activity. The knowledge of both the quantity and the quality of the realized through-
put is crucial for the improvement of blockchain design, and ultimately a better utilization of
blockchains. In this chapter, we analyse transactions of the three blockchains listed above and

seek to find out:

RQ1 To what extent has the alleged throughput capacity been achieved in those three

blockchains?

RQ2 Can we classify transactions by analysing their metadata and patterns?

RQ3 Who are the most active transaction initiators and what is the nature of the transaction

they conducted?

RQ4 Can we reliably identify DoS and transactional spam attacks by analysing transaction

patterns?

Contributions. We contribute to the body of literature on blockchain in the following ways:
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1. We perform the first large-scale detailed analysis of transaction histories of three of the

most widely-used high-throughput blockchains: EOSIO, Tezos, and XRPL.

2. We classify on-chain transactions and measure each category’s respective share of the

total throughput, in terms of the number of transactions and their economic volume.

3. We establish a measurement framework for assessing the quality of transactional through-

put in blockchain systems.

4. We expose spamming behaviours that have inflated throughput statistics and caused

network congestion.

5. We highlight the large gap between the alleged throughput capacity and the transactions

with some economic value being performed on those three blockchains.

Our analysis serves as the first step towards a better understanding of the nature of user
activities on high-scalability blockchains. On-chain monitoring tools can be built based on our

framework to detect undesired or even malicious behaviour.

Summary of our findings. Despite the advertised high throughput and the seemingly com-
mensurate transaction volume, a large portion of on-chain traffic, including payment-related
transactions, does not result in actual value transfer. The nature and purpose of non-payment-

related activities vary significantly across blockchains.

Specifically, we observe that the current throughput is only 34 TPS (transactions per second)
for EOSIO, 0.43 TPS for Tezos and 15 TPS for XRPL. We show that 96% of the throughput
on EOSIO was used for the airdrop of a valueless token, 76% of transactions on the Tezos
blockchain were used to maintain consensus, and that over 94% of transactions on XRPL

carried zero monetary value.
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4.2 Background

In this section, we describe the structure of the three blockchain systems that we evaluate,
highlighting their various design aspects. We then provide some typical use cases for each of

these.

4.2.1 Consensus Mechanisms

In response to the scalability issues related to PoW, many blockchains have developed other

mechanisms to ensure consensus, which allows higher rates of block creation.

Delegated Proof-of-Stake (DPoS) in EOSIO. EOSIO uses the Delegated Proof-of-

Stake (DPoS) protocol which was first introduced in Bitshares [Bit18].

Users of EOSIO, stake EQS tokens to their favoured block producers (BPs) and can choose to
remove their stake at any time. The 21 BPs with the highest stake are allowed to produce
blocks whereas the rest are put on standby. Blocks are produced in rounds of 126 (6 x 21).
The order of block production is scheduled prior to each round and must be agreed upon by at

least 15 block producers [blo18].

Liquid Proof-of-Stake (LPoS) in Tezos. For its consensus mechanism, Tezos employs
another variant of Delegated Proof-of-Stake: the Liquid Proof-of-Stake (LPoS) [Tezl8].
Tezos’ LPoS differs from EOSIO’s DPoS in that with the former, the number of consen-
sus participants—or “delegates”™—changes dynamically [Tez18; Gool4]. This is because any
node with a minimum amount of staked assets, arbitrarily defined to be 8,000 XTZ (about 8,000
USD at the time of writing [Coi20]), is allowed to become a delegate, who then has the chance
to be selected as either a “baker” or an “endorser”. Each block is produced (“baked”) by one
randomly selected baker, and verified (“endorsed”) by 32 randomly selected endorsers [Tez18].

The endorsements are included in the following block.

XRP Ledger Consensus Protocol (XRP LCP) in XRPL. XRPL is a distributed pay-

ment network created by Ripple Labs Inc. in 2012 that uses the XRP ledger consensus proto-
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col [CM18]. Each user sets up its own unique node list of validators (UNL) that it will listen to
during the consensus process. The validators determine which transactions are to be added to
the ledger. Consensus is reached if at least 90% of the validators in each one’s UNL overlap. If

this condition is not met, the consensus is not assured to converge and forks can arise [CM18].

Table 4.1: Distribution of action types per blockchain.

EOSIO Tezos XRPL

Category Action name # % Operation kind # % Transaction type # %
P2P transactions Transfer 8,479,573,653 96.2 Transaction 1,941,230 21.4 Payment 100,328,458 36.9
EscrowFinish 677 0.0

Account actions newaccount 289,680 0.0 Reveal 113,915 0.0 TrustSet 3,339,620 1.2
bidname 244,248 0.0 Origination 3,159 1.3 AccountSet 150,401 0.1

deposit 243,881 0.0 Activate 2,659 0.0 SignerListSet 13,707 0.0

linkauth 148693 0.0 SetRegularKey 734 0.0

updateauth 136,926 0.0 DepositPreauth 3 0.0

Other actions delegatebw 684,449 0.0 Endorsement 6,957,612 76.6 OfferCreate 160,451,595 59.1
undelegatebw 461,320 0.0 Delegation 56,336 0.6 OfferCancel 7,259,908 2.7

buyrambytes 353,695 0.0 Reveal nonce 9,409 0.1 EscrowCreate 1,393 0.0

rentcpu 187,878 0.0 Ballot 514 0.0 EscrowCancel 84 0.0

voteproducer 137,713 0.0 Proposals 90 0.0 PaymentChannelClaim 172 0.0

buyram 89,971 0.0 Double baking evidence 4 0.0 PaymentChannelCreate 33 0.0

Others 332,799,590 3.8 EnableAmendment 12 0.0

Total 8,815,351,697 100.0 9,084,928 100.0 271,546,797 100.0

4.2.2 Account and Transaction Types

In this section, we describe the types of transactions that exist on the three blockchains.

EOSIO

EOSIO differentiates between system and regular accounts. The former are built-in accounts
created when the blockchain was first instantiated, and are managed by currently active BPs,
while the latter can be created by anyone. System accounts are further divided into priv-
ileged and unprivileged accounts. Privileged accounts, including eosio, eosio.msig, and
eosio.wrap, can bypass authorization checks when executing a transaction [EOS19; Kaul9|

(see Section 4.2.1).

EOSIO system contracts, defined in eosio.contracts [EOS20c|, are held by system accounts.

One of the most commonly used system contracts is eosio.token, which is designed for creating
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and transferring user-defined tokens [EOS19]. Regular accounts can freely design and deploy

smart contracts.

Each smart contract on EOSIO has a set of actions. Actions included in non-system contracts
are entirely user-defined, and users have a high degree of flexibility in terms of structuring and
naming the actions. This makes the analysis of actions challenging, as it requires understanding
their true functionality on a case-by-case basis. While many actions have a candid name
that gives away their functionality (e.g. payout from contract betdicegroup), some are less

expressive (e.g. m from user pptqipaelyog).

In Table 4.1, we show different types of existing actions. Since actions from non-system con-
tracts have arbitrary designs, we only examine actions that belong to system accounts for the
moment, as these are already known and are easier to classify. We make one exception to
this and include the actions of token contracts, as they have a standardized interface [Lab19].
Overall, we can see that token transfers account alone for more than 96% of the transactions.
The rest of the transactions are mostly user-defined and appear under “Others” in the table,
while actions defined in system contracts only account for a very small percentage of the entire

traffic volume.

Tezos

Tezos has two types of accounts: implicit and originated. Implicit accounts are similar to the
type of accounts found in Ethereum, generated from a public-private key pair [Wool9]. These
accounts can produce—or “bake”—blocks and receive stakes, but cannot be used as smart con-
tracts. Bakers’ accounts must be implicit, to be able to produce blocks. Originated accounts
are created and managed by implicit accounts, but do not have their private key [Nom18d].
They can function as smart contracts and can delegate voting rights to bakers’ implicit ac-

counts [Nom18a].

“Transactions” on Tezos are termed “operations”  Operations can be roughly classified

into three types: consensus-related, governance-related and manager operations [Amil9)].
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Consensus-related operations, as the name indicates, ensure that all participating nodes agree
on one specific version of data to be recorded on the blockchain. Governance-related operations
are used to propose and select a new set of rules for the blockchain. However, these events
are very rare and only involve bakers, which is why these operations only represent a low
percentage of the total number of transactions. Operations mainly consist of delegations and
peer-to-peer payment transactions. As shown in Table 4.1, endorsement operations account
for a vast majority, 76%, of total operations. Endorsements are performed by bakers, and a

block needs a minimum of 32 endorsements for it to be accepted [Nom18b].

XRPL

XRPL also uses an account-based system to keep track of asset holdings. Accounts are identified
by addresses derived from a public and private key pair. There are a handful of “special
addresses” that are not derived from a key pair. Those addresses either serve special purposes
(e.g. acting as the XRP issuer) or exist purely for legacy reasons. Since a secret key is required
to sign transactions, funds sent to any of these special addresses cannot be transferred out and

are hence permanently lost [ XRP19a].

XRPL has a large number of predefined transaction types. We show part of them in Table 4.1.
The most common transaction types are 0fferCreate, which is used to create a new order in
a decentralized exchange (DEX) on the ledger, and Payment, which is used to transfer assets.
There are also other types of transactions such as OfferCancel used to cancel a created order

or TrustSet which is used to establish a “trustline” [XRP19b] with another account.

4.2.3 Expected Use Cases

In this section, we describe the primary intended use cases of the three blockchains and provide
a rationale for the way they are being used, to better understand the dynamics of actual

transactions evaluated in Section 4.4.
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EOSIO. EOSIO was designed with the goal of high throughput and has a particularity com-
pared to many other blockchains: there are no direct transaction fees. Resources such as CPU,
RAM and bandwidth are rented beforehand, and there is no fixed or variable fee per transac-
tion [blo18]. This makes it a very attractive platform for building decentralized applications
with a potentially high number of micro-payments. Many games, especially those with a gam-
bling nature, have been developed using EOSIO as a payment platform. EOSIO is also used for
decentralized exchanges, where the absence of fees and the high throughput allow placing orders
on-chain, unlike many decentralized exchanges on other platforms where only the settlement is

performed on-chain [WB17].

Tezos. Tezos was one of the first blockchains to adopt on-chain governance. This means that
participants can vote to dynamically amend the rules of the consensus. A major advantage
of this approach is that the blockchain can keep running without the need for hard forks, as
often observed for other blockchains [17a; 17b]. Another characteristic of Tezos is the use of
a strongly typed programming language with well-defined semantics [Nom18c| for its smart
contracts, which makes it easier to provide these for correctness. These properties make Tezos

a very attractive blockchain for financial applications, such as the tokenization of assets [BD19].

XRPL. Similar to EOSIO, XRPL supports the issuance, circulation, and exchange of cus-
tomized tokens. However, in contrast to EOSIO, XRPL uses the IOU (“I owe you”) mechanism
for payments. Specifically, any account on XRPL can issue an IOU with an arbitrary ticker —
be it USD or BTC. Thus, if Alice pays Bob 10 BTC on XRPL, she is effectively sending an IOU
of 10 BTC, which means “I (Alice) owe you (Bob) 10 BTC"”. Whether the BTC represents the
market value of Bitcoin depends on Alice’s ability to redeem her “debt” [XRP20c|. This feature
contributes to the high throughput on XRPL, as the speed to transfer a specific currency is
no more constrained by its original blockchain-related limitations: For example, the transfer of
BTC on XRPL is not limited by the block production interval of the actual Bitcoin blockchain
(typically 10 minutes to an hour to fully commit a block), and the transfer of USD is not limited

to the speed of the automated clearing house (ACH) (around two days [Lov+13]).
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Table 4.2: Characterizing the datasets for each blockchain. All measurements are performed from
October 1, 2019 to April 30, 2020. Max throughput is the average TPS within a 6-hour interval that
has the highest count of transactions. Storage size is computed with data saved as JSON Lines with
one block per line and compressed using gzip level 6 of compression.

Block index Count Count Storage Throughput (TPS)
from to of blocks of transactions (.gzip, GB) Alleged Max Average
EOSIO 82,152,667 118,286,375 36,133,709 631,445,236 264 4,000 [KO19] 136 34
Tezos 630,709 932,530 301,822 7,890,133 1.4 40 [Arl18] 0.57  0.43
XRPL 50,399,027 55,152,991 4,753,965 271,546,797 130 65,000 [Rip20] 56 15

4.3 Methodology

In this section, we describe the methodology used to measure the transactional throughput of

the selected blockchains.

4.3.1 Definitions

We first introduce important definitions used in the rest of this chapter.

Throughput-related definitions. When quantified, a throughput value is expressed in TPS

(transactions per second).

Alleged Capacity The theoretical capacity that a blockchain claims to be able to achieve

Average Throughput Average throughput recorded on the network throughout the observa-

tion period

Maximum Throughput Maximum throughput recorded on the network during the observa-

tion period

Blockchain-related definitions. We unify the terms that we use across the systems analysed
in this work. We sometimes diverge from the definition provided by a particular blockchain for

terminological consistency.
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Block Blocks are named as such on EOSIO and Tezos, while the equivalent on XRPL is termed

a “ledger”.

Transaction Transactions are named as such on EOSIO and XRPL but are called “operations”

in Tezos.

Action Actions are entities included as part of the transaction and describe what the trans-
action should do. EOSIO and Tezos can have multiple actions per transaction. A single
transaction containing multiple actions is only counted towards throughput once. Actions
are called as such in EOSIO and are the “contents” of an “operation” on Tezos. XRPL
does not feature this concept and each XRPL transaction can be thought of as a single

action.

4.3.2 Measurement Framework

We implement an extensible and reusable measurement framework to facilitate future transac-
tion analysis-related research. Our framework currently supports the three blockchains analysed
in this work, Tezos, EOSIO and XRPL but can easily be extended to support other blockchains.
The core of the software is implemented in Go and is designed to work well on a single ma-
chine with many cores. The framework frontend is provided as a cross-platform static binary

command line tool.

While the framework is responsible for the heavy lifting and processing of gigabytes of data,
we also provide a companion tool implemented in Python to generate plots and tables from the

data generated by the framework.

Data fetching. The framework currently allows fetching data either using RPC over HTTP
or websockets. Tezos and EOSIO both use the HT'TP adapter to retrieve data while XRPL
uses the websocket interface. The data is retrieved from publicly available archive nodes but
the framework can be configured to use other nodes if necessary. The retrieved data is stored
in a gzipped JSON Lines format where each line corresponds to a block. Blocks are stored

in chunks of n blocks per file — where n can be configured — making parallel processing
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straightforward. It took less than two days to fetch all the data presented in Table 4.2. We
note that the average throughput values for XRPL and Tezos are, at the time of writing, still
similar to what is presented in Table 4.2, while EOSIO’s throughput has more than halved

since then.

Code Listing 4.1: Configuration file for our measurement framework

"Pattern": "/data/eos_blocks-*.jsonl.gz",

"StartBlock": 82152667,

"EndBlock": 118286375,

"Processors": [{
"Name": "TransactionsCount",
"Type": "count-transactions"
P, A
"Name": "GroupedActionsOverTime",
"Type": "group-actions-over-time'",
"Params": {
"By": "receiver",
"Duration": "6h"
b
P, Ad
"Name": "ActionsByName",
"Type": "group-actions',
"Params": {
"By": "name"
b
+

Data processing. The framework provides several processors which can mainly be used to
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aggregate the data either over time or over certain properties such as the sender of a transaction.
The framework is configured using a single JSON file, containing the configuration for the data
to be processed as well as the specification of what type of statistics should be collected from the
dataset. We show a sample configuration file in Code Listing 4.1. This configuration computes
three statistics from block 82,152,667 to block 118,286,375, using the data contained in all the
files matching /data/eos_blocks—*. jsonl.gz. The framework will compute the total number
of transactions, the number of actions grouped using their receiver over a period of 6 hours,
and finally the total number of actions grouped by their name. All the statistics described
above can be used for all the blockchains but the framework also supports blockchain-specific
statistics where needed. New statistics can easily be added to the framework by implementing

a common interface.

Our framework was able to analyze the data and output all the statistics required for this

chapter in less than 4 hours using a powerful 48-core machine.

Code Listing 4.2: Main interfaces of our measurement framework

type Blockchain interface {
FetchData(filepath string,
start, end uint64) error
ParseBlock (rawLine []byte) (Block, error)
EmptyBlock () Block

type Block interface {
Number () uint64
TransactionsCount () int
Time () time.Time
ListActions () [JAction

type Action interface {
Sender () string
Receiver () string
Name () string

Extending to other blockchains. The framework has been made as generic as possible

to allow the integration of other blockchains when performing similar kinds of analysis. In
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particular, the framework contains three main interfaces shown in Code Listing 4.2. The
FetchData method can be implemented by reusing the HT'TP or websocket adapters provided
by the framework while the Block and Action interfaces typically involve defining the schema of
the block or action of the blockchain implemented. In our implementation, adding a blockchain

takes on average 105 new lines of Go code not including tests.

4.3.3 Data Collection

We collect historical data on the three blockchains from October 1, 2019 to April 30, 2020. We
provide an overview of the characteristics of the data in Table 4.2. We note that the number
of transactions is not the same as in Table 4.1 as here we count only a transaction once, while

in the previous table, we counted all the actions included in a single transaction.

For all three of the blockchains, we first pinpoint the blocks which correspond to the start and
end of our measurement period and use our framework to collect all the blocks included in this
range. Each time, we use publicly available nodes or data providers to retrieve the necessary

data.

EOSIO. EOSIO nodes provide an RPC API [EOS20d] which allows clients to retrieve the
content of a single block, through the get_block endpoint [EOS20a]. EOSIO also has a list of
block producers who usually provide a publicly accessible RPC endpoint. Out of 32 officially
advertised endpoints, we shortlist 6 that have a generous rate limit with stable latency and

throughput.

We collect data from block 82,152,667 to block 118,286,375, or a total of 36,133,709 blocks

containing 631,445,236 transactions, representing more than 260GB of data.

Tezos. Similar to EOSIO, Tezos full nodes provide an RPC API and some bakers make it
publicly available. We measure the latency and throughput of several nodes and select the one
for which we obtained the best results [Ukr20]. We obtain 301,822 blocks containing 7,890,133

transactions, for a total size of approximately 1.4 GB of data.
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XRPL. XRPL has both an RPC API and a websocket API with similar features. Although
there are no official public endpoints for XRPL, a high-availability websocket endpoint is pro-
vided by the XRP community [Win20]. We use the ledger method of the websocket API to

retrieve the data in the same way we did with EOSIO and Tezos.

In addition, we use the API provided by the ledger explorer XRP Scan [Tec20] to retrieve
account information including username and parent account.! Since large XRP users such as
exchanges often have multiple accounts, this account information can be used to identify and

cluster accounts.

In total, we analyze 4,753,965 blocks covering seven months of data and containing a total of

more than 150 million transactions. The total size of the compressed data is about 130 GB.

4.4 Data Analysis

In this section, we present summary statistics and high-level illustrations of the transactions

contained in the datasets of the three different blockchains.

4.4.1 Transaction Overview

In Figure 4.1, we decompose the number of actions into different categories. XRPL and Tezos
have well-defined action types, and we use the most commonly found ones to classify the
throughput. EOSIO does not have pre-defined action types: contract creators can decide on
arbitrary action types. To be able to classify the actions and understand where throughput
on EOSIO is coming from, we manually label the top 100 contracts, representing more than
99% of the total throughput, by grouping them into different categories and assign one of the

categories to each action.

EOSIO. Interestingly, there is a huge spike in the number of token actions from November 1,

2019, onward. We find that this is due to a new coin called EIDOS [enul9] giving away tokens.

LA parent account sends initial funds to activate a new account.
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Table 4.3: EOSIO top applications as measured using the number of received transactions.

Receiver Description Tx Count Actions
Name %
eosio.token  EOS token 8,430,707,864 transfer 100.0%
. . removetask 66.65%
betdicetasks Gambling game 32,804,674 log 15.71%
Decentralized verifytrade2 18.63%
whaleextrust 26,102,077 verifytrade3 17.52%
exchange clearing 16.77%
pptgipaelyog Unknown 24,109,437 m 93.00%
pornhashbaby Pornography website 23,677,938 record 99.86%

We will describe this more extensively as a case study in Section 4.5.1. Before this peak, the

number of actions on EOSIO was vastly dominated by games, in particular betting games.

Tezos. Tezos has a high number of “endorsements”—76%, which are used as part of the
consensus protocol, and only a small fraction of the throughput are actual actions. It is worth
noting that the number of “endorsements” should be mostly constant regardless of the number
of transactions and that if the number of transactions were to increase enough, the trend
would reverse. We can also clearly see that Tezos has very regular spikes, with an interval
of approximately two to three days each time. These appear to be payments from bakers to
stakers [Dat20],2 which can arguably be thought to be part of the consensus. We use the TzZKT
API to find account names and find that roughly 53% of these “Transaction” actions are sent
by bakers and 6% of them are sent by the Tezos faucet [Fou20]. Endorsements and actions sent

by either bakers or the faucet sum up about 87% of the total number of actions.

XRPL. On XRPL, both successful and unsuccessful transactions are recorded. A successfully
executed transaction executes the command—such as Payment, OfferCreate, OfferCancel —
specified by its initiator, while the only consequence of an unsuccessful transaction is the deduc-
tion of transaction fees from the transaction initiator. Across the sample period, roughly one
tenth of transactions are unsuccessful (Figure 4.1c), with the most frequently registered errors

being PATH_DRY for Payment (insufficient liquidity, hence “dry”, for specified payment path)

’https://tuitter.com/CitezenB/status/1256147427905716224
3https://api.tzkt.io/
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Figure 4.1: On-chain throughput over time, the y-axis represents transaction count per 6 hours.
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and tecUNFUNDED_QFFER for Of ferCreate (no funds for the currency promised to offer by the

offer creator).

Successful transactions primarily consist of Payment (39.6%) and 0fferCreate (59.1%) (Ta-
ble 4.1). The number of OfferCreate transactions is generally constant across time, but the
number of Payment has a very high variance, with some periods containing virtually no pay-
ments and others having significant spikes. In Section 4.5.3, we reveal why most transactions

during these high-volume periods are economically meaningless.

Except for the two spam periods, we observe that Of ferCreate is the most common transaction
type. Nonetheless, Of ferCreate transactions contribute little to the total volume on XRPL.*
This is because an offer expires if not fulfilled (fully or partially) before the expiry time defined
by the offer creator; it can also be cancelled by its creator or superseded by a new offer. In
fact, 0.2% of OfferCreate transactions resulted in an actual token exchange deal during our

observation period.

4.4.2 Transaction Patterns

To understand better what the major sources of traffic constitute, we analyze the top accounts

on EOSIO, Tezos, and XRPL, and find various transaction patterns.

EOSIO. In Table 4.3, we show EOSIO accounts with the highest number of received actions.
We can see that the eosio.token account, which is the account used to handle EOS token
transfers, is by far the most used, and almost all calls to this account use the transfer action.
Although EOS transfers are indeed a central part of the EOSIO ecosystem, more than 99.9%
of the transfers shown are exclusively to and from this EIDOS account. The second account
is a betting website where all the bets are performed transparently using EOSIO. However,
around 80% of the actions—removetask and log—are bookkeeping, and the actual betting-

related actions such as betrecord represent a very low percentage of the total number of

40n May 10, 2020, for example, Ripple reported that the 24-hour XRP ledger trade volume—enabled via
Of ferCreate transactions—only accounts for 1% of the total ledger volume, while the payment volume—enabled
via Payment transactions—accounts for 99%.
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Table 4.4: Tezos accounts with the highest number of sent transactions.

Avg. # of

Sent Unique transactions

Sender count receivers per receiver
tz1VwmmesDxud2BJEyDKUTVSTSVEPStGBKGD 106,477 23,649 4.50
tz1cNARmnRRrvZgspPr2rSTUWq5xtGTukuHY 105,202 2,096 50.19
tz1Mzpy j3Ebut80J38uvzm9eaZQtSTryC3Kx 93,448 93,444 1.00
tz1SiPXX4MYGNJINDsRc7n8hkvUqFzg8xqFom 57,841 19,382 2.98
tzlacsihTQWHEnxxNz7EESBDLMTztoZQE9SW 42,683 1,436 29.72

actions. The third account is a decentralized exchange and is used to exchange different assets
available on EOSIO. This exchange will be discussed in Section 4.5. We could not find informa-
tion about the fourth account, but it is very actively sending EOS tokens to the EIDOS account.
Finally, the last account was a pornography website which used EOSIO as a payment system.
This account is still the fifth account with the highest number of received actions although the

service was discontinued in November 2019 for financial reasons [Has19].

Tezos. As Tezos neither has account names nor actions in the transaction metadata, analysing
the top receivers’ accounts is less interesting, as it is very difficult to perform any type of
attribution. However, we find interesting patterns from observing the top sending accounts.
Most of the top senders in Tezos seem to follow a similar pattern: Sending a small number
of transactions (between 5 and 50) to many different accounts. Another important thing to
note is that all of these accounts are not contracts but regular accounts, which means that the
transactions are automated by an off-chain program. After further investigation, we find that
the top address is the Tezos Faucet [Fou20]. The other addresses appear to be bakers’ payout
addresses and the transactions are payouts to stakers [Lab20], corresponding to the peaks seen
in Figure 4.1b. For completeness, we include the top senders and some statistics about them

in Table 4.4.

XRPL. From October 1, 2019 to April 30, 2020, a total of 195 thousand accounts collectively
conducted 272 million transactions, i.e. an average of 1.4 thousand transactions per account
during the seven-month observation period.

The distribution of the number of transactions per account is highly skewed. Over one third (71
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thousand) of the accounts have transacted only once during the entire observation period,
whereas the 35 most active accounts are responsible for half of the total traffic. Table 4.5
lists of the top 10 accounts by the number of conducted transactions. With the exception of
rKLpjpCoXgLQQYQyj13zgay73rsgmzNH13 and r96HghtYDxvpHNarulxbCQPcsHZwqiaENE, all these accounts

share suspiciously similar patterns:

1. more than 98% of their transactions are Of ferCreate;

2. they are either descendants of an account from Huobi, a crypto exchange founded in

China, or frequently transact with descendants from Huobi;
3. they have all transacted using CNY;

4. their payment transactions conspicuously use the same destination tag 104398, a field
that—similar to a bank reference number—exchanges and gateways use to specify which

client is the beneficiary of the payment [XRP20b].

The aforementioned similarities, in particular the last one, signal that those accounts are con-
trolled by the same entity, presumably with a strong connection to Huobi. The frequent place-

ment of offers might come from the massive client base of the entity.

Notably, the sixth most active account, r96HghtYDxvpHNarulxbCQPcsHZwqiaENE, registered under
the username chineseyuan only carried out one successful Payment transaction during the
observation period, while the rest of the over four million transactions failed with a PATH_DRY
error. Recall that failed transactions still occupy on-chain throughput. Therefore, it is evident

that chineseyuan spammed the network.

4.4.3 Analysis Summary

Here, we highlight some of the observations about the data described above.

» Transactions on EOSIO can be roughly divided by the category of contracts they belong

to. Before the arrival of the EIDOS token, approximately 50% of these are transactions

73


https://xrpscan.com/account/rKLpjpCoXgLQQYQyj13zgay73rsgmzNH13
https://xrpscan.com/account/r96HghtYDxvpHNaru1xbCQPcsHZwqiaENE
https://www.huobi.com/
https://xrpscan.com/account/r96HghtYDxvpHNaru1xbCQPcsHZwqiaENE

Table 4.5: XRPL accounts with the highest number of transactions.

Account Type Count TotalCount % of throughput

OfferCreate 21,790,612
r4AZpDKVoBxVcYUJCWMcqZzyWsHTteC4AZE Others 291,687 22,082,431 8.13%

Payment 132

OfferCreate 21,716,850
rQ3fNyLjbvcDaPNS4EAJY8aT9zR3uGk17¢c Others 140,088 21,856,984 8.05%

Payment 46

OfferCreate 21,510,597
rh3VLyj1GbQjX7eA15BwUagEhSTPHNLKSR Others 31,295 21,541,929 7.93%

Payment 37

OfferCreate 21,474,131
r4dgY6Mzob3NVg8CFYdEiPnXKboRScsXRu Others 29,841 21,504,135 7.92%

Payment 163
rKLpjpCoXgLQQYQyj13zgay73rsgmzNH13 Payment 4,493,754 4,493,754 1.65%
r96HghtYDxvpHNarulxbCQPcsHZwqiaENE Payment 4,488,127 4,488,127 1.65%
rBW8YPFaQ8WhHUy3WyKJG3mf nTGUkuw86q 8£f§£rcsfeate 4’474732% 4,475,448 1.65%
rDzTZxa7NwDOvmNf5dvTbWAFQDNSRSfPv6 85‘13;”%@“6 4’47%(7)13 4,473,792 1.65%

OfferCreate 4,470,525
rV2XRbZtsGuvpRptf3WaNyfgnuBpt64ca Others 977 4,471,578 1.65%

Payment 76

OfferCreate 4,470,528
rwchA2b36zu2r6CIfEMzPLQ1cmciKFcw9t Others 1,008 4,471,551 1.65%

Payment 15

to betting games. The rest was split between token transfers and various forms of en-
tertainment, such as games not involving betting as well as payments to pornography
websites. The launch of EIDOS increased the total number of transactions more than

tenfold, resulting in 96% of the transactions being used for token transfers.

The vast majority (76%) of transactions on Tezos are used by the endorsement operation
to maintain consensus. This is because blocks typically contain 32 endorsements [Tez18]
and the number of transactions on the network is still low. The rest of the throughput is

mainly used by transactions to transfer assets between accounts.

OfferCreate and Payment are the two most popular transaction types on XRPL, ac-
counting for 59.1% and 36.9% of the total throughput, respectively. Between Octo-
ber 1, 2019 and October 8, 2019, before the systematic spamming periods, the fractions
of OfferCreate and Payment are 79% and 18%, respectively. Overall, one-tenth of the

transactions fail.
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4.5 Case Studies

In this section, we present several case studies of how the transaction throughput on the three

blockchains is used in practice, for both legitimate and less legitimate purposes.

4.5.1 Malicious Transactions on EOSIO

Exchange Wash-trading. We investigate WhaleEx, which claims to be the largest de-
centralized exchange (DEX) on EOSIO in terms of daily active users [Wha20]. As shown
in Table 4.3, the most frequently-used action of the WhaleEx contract are verifytrade2 and
verifytrade3, with a combined total of 9,437,393 calls over the seven months observational
period, which corresponds to approximately one action every two seconds. These actions are

executed when a buy offer and a sell offer match each other and signal a settled trade.

Firstly, and most obviously, we notice that in more than 75% of the trades, the buyer and
the seller are the same. This means that no asset is transferred at the end of the action.
Furthermore, the transaction fees for both the buyer and the seller are 0, which means that
such a transaction is achieving absolutely nothing else than artificially increasing the service

statistics, i.e. wash-trading.

Further investigation reveals that accounts involved in the trades that are signalled by either
verifytrade?2 or verifytrade3 are highly concentrated: the top 5 accounts, as either a “seller”
or a “buyer”, are associated with over 78% of the trades. We compute the percentage of such
transactions for the top 5 accounts and find that each of these accounts acts simultaneously
as both seller and buyer in more than 88% of the transactions they are associated with. This

means that the vast majority of transactions of the top 5 accounts represent wash-trading.

Next, we analyse the total amount of funds that have been moved, i.e. the difference between
the total amount of cryptocurrency sent and received by the same account. For the most
active account, we find that only one of the 4 currencies has a balance change of over 0.3%.

The second most frequently used account has a similar transaction pattern, with only 2 out
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of the 32 currencies traded showing a balance change larger than 0.6%. The rest of the top
accounts all follow a very similar trend, with almost all the traded currencies having almost

the same sent and received amounts.

Boomerang transactions. As shown in Figure 4.1a, there was a very sharp increase in
activity on EOSIO after November 1, 2019. After investigating, we find that this increase is

due to the airdrop of a new coin called EIDOS [enul9).

The token distribution works as follows: Users send any amount of EOS to the EIDOS contract
address, the EIDOS contract sends the EOS amount back to the sender and also sends 0.01%
of the EIDOS tokens it holds. This creates a “boomerang” transaction for the EOS token and a
transaction to send the EIDOS token. The tokens can then be traded for USDT (Tether) which
can in turn be converted to other currencies. There are no transaction fees on EOSIO and
users can execute transactions freely within the limits of their rented CPU capacity. Therefore,
this scheme incentivises users with idle CPU resources on EOSIO to send transactions to this

address, creating a large increase in the number of transactions.

Soon after the launch of this coin, the price of CPU usage on EOSIO spiked by 10,000% and the
network entered a congestion mode. In normal mode, users can consume more CPU than they
staked for, but when the network is in congestion mode, they can only consume the amount
staked. Although this is how the network is supposed to behave, it is problematic if it lasts for
a non-negligible period. For example, EOS is used for games where many users make a small
number of transactions without staking CPU. When the network enters congestion mode for a
long period, these users cannot continue to play unless they actively stake EOS for CPU. This

has caused some services to threaten with their migration to another blockchain [Earl19).

The coin seems to be operated by an entity called Enumivo but there is very scarce information
about what service it provides. Given the very hostile tone in communications®, it is likely that
the creator indeed intended to congest the EOSIO network. Furthermore, the entity behind

the EIDOS token seems to be willing to launch a “sidechain” of EOSIO [Teal9).

Shttps://twitter.com/enumivo/status/1193353931797057536
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Figure 4.2: Tezos Babylon on-chain amendment voting process.

Summary. One of the major selling points of EOSIO is its absence of transaction fees for most
users. Although this provides advantages for users, it can also result in spamming behaviours, as
observed in this section. The fee-free transaction environment encourages market manipulation
such as the WhaleEx wash-trading; moreover, it has also back-fired with the EIDOS token, as
the network had to enter congestion mode and users have to stake an amount much higher than

transaction fees in the Bitcoin network [Earl9].

4.5.2 Governance Transactions on Tezos

One of the main particularities of Tezos, compared to other blockchains, is its on-chain gov-
ernance and self-amendment abilities. Given that only bakers are allowed to send such trans-
actions and that they can only perform a limited number of actions within a certain time
frame, governance-related transactions represent only a very small fraction of the total number
of transactions: merely 604 within our observation period. However, given that this type of
transaction is rather unique and has, to the best of our knowledge, not been researched before,

we analyze how the different phases of the governance process are executed in practice.

Tezos voting periods. Tezos voting is divided into four periods, each lasting around 23
days [Gool4]. During the first period, the proposal period, bakers are allowed to propose an
amendment in the form of source code to be deployed as the new protocol for Tezos. At the
end of this period, the proposal with the highest number of bakers’ votes is selected for the

next period: The exploration period. During the exploration period, the bakers either choose
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to approve, refuse or abstain from voting on the proposal. If the quorum and the minimum
positive votes—both thresholds are dynamically adjusted based on past participation— are
reached, the proposal enters the testing period. During the testing period, the proposal is
deployed on a testing network, without affecting the main network. Finally, the last period
is the promotion vote period, which works in the same way as the exploration period but if

successful, the new protocol is deployed as the new main network.

Analyzing Tezos Voting. To investigate the entire voting process in Tezos, we collect extra
data associated with a recent amendment called Babylon 2.0 [Cry19], which was proposed on
August 2, 2019 and promoted to the main network on October 18, 2019. We show the evolution

of the votes during the different voting phases in Figure 4.2.

During the proposal period, a first proposal, “Babylon”, was submitted and slowly accumulated
votes. During this phase, the authors of Babylon received feedback from involved parties and
released an updated protocol, Babylon 2.0. Votes can be placed on multiple proposals which
is why the number of previous votes on Babylon did not decrease. At the end of the vote, the
participation was roughly 49%. It is worth noting that, although in practice any baker can
propose an amendment to the network, from the creation of the Tezos blockchain up until the
time of this writing, only Cryptium Labs and Nomadic Labs, who are both supported by the

Tezos Foundation, have made successful proposals.

7

During the exploration period, participants can vote “yay” to support the proposal, “nay
to reject it, or “pass” to explicitly abstain from voting. No negative votes were cast during
this period and the only abstention was from the Tezos Foundation, whose policy is to always
abstain to leave the decision to the community. This phase had the participation of over 81%,
significantly higher than for the previous round. This can be explained by the fact that explicit
abstention counts as participation, while there is no way to explicitly abstain in the proposal

phase.

Finally, after the testing period during which the proposal was deployed and tested on a testnet,
the promotion period started. The trend was mostly similar to what was observed in the

exploration period, but the number of votes against the proposals increased from 0 to 15%, as
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some bakers encountered trouble during the testing period due to changes in the transaction

format that led to breaking components [Obs19].

Improvement potential on voting mechanism. There are currently four periods in the
Tezos voting system. First, participants can submit proposals, then they decide whether to
try the elected proposal on a testing network and finally whether to amend the main network
using the proposal. However, in every exploration period seen, proposals have always received
more than 99% approval during the exploration period. With the only exception where more
than 99% of rejections were received [Tez19b] during the exploration period, the participation
during the proposal period was below 1%. This shows that proposals selected by a large enough
number of participants are almost unanimously approved in the exploration period. Although
the current voting scheme could be useful in the future, we believe this shows that in the current
state of the network, the proposal and exploration periods could be merged. This would allow
a reduction in the time until amendments ship to the main network without compromising the

functionality or security of the network.

4.5.3 Zero-value Transactions on XRPL

Payments with zero-value tokens. As described in Section 4.2.3, XRPL offers autonomy in
currency issuance. On the flip side, this means that it is easy to generate seemingly high-value,
but in effect valueless and useless transactions. Currencies bearing the same ticker issued by
different accounts can have drastically differing valuations due to the varying level of trust in
their issuers and the redeemability of their IOU tokens, which has in the past caused confusion

among less informed users.%

In fact, the only currency whose value is recognized outside of XRPL is its native currency XRP,
which is also the only currency that cannot be transferred in the form of IOUs. Non-native
currencies can be exchanged with each other or to XRP via decentralized exchanges (DEX) on

the ledger. Therefore, a reliable way of evaluating a currency by a certain issuer is to look up its

Shttps://twitter.com/Lord_of Crypto/status/965344062084497408
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Table 4.6: Rate (in XRP) of BTC IOUs on XRPL.

(a) Rates (in XRP) of BTC IOUs issued by exemplary accounts in demonstration of the wide rate
range. Fach rate value is the average exchange rate of the issuer-specific BTC IOU tokens. Data
retrieved through https://data.ripple.com/v2/exchange_rates/BTC+{issuer_address}/XRP7date=2020-
01-01T00:00:00Z&period=30day [XRP20a].

Issuer name Issuer account Rate

Bitstamp rvYAfWj5gh670V6fW32ZzP3Aw4Eubs59B 36,050
Gatehub Fifth rchGBxcD1A1C2tdxF6papQYZ8kjRKMYcL 35,817
BTC 2 Ripple rMwjYedjc7qqtKYVLiAccJSmCwih4LnE2q 409
not registered r3fFaoqaJN1wwN68fsMAt4QkRuXkEjB3W4 1
not registered rpJZ5WyotdphojwMLxCr2prhULvG3Voe3X 0

(b) Rate (in XRP) of BTC IOUs issued by rKRNtZzfrkTwE4ggqXbmfgoy57RBIYS7TS at different time.
In all the three exchange transactions, the account that buys the BTC IOU against XRP is
rMyronEjVcAdqUvhzx4MaBDwBPSPCrDHYm

Date Seller account of BTC IOU Rate
2019-12-14 rHVsygEmrjSjafqFxn6dqJWHCAAPE74Zun 30,500
2020-01-09 rU6mbF9c1eWGKBALMylevRwk34HuVc18Wg 1
2020-01-09 rU6mbF9c1eWGKBALMylevRwk34HuVc18Wg 0.1

exchange rate against XRP. Normally, only IOU tokens issued by featured XRPL gateways are
deemed valuable; in contrast, tokens issued by random accounts are most likely to be deemed
worthless. For example, the value of BTC IOUs from various issuer accounts could range from 0

to 36,050 XRP (Table 4.6a).

The ledger experienced two waves of abnormally high traffic in the form of Payment transactions
in late 2019, the first between the end of October and the beginning of November, the second—at
a higher level—between the end of November and the beginning of December (Figure 4.1¢). The
culprit behind the increased traffic is rpJZsWyotdpho juMLxCr2prhULvG3Voe3X, an account activated
on October 9, 2019 which itself managed to activate 5,020 new accounts within one week
with a total of 1 million XRP (roughly 250,000 USD), only to have them perform meaningless
transactions between each other, wasting money on transaction fees. The behaviour triggered
a heated debate in the XRP community where a member claimed that the traffic imposed such

a burden on their validator that it had to be disconnected [tull9].

Ripple suspected it to be “an attempt to spam the ledger” with little impact on the network.”

However, large exchanges such as Binance suffered from temporary XRP withdrawal failures,

"https://twitter.com/nbougalis/status/1198670099160322048
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(a) Observation period: October 1, 2019 to April 30, 2020.
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(b) Observation period: February 1, 2020, to April 30, 2020, during which the throughput was not polluted by
systematic Payment spams.

Figure 4.3: XRPL throughput by transaction type, success and value transferred. Highlighted
transactions carry economic value.
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which cited the XRP network congestion as the cause [Atol9]. It remains something of a

mystery how such an expensive form of “spam” benefited its originators.

The payment transactions from the spam did not carry any value, since they involved transfer-

ring BTC IOU tokens unacceptable outside of the spammer’s network.

To quantify true value-transferring Payment transactions, we retrieve the exchange rate with
respect to XRP of all the issuer-specific tokens that were transferred between October 1, 2019
and April 30, 2020. Only 12.8% (3.3%/25.8%) of all successful Payment transactions involve

tokens with a positive XRP rate (Figure 4.3a).

To obtain a picture of throughput usage uncontaminated by systematic spam, we re-examine
the transaction data from February 1, 2020, to April 30, 2020. During this period, 67.9%
successful Payment transactions led to value transfer (Figure 4.3b). Nevertheless, the value-
carrying share of total throughput remains under 6%, since successful Payment transactions
only account for a small fraction (8.1%) of the overall traffic and the majority (97.9%) of

Of ferCreate transactions eventually becomes void.

In Figure 4.4, we show the top senders and receivers of value-carrying Payment transactions,
as well as the most popular currencies being transferred. To cluster accounts, we rely on
usernames as the identifier, as one entity can have multiple addresses under a given user name
(e.g. Binance, Coinbase). For accounts with no registered username, we use their parent’s

username, if available, plus the suffix “descendant” as their identifier.

As one might expect, XRP is by far the most used currency on the ledger in terms of payment

volume: 125 billion XRP for seven months, or 586 million XRP per day.

The top 10 senders cover 53% of this volume, while the top 10 receivers are the beneficiaries
of 50% of the volume. Payments from Ripple alone account for 7% (9 billion XRP) of the XRP
volume, largely due to transactions associated with the monthly release of one billion XRP from
escrows. While the XRP release itself is captured through EscrowCreate transactions, 90%
of the released funds were unused and returned to escrows for future release [Tea20] through

Payment transactions. All other top accounts presented are held either by exchanges, or, in
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Figure 4.4: Value flow on the XRP ledger between October 1, 2019 and April 30, 2020. The
bandwidth of each flow represents the magnitude of aggregate value transferred denominated in XRP.
Only Payment transactions are included.

rare cases, by accounts that were opened by an exchange. Binance appears to be the most avid

XRP user, sending 15.2 billion and receiving 14.5 billion XRP during the observation period.

The most popular IOU tokens for fiat currencies include USD, EUR and CNY (Figure 4.4). Specif-
ically, 328 million USD, 8 million EUR and 19 million CNY issued had positive exchange rates
against XRP. The average on-ledger exchange rates of those three fiat currency tokens, irrespec-
tive of their issuers, were 5.4 XRP/USD, 5.5 XRP/EUR and 0.7 XRP/CNY, largely in accordance

with the off-ledger exchange rates.®

Fulfilled offers with zero-value tokens. We found a series of conspicuous payment transac-
tions with the aggregate transfer of 360,222 BTC IOU, issued by rkRNtZzfrkTuE4ggqXbmf goy57RBIYSTTS,

an account activated by Liquid (liquid.com), from the issuer itself to rMyronEjVcAdqUvhzx4MaBDWBPSPCrDHYm,

8https://finance.yahoo.com/
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an account activated by uphold (uphold.com). The BTC IOU token was exchanged at 30,500
XRP, resulting in a valuation of 11 billion XRP of those payments. We examine the legitimacy

of the exchange rates in the next step.

The issuer is not the only factor behind the value of an IOU token. Even IOU tokens for the
same currency from the same issuer can at times exhibit vastly different rates. Table 4.6b shows
an example where the BTC IOU from the same issuer rkRNtZzfrkTwE4ggqXbmfgoy57RBIYSTTS was

traded at 30,500 XRP in December 2019 but then declined to 0.1 XRP within a month.

The three exchange instances in Table 4.6a were 0fferCreate transactions where the initiator
intended to sell BTC ICO for XRP. We discover that all three offers were filled by the same
account rMyronkEjVcAdqUvhzx4MaBDwBPSPCrDHYm, who received the aforementioned BTC IOU tokens
directly from the issuer’s account. Additional evidence on social media reveals that the IOU
issuer’s account is held by someone named Myrone Bagalay.” It becomes obvious that the

offer taker’s address, starting with rMyronE, must belong to the same person.

By tracing the transaction history of the concerned accounts, we notice that the two offer
creators’ accounts received their initial BTC IOU tokens through payments from the offer taker.
Furthermore, one offer creator’s account, rUém5F9c1eWGKBALMylevRwk34HuVci8Wg, was activated
by the offer taker’s account. Now we can safely assume that all the accounts involved are
controlled by that Myrone Bagalay, who issued BTC IOU tokens and traded them at arbitrarily

determined rates with himself.

What Myrone Bagalay did is completely legitimate within the confines of XRPL. One of the
key features of the ledger is the flexibility to establish a closed economy with a limited num-
ber of mutually-trusting users who can exchange self-defined assets that are not necessarily
acknowledged outside the system. However, this makes it challenging to gauge the true value
transfer on XRPL since an IOU token’s price—which we proxy by its exchange rate against

XRP—can be easily inflated or deflated.

Additionally, privately-issued IOU tokens that are never exchanged on the ledger, while seem-

9See https://youtu.be/gVoyCEPv030 and https://www.twipu.com/MyroneBagalay/tweet/
1161288087386894341
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ingly worthless, might be valuable to their transactors after all, should they reach an agreement
on those tokens’ value of the ledger. However, there is no easy way to assess such value, and

we leave the analysis of IOUs to future work.

Summary. In summary, the throughput on XRPL during our observation period appeared
to be fraught with zero-value transactions. We learned that both transaction volume and
token value on XRPL are highly manipulable. One must thus fully understand the underlying

measurement approach to correctly interpret the resultant statistics.

4.6 Discussion

In this section, we discuss the results from the previous sections and also answer the research

questions presented in Section 4.1 in light of our results.

4.6.1 Interpretation of the Throughput Values

Overall, we observe that the throughput on EOSIO has been volatile since last November, the
throughput on Tezos has been very stable over time, and the throughput on XRPL has been
stable in general except during the spam episode. A common factor between all blockchains is
that the current throughput is vastly lower than the alleged capacity even during their utiliza-
tion peaks, and is on average several orders of magnitude lower. A similarity between EOSIO
and XRPL is that the maximum throughput was reached due to DoS attacks on the network.
Indeed, the maximum number of transactions on EOSIO is due to the EIDOS coin airdrop, while
the peak on XRPL was due to the network being spammed with payments. However, while
the spam on XRPL appeared to be anecdotal and lasted for roughly two months, the spam
attack on EOSIO is persistent and has continued for over six months to date. This increased
throughput has different implications for each network. While on XRPL the consequences of
such a spam attack are limited, on EOSIO they forced the network to enter congestion mode,

hindering normal usage of the network as transactions become too costly due to the elevated
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threshold for staking.

Unlike XRPL and EOSIO, Tezos has not seen any spam attacks and the level of utilization
has been consistent, and relatively low, over time. A majority of the throughput is used for
consensus, with most of the spikes in the number of transactions due to baker payments, which

are also related to consensus.

4.6.2 Revisiting Research Questions

We now return to the research questions posed in Section 4.1 and seek to understand better
how the different blockchains are used in practice, by attempting to answer them based on the

data analysis we perform above.

RQ1: used throughput capacity. Although the maximum throughput of all blockchains
appears vastly lower than the alleged capacity, the situation is not as simple for EOSIO and
XRPL. As previously discussed, EOSIO started to be congested because of an airdrop, pre-
venting regular users to use the blockchain normally. During the attack against XRPL, there
were several reports of the network being congested [Ato19; tull9], showing that although the
claimed capacity was much higher, the actual capacity might have maxed. Nevertheless, it
is yet unclear whether the congestion is mainly due to the suboptimal design of blockchain
protocols or the physical constraint of participating nodes’ infrastructure. On the other hand,

Tezos has not yet come close to maximizing its actual capacity.

RQ2: classifying actions. We made a generalized categorization of transaction types. Some
transaction types are common to all blockchains, such as peer-to-peer transactions and account-
related transactions, while other types of transactions are inherent to the particularities of the
underlying blockchain. While XRPL and Tezos contain easily identifiable action types, making
them easy to classify, EOSIO does not have pre-defined action types and classifying actions

requires knowledge of the account receiving the action.

RQ3: identifying active blockchain participants. EOSIO has named accounts which
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makes it easy to identify participants. XRPL has optional names, which are registered by the
most active players such as exchanges. Tezos endorsements are often created by bakers, who
usually publicise their addresses and are identifiable. However, there is no easy way to identify

participants in peer-to-peer transactions and doing so would require using de-anonymization

techniques [BKP14; GPL19].

RQ4: detecting DoS and spam. The blockchains analysed are currently under-utilized and
when spam occurs, their utilization level increases significantly, as seen in Figure 4.1. This

makes DoS and spam attacks very easy to detect by simply looking at the transactions, as we

saw for EOSIO and XRPL.

4.6.3 Transaction Fee Dilemma

Overall, we have seen that there is a dilemma between having lower transaction fees, which

induces spam, or having higher transaction fees, which deters legitimate usage of the network.

On the one side, we have seen that both EOSIO and XRPL have chosen to go with extremely low
transaction fees, which in both cases resulted in a very large amount of spam. On the other side
of the spectrum, Ethereum, which has transaction fees based on supply and demand [Wool9]
has seen a 10-times increase in the fees, mainly because of an increase in the utilization of

decentralized finance protocols [Gud+20b], making it extremely difficult to use for regular

users [Pec20].

There has been efforts on both sides to improve the current situation but, at the time of writing,
no significant progress has been made. Despite fee structure changes having been proposed in
XRPL [XRP19c], concerns are that a fee increase discourages the engagement of legitimate
users. In EOSIO, despite the integration of a new rental market for CPU and RAM [EOS20b],
the current fee structure remains problematic, as the network has now been congested for
more than half a year, making it hard to use for regular users. On the Ethereum side of
things, changes in the current pricing system to try to reduce the transaction fees have been

proposed [But+19] but are still under discussion.
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Overall, for a functional and sustainable blockchain system, it is crucial to find a balanced
transaction fee mechanism that can make regular usage of the network affordable while DoS

attacks remain expensive [PL20].

4.7 Related Work

4.7.1 Previous work

Existing literature on transactional patterns and graphs on blockchains has been largely focused

on Bitcoin.

Ron et al. [RS13] are among the first to analyze transaction graphs of Bitcoin. Using on-chain
transaction data with more than 3 million different addresses, the authors find that Mt. Gox
was at the time by far the most used exchange, covering over 80% of the exchange-related

traffic.

Kondor et al. [Kon+14] focus on the wealth distribution in Bitcoin and provided an overview of
the evolution of various metrics. They find that the Gini coefficient of the balance distribution
has increased quite rapidly and show that the wealth distribution in Bitcoin is converging to a

power law.

McGinn et al. [McG+16] focus their work on visualizing Bitcoin transaction patterns. At this
point, in 2016, Bitcoin already had more than 300 million addresses, indicating exponential
growth over time. The authors propose a visualization which scales well enough to enable
pattern searching. Roughly speaking, they present transactions, inputs and outputs as vertices
while treating addresses as edges. The authors report that they were able to discover high-
frequency transaction patterns such as automated laundering operations or denial-of-service

attacks.

Ranshous et al. [Ran+17| extend previous work by using a directed hypergraph to model Bitcoin

transactions. They model the transaction as a bipartite hypergraph where edges are in and out

88



amounts of transactions and the two types of vertices are transactions and addresses. Based
on this hypergraph, they identify transaction patterns, such as “short thick band”, a pattern
where Bitcoins are received from an exchange, held for a while and sent back to an exchange.
Finally, they used different features extracted from the hypergraph, such as the amount of
Bitcoin received but also how many times the address appeared in a certain pattern, to train

a classifier capable of predicting if a particular address belongs to an exchange.

Di Francesco Maesa et al. [DMR17] analyze Bitcoin user graphs to detect unusual behaviour.
The authors find that discrepancies such as outliers in the in-degree distribution of nodes are
often caused by artificial users’ behaviour. They then introduce the notion of pseudo-spam
transactions, which consist of transactions with a single input and multiple outputs where only
one has a value higher than a Satoshi, the smallest amount that can be sent in a transaction.
They find that approximately 0.5% of the total number of multi-input multi-output transactions

followed such a pattern and that these were often chained.

Several other works also exist about the subject and very often try to leverage some machine
learning techniques either to cluster or classify Bitcoin addresses. Monamo et al. [MMT16]
attempted to detect anomalies on Bitcoin and show that their approach can partly cluster some
fraudulent activity on the network. Toyoda et al. [TOM17] focus on classifying Ponzi schemes
and related high-yield investment programs by applying supervised learning using features
related to transaction patterns, such as the number of transactions an address is involved in,

or its ratio of pay-in to pay-out.

More recently, a study of EOSIO decentralized applications (DApps) has been published
[Hua+20]. The authors analyze the EOSIO blockchain from another angle: they look at the
DApps activities and attempt to detect bots and fraudulent activities. The authors identified
thousands of bot accounts as well as real-world attacks, 80 of which have been confirmed by

DApp teams.

To the best of our knowledge, this was the first academic work to empirically analyze the
transactions of Tezos and XRPL and the first to compare transactional throughput on these

platforms.
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4.7.2 Follow-up work

More research using similar methods to the one we present in this paper, or using similar
datasets, has been published since our work has been published. We highlight a few of these

here.

He et al. [He+21] perform a similar analysis to ours but focus on Bitcoin, Ethereum, and
EOSIO blockchains. The authors analyse billions of transaction records collected from these
blockchains over 10 years. They show that although the overall blockchain ecosystem shows
promising growth over the last decade, a number of worrying “outliers”, such as attacks or

spam, exist that have disrupted its evolution.

In another piece of work, He et al. [He+22] dig deeper into the EOSIO ecosystem. The authors
collected all occurred attack events against EOSIO, and systematically studied their root causes,
i.e., vulnerabilities lurked in all relying components for EOSIO, as well as the corresponding

attacks and mitigations.

4.8 Conclusions

We investigate transaction patterns and value transfers on the three major high-throughput
blockchains: EOSIO, Tezos, and XRPL. Using direct connections with the respective blockchains,
we fetch transaction data between October 1, 2019 and April 30, 2020. With EOSIO and XRPL,
the majority of the transactions exhibit characteristics resembling DoS attacks: on EOSIO, 95%
of the transactions were triggered by the airdrop of a yet valueless token; on XRPL, over 94%—
consistently in different observation periods—of the transactions carry no economic value. For
Tezos, since transactions per block are largely outnumbered by mandatory endorsements, most

of the throughput, 76% to be exact, is occupied for maintaining consensus.

Furthermore, through several case studies, we present prominent cases of how transactional
throughput was used on different blockchains. Specifically, we show two cases of spam on

EOSIO, on-chain governance-related transactions on Tezos, as well as payments and exchange
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offers with zero-value tokens on XRPL.

The bottom line is: the three blockchains studied in this chapter demonstrate the capacity to
support high levels of throughput; however, the massive potential of those blockchains has thus

far not been fully realized for their intended purposes.
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Chapter 5

Application Security

In this chapter, we go one level further up in the blockchain stack and focus on the security
of applications built on top of the blockchain. To do so, we first introduce the concepts of
technical and economic security. We then present an analysis of on-chain technical exploits,
focusing on the most common classes of technical vulnerabilities, such as reentrancy. Finally,

we explore economic security further by focusing on over-collateralization in lending protocols.

5.1 Technical and Economic Security

5.1.1 Technical Security

We define a security risk to be technical if an agent can atomically exploit a protocol. In a
technical exploit, an attacker effectively finds a sequence of contract calls, whether in a single
transaction or a bundle of transactions, that leads to a profit through a violation of a protocol’s
intended properties (as visualized in Fig. 5.1). Such exploits can be performed risk-free (and
often in a sense “instantaneously”) because the outcomes for the attacker are binary: either the
attack is successful and the attacker profits or the transaction reverts (effectively the attack

doesn’t happen) and the attacker only loses some gas fees.
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Figure 5.1: Diagram of a technical exploit.

In current blockchain implementations, this coincides with (1) manipulating an on-chain system
within a single transaction, which is risk-free for anyone, and (2) manipulating transactions
within the same block, which is risk-free for the miner generating that block or for an attacker
who creates a bundle of transactions that are required to execute atomically in the order given.
By exploiting technical structure, the underlying blockchain system allows no opportunity
for markets or other agents to react in the course of such exploits (when such reaction is
possible, we enter the domain of economic security problems in the next section). When there is
competition to perform these exploits, they will factor into the game theory of blockchain mining
(e.g., [Bia+19]) as part of MEV extraction (as discussed in [Dai+19]); however, attempting
these exploits will be risk-free (minus potential gas fees) for any attacker. We identify three
categories of attacks that fall within technical security risks of protocols: attacks exploiting
smart contract vulnerabilities, attacks relying on the execution order of transactions in a block,
as well as attacks which are executed within a single transaction. These security risks are often
addressable with program analysis and formal models to specify protocols, although these

problems can quickly become complex to formulate and computationally hard.

Technical Security

A protocol is technically secure if it is not possible for an attacker to atomically exploit the
protocol at the expense of value held by the protocol or its users. Due to atomicity, these

attacks can generate risk-free profit. A common property of technical exploits is that they

occur within a single transaction or a bundle of transactions in a block.

93



5.1.2 Economic security

We define a security risk to be economic if an attacker can perform a strictly non-atomic exploit
to realize a profit at the expense of value held by the protocol or its users. In an economic
exploit, an attacker performs multiple actions at different places in the transaction sequence but
doesn’t control what happens between their actions in the sequence, which means that there
is no guarantee that the final action is profitable (as visualized in Fig 5.2 and in comparison
to the technical exploit in Fig 5.1). Economic security is effectively about an exploiting agent
who tries to manipulate a market or incentive structure over some time period (even if short,
it is not instantaneous). Compared to technical exploits, since economic exploits are non-
atomic, they come with upfront tangible costs, a probability of attack failure and risk related
to mis-estimating the market response. Thus they are not risk-free and commonly involve

manipulations over many transactions or blocks.
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Figure 5.2: Diagram of an economic exploit.

In addition to comparing the structures in Figures 5.1 and 5.2, we provide a simple example
to help illustrate the distinction between technical and economic security. Consider a protocol
that uses an instantaneous Automated Market Maker (AMM) price as an oracle. An attacker
can perform a (atomic) sandwich attack to steal assets, which amounts to a technical exploit.
If instead the protocol used a time-weighted average AMM price as an oracle, then the attacker

could manipulate this price over time (non-atomically) and may still be able to steal assets,
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which would amount to an economic exploit.

Economic risks are inherently a problem of economic design and cannot be solved by technical
means alone. To illustrate, while these attacks could be performed atomically (and risk-free)
in a very poorly constructed system that allowed it, they are not solved, for example, just by
adding a time delay that ensures they are not executed in the same block. Even if all technical
issues are sorted, we are often left with remaining economic problems about how markets or
other incentive structures could be manipulated over time to exploit protocols. From a practical
perspective, progress on these economic problems inherently requires economic models of these
market equilibria and the design of better protocol incentive structures. These models differ
considerably from traditional security models and are sparsely studied. As a result, defensive

measures for economic security risks are also not as well established.

In this way also, technical security must be a first bar: if a protocol is not technically secure,
then it will break in the presence of rational agents. Economic security only makes sense if
technical security is achieved. For instance, if a protocol’s funds can be exploited because it is

not technically secure, then in an economic sense no rational agents should participate.

Economic Security

A protocol is economically secure if it is economically infeasible (e.g., unprofitable) for an
attacker to perform exploits that are strictly non-atomic at the expense of value held by the
protocol or its users. As economic exploits are non-atomic (or else they are better described

as technical), they are not risk-free.

5.2 Technical Security: Smart contracts exploits in prac-

tice

While most of the work related to technical security has focused on detecting vulnerable con-
tracts, in this part of the chapter, we focus on finding out how many of these vulnerable
contracts have actually been exploited. We survey the 23,327 vulnerable contracts reported

by six recent academic projects and find that, despite the amounts at stake, only 1.98% of

95



them have been exploited since deployment. This corresponds to at most 8,487 ETH (~1.7 mil-
lion USD?), or only 0.27% of the 3 million ETH (6000 million USD) at stake. We explain these
results by demonstrating that the funds are very concentrated in a small number of contracts

which are not exploitable in practice.

5.2.1 Introduction

When it comes to vulnerability research, especially as it pertains to software security, it is
frequently difficult to estimate what fraction of discovered vulnerabilities are exploited in prac-
tice. However, public blockchains, with their immutability, ease of access, and what amounts
to a replayable execution log for smart contracts present an excellent opportunity for such an
investigation. In this work, we aim to contrast the vulnerabilities reported in smart contracts

on the Ethereum [But14] blockchain with the actual exploitation of these contracts.

We collect the data shared with us by the authors of six recent papers [Luu+16a; Kal+18;
Tsa+18; Gre+18; Nik+18; KR18] that focus on finding smart contract vulnerabilities. These
academic datasets are significantly bigger in scale than reports we can find in the wild and
because of the sheer number of affected contracts — 23,327 — represent an excellent study

subject.

To make our approach more general, we express six different frequently reported vulnerability
classes as Datalog queries computed over relations that represent the state of the Ethereum
blockchain. The Datalog-based exploit discovery approach gives more scalability to our process;
also, while others have used Datalog for static analysis formulation, we are not aware of it being

used to capture the dynamic state of the blockchain over time.

We discover that the amount of smart contract exploitation which occurs in the wild is notably
lower than what might be believed, given what is suggested by the sometimes sensational
nature of some of the famous cryptocurrency exploits such as TheDAO [SC17] or the Parity

wallet [Bre+17] bugs.

Contributions. Our contributions are:

96



« Datalog formulation. We propose a Datalog-based formulation for performing analysis
over Ethereum Virtual Machine (EVM) execution traces. We use this highly scalable
approach to analyze a total of more than 20 million transactions from the Ethereum
blockchain to search for exploits. We highlight that our analyses run automatically using

data extracted from the transactions and the Datalog rules that we define in this chapter.

o Experimental evaluation of exploitation. We analyze the vulnerabilities reported
in six recently published studies and conclude that, although the number of vulnerable
contracts and the amount of money at risk is very high, the amount of money actually

exploited is several orders of magnitude lower.

We discover that out of 23,327 vulnerable contracts worth a total of 3,124,433 ETH, 463
contracts may have been exploited for an amount of 8487 ETH, which represents

only 0.27% of the total amount at stake.

» Proposed explanations. We hypothesise that the main reason for these vast differences
is that the amount of exploitable Ether is very low compared to the amount of Ether
flagged vulnerable. Indeed, further analysis of the vulnerable contracts and the Ether they
contain suggests that a large majority of Ether is held by only a small number of contracts
and that the vulnerabilities reported on these contracts are either false positives or not
exploitable in practice. We also confirm that the set of all contracts on the Ethereum

blockchain has a similar distribution of wealth to our dataset.

To make many of the discussions in this chapter more concrete, we present a thorough investi-

gation of the high-value contracts in Section 5.2.7.

5.2.2 Background

In this section, we first introduce different types of smart contract vulnerabilities. We then
present some of the analysis tools available to prevent such vulnerabilities. Finally, we provide

some definitions that will be used in the rest of the chapter.
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Smart Contracts Vulnerabilities

In this subsection, we briefly review some of the most common vulnerability types that have
been researched and reported for EVM-based smart contracts. We provide a two-letter abbre-

viation for each vulnerability which we shall use throughout the remainder of this section.

Reentrancy (RE). When a contract “calls” another account, it can choose the amount of gas
it allows the called party to use. If the target account is a contract, it will be executed and can
use the provided gas budget. If such a contract is malicious and the gas budget is high enough,
it can try to call back from the caller — a re-entrant call. If the caller’s implementation is
not re-entrant, for example, because it did not update his internal state containing balances
information, the attacker can use this vulnerability to drain funds out of the vulnerable con-
tract [Luu+16a; Kal418; Tsa+418|. This vulnerability was used in TheDAO exploit [SC17],
essentially causing the Ethereum community to decide to roll back to a previous state using a

hard-fork [Meh+19]. We provide more details about TheDAO exploit in Section 5.2.8

Unhandled Exceptions (UE). Some low-level operations in Solidity such as send, which
is used to send Ether, do not throw an exception on failure, but rather report the status by
returning a boolean. If this return value is unchecked, the caller continues its execution even
if the payment failed, which can easily lead to inconsistencies [Bre+18; Luu+16a; Tik+18;
Kal+18].

Locked Ether (LE). Ethereum smart contracts can, as any account on Ethereum, receive
Ether. However, there as several reasons causing the received funds to get locked permanently

into the contract.

One reason is that the contract may depend on another contract which has been destructed
using the SELFDESTRUCT instruction of the EVM — i.e. its code has been removed and its
funds transferred. If this was the only way for such a contract to send Ether, it will result
in the funds being permanently locked. This is what happened in the Parity Wallet bug in
November 2017, locking millions of USD worth of Ether [Bre+17]. We provide more details

about the Parity Wallet bug in Section 5.2.8
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There are also cases where the contract will always run out of gas when trying to send Ether
which could result in locking the contract funds. More details about such issues can be found

in [Gre+18].

Transaction Order Dependency (TO). In Ethereum, multiple transactions are included
in a single block, which means that the state of a contract can be updated multiple times in
the same block. If the order of two transactions calling the same smart contract changes the
outcome, an attacker could exploit this property. For example, given a contract which expects
participants to submit the solution to a puzzle in exchange for a reward, a malicious contract

owner could reduce the amount of the reward when the transaction is submitted.

Integer Overflow (10). Integer overflow and underflow are common types of bugs in many
programming languages but in the context of Ethereum, they can have very severe consequences.
For example, if a loop counter were to overflow, creating an infinite loop, the funds of a contract
could become completely frozen. This can be exploited by an attacker if he has a way of
incrementing the number of iterations of the loop, for example, by registering enough users to

trigger an overflow.

Unrestricted Action (UA). Contracts often perform authorization, by checking the sender
of the message, to restrict the type of action that a user can take. Typically, only the owner of
a contract should be allowed to destroy the contract or set a new owner. This owner is usually
set in the contract constructor but some contracts were found vulnerable because the owner was
not initialized correctly, allowing, for example, an attacker to take ownership of the contract.
A reason for such a bug could be a misnamed function in older versions of Solidity [Bre+18;
KR18|. This issue was the root cause of the the Parity wallet bug [Tsa+18; Nik+18] which

froze more than 500k Ether.

Such an issue can happen not only if the developer forgets to perform critical checks but also

if an attacker can execute arbitrary code, for example by being able to control the address of

a delegated call [KR18].
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Table 5.1: A summary of smart contract analysis tools presented in prior work.

Vulnerabilities Report

Name RE UE LE TO 10 UA month Cltation
Oyente v v v v 2016-10 [Luu+16a]
ZEUS v v v v v 2018-02 [Kal+18]
Maian v v 201803 [Nik+18]
SmartCheck v v v v 2018-05 [Tik+18]
Securify v v v v v 2018-06 [Tsa+18]
ContractFuzzer v/ v 2018-09 [JLC18]

teEther v 2018-08 [KR1S]

Vandal v v 2018-09 [Bre+18]
MadMax v v 2018-10 [Gre+18]

Analysis Tools

Smart contracts are generally designed to manipulate and hold funds denominated in Ether.
This makes them very tempting attack targets, as a successful attack may allow the attacker
to directly steal funds from the contract. Given the many common vulnerabilities in smart
contracts, some of which we described in the previous section, a large number of tools have
been developed to find them automatically [Luu+16a; Tsa+18; Conl9c]. Most of these tools
analyze either the contract source code or its compiled EVM bytecode and look for known
security issues, such as reentrancy or transaction order dependency vulnerabilities. We present
a summary of these different works in Table 5.1. The second and third columns respectively
present the reported number of contracts analyzed and contracts flagged as vulnerable in each
paper. The “vulnerabilities” columns show the type of vulnerabilities that each tool can check
for. We present these vulnerabilities in Section 5.2.2 and give a more detailed description of

these tools in Section 5.2.8.

Testing. Like any piece of software, smart contracts benefit from automated testing and some
efforts have therefore been made to make the testing experience more straightforward. Truf-
fle [Con19a] is a popular framework for developing smart contracts, which allows writing both

unit and integration tests for smart contracts in JavaScript. One difficulty of testing on the
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Ethereum platform is that the EVM does not have a single main entry point and bytecode
is executed when fulfilling a transaction. Some tools, such as standalone EVM implementa-

tions [Con19b] have been developed to ease this process.

Auditing. As smart contracts can have a high monetary value, auditing contracts for vulnera-
bilities is a common industrial practice. Audits should preferably be performed while contracts
are still in the testing phase but given the relatively high cost of auditing (usually around
30,000 to 40,000 USD [19g]) some companies choose to perform audits later in their develop-
ment cycle. In addition to checking for common vulnerabilities and implementation issues such
as gas-consuming operations, audits also usually check for divergences from specifications and

other high-level logic errors, which are impossible for current automatic tools to detect.

Bounty programs. Another common practice for developers to improve the security of their
smart contracts is to run bounty programs. While auditing is usually a one-time process, bounty
programs remain ongoing throughout a contract’s lifetime and allow community members to
be rewarded for reporting vulnerabilities. Companies or projects running bounty programs can
either choose to reward the contributors by paying them in a fiat currency such as US dollars,
cryptograms — typically Bitcoin or Ether — or other crypto assets. Some bounty programs,
such as the one run by the 0x project [19a], offer bounties as high as 100,000 USD for critical

vulnerabilities.

Contract upgrades. In Ethereum, smart contracts are by nature immutable. Once a contract
has been deployed on the blockchain, its code cannot be modified. This creates a challenge
during the deployment of smart contracts, as upgrading the code requires working around this

limitation. There are several approaches to deploying a new version of a smart contract [19c¢].

The first approach is to use a registry contract which returns the address of the latest version of
a smart contract. When deploying a contract, the contract with the updated version of the code
is deployed and the address of the latest version stored in the registry is updated. Although this
leaves a lot of flexibility to the developers, it forces the users of the smart contracts to always

query the registry before being able to interact with the contract. To avoid adding overhead to
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the user of the contract, an alternative approach is to use a facade contract. In this approach,
a contract with a fixed address is deployed but delegates all the calls to another contract, the
address of which can be updated [Butl5]. The end-user of the contract can therefore always
transact with the same contract, while the developers can update the behaviour of the contract

by deploying a new contract and updating the facade to delegate to the newly deployed code.

There are two main drawbacks to this approach. One of the drawbacks of this approach is
that developers cannot modify the contract interface, as the facade code does not change. The
other is that there is a gas cost overhead, as the facade contract uses gas to call the backend

contract.

Definitions

We give the definitions used in this section for the terms vulnerable, exploitable and exploited.

vulnerable: A contract is vulnerable if it has been flagged by a static analysis tool as such.
As we will see later, this means that some contracts may be vulnerable because of a

false-positive.

exploitable: A contract is exploitable if it is vulnerable and the vulnerability could be ex-
ploited by an external attacker. For example, if the “vulnerability” flagged by a tool is in

a function which requires owning the contract, it would be vulnerable but not exploitable.

exploited: A contract is exploited if it received a transaction on Ethereum’s main network
which triggered one of its vulnerabilities. Therefore, a contract can be vulnerable or even

exploitable without having been exploited.

5.2.3 Dataset

In this section, we analyze the vulnerable contracts reported by the following six academic

papers: [Luu+16a], [Kal+18], [Nik+18], [Tsa+18], [Gre+18] and [KR18]. To collect information
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Table 5.2: Summary of the contracts in our dataset.

Contracts Vulnerabilities Ether at stake

Name analyzed found at time of report
Oyente 19,366 7,527 1,287,032
Zeus 1,120 861 671,188
Maian NA 2,691 15.59
Securify 29,694 9,185 724,306
MadMax 91,800 6,039 1,114,958
teEther 784,344 1,532 1.55

about the addresses analyzed and the vulnerabilities found, we reached out to the authors of

the different papers.

Oyente [Luu+16a] data was publicly available [Luu+16b]. The authors of the other papers
were kind enough to provide us with their dataset. We received all the replies within less than

a week of contacting the authors.

We also reached out to the authors of [Tik+18], [JLC18] and [Bre+18] but could not obtain

their dataset, which is why we left these papers out of our analysis.

Our dataset is comprised of a total of 821,219 contracts, of which 23,327 contracts have been
flagged as vulnerable to at least one of the six vulnerabilities described in Section 5.2.2. Al-
though we received the data directly from the authors, the numbers of contracts analyzed
usually did not match the data reported in the papers, which we show in Table 5.1. We believe
the two main results for this are: authors improving their tools after the publication and au-
thors, not including duplicated contracts in the data they provided us. Therefore, we present
the numbers in our dataset, as well as the Ether at stake for vulnerable contracts in Table 5.2.
The Ether at stake is computed by summing the balance of all the contracts flagged vulnerable.
We use the balance at the time at which each paper was published rather than the current one,

as it gives a better sense of the amount of Ether which could potentially have been exploited.

Taxonomy. Rather than reusing existing smart contract vulnerability taxonomies [ABC17]
as-is, we adapt it to fit the vulnerabilities analysed by the tools in our dataset. We do not

cover vulnerabilities not analyzed by at least two of the six tools. We settle on the six types of
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Figure 5.3: Histograms that show the overlap in the contracts analysed and flagged by examined

tools.

Table 5.3: Agreement among tools for reentrancy analysis.

Tools Total Agreed Disagreed % agreement
Oyente/Securify 774 185 589 23.9%
Oyente/Zeus 104 3 101 2.88%
Zeus/Securify 108 2 106 1.85%

vulnerabilities described in Section 5.2.2: reentrancy (RE), unhandled exception (UE), locked

Ether (LE), transaction order dependency (TO), integer overflows (10) and unrestricted actions

(UA). As the papers we survey use different terms and slightly different definitions for each of

these vulnerabilities, we map the relevant vulnerabilities to one of the six types of vulnerabilities

we analyze. We show how we mapped these vulnerabilities in Table 5.4.

Overlapping vulnerabilities.

Table 5.4: Mapping of the different vulnerabilities analyzed.

In this subsection, we first check how much overlap there

Oyente ZEUS Securify MadMax Maian teEther
RE reentrancy reentrancy no writes after call — — —
UE callstack unchecked send handled exceptions — — —
TO concurrency tx order dependency tx ordering dependency — — —
LE — failed send Ether liquidity unbounded op  greedy —
wallet griefing
10 — integer overflow — integer overflows — —
UA — integer overflow — integer overflows prodigal exploitable
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Code Listing 5.1: Sample execution trace information.

{”Op”: HEQH, ”pC”: 7,
"depth”: 1, "stack": [”2b", ”a3"]},
{"op": "ISZERO", "pc": 8, "depth": 1,

"stack": ["00"]}

is between contracts in our dataset: how many contracts have been analyzed by multiple
tools and how many contracts were flagged vulnerable by multiple tools. We note that most
papers, except for [Luu+16a], are written around the same period. We find that 73,627 out
of 821,219 contracts have been analyzed by at least two of the tools but only 13,751 by at
least three tools. In Figure 5.3a, we show a histogram of how many different tools analyze
a single contract. In Figure 5.3b, we show the number of tools which flag a single contract
as vulnerable to any of the analyzed vulnerabilities. The overlap for both the analyzed and
the vulnerable contracts is relatively small. We assume one of the reasons is that some tools
work on Solidity code [Kal+18] while other tools work on EVM bytecode [Tsa+18; Luu+16a),

making the population of contracts available different among tools.

We also find a lot of contradiction in the analysis of the different tools. We choose reentrancy to
illustrate this point, as it is supported by three of the tools we analyze. In Table 5.3, we show
the agreement between the three tools supporting reentrancy detection. The Total column
shows the total number of contracts analyzed by both tools in the Tools column and flagged
by at least one of them as vulnerable to reentrancy. Oyente and Securify agree on only 23%
of the contracts, while Zeus does not seem to agree with any of the other tools. This reflects
the difficulty of building static analysis tools targeted at the EVM. While we are not trying to
evaluate the different tools’ performance, this gives us yet another motivation to find out the

impact of the reported vulnerabilities.

5.2.4 Methodology

In this section, we describe in detail the different analyses we perform in order to check for

exploits of the vulnerabilities described in Section 5.2.2.
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To check for potential exploits, we perform bytecode-level transaction analysis, whereby we
look at the code executed by the contract when carrying out a particular transaction. We use

this type of analysis to detect the six types of vulnerabilities presented in Section 5.2.2.

To perform our analyses, we first retrieve transaction data for all the contracts in our dataset.
Next, to perform bytecode-level analysis, we extract the execution traces for the transactions
which may have affected contracts of interest. We use the EVM’s debug functionality, which
gives us the ability to replay transactions and trace all the executed instructions. To speed
up the data collection process, we patch the Go Ethereum client [19f], as opposed to relying
on the Remote Procedure Call (RPC) functionality provided by the default Ethereum client.
We show a truncated sample of the extracted traces in Code Listing 5.1 for illustration. The
op key is the current instruction, pc is the program counter, depth is the current level of call
nesting, and finally, stack contains the current state of the stack. We use single-byte values in

the example, but the actual values are 32 bytes (256 bits).

The extracted traces contain a list of executed instructions, as well as the state of the stack
at each instruction. To analyze the traces, we encode them into a Datalog representation;
Datalog is a language implementing first-order logic with recursion [Imm99], which allows us
to concisely express properties about the execution traces. We use the following domains to
encode the information about the traces as Datalog facts, noting V' as the set of program
variables and A as the set of Ethereum addresses. We show an overview of the facts that we
collect and the relations that we use to check for possible exploits in Table 5.5. We highlight
that our analyses run automatically based on facts extracted from transactions traces and the

rules that we define in subsequent sections.

Reentrancy

In the EVM, as transactions are executed independently, reentrancy issues can only occur
within a single transaction. Therefore, for reentrancy to be exploited, there must be a call to
an external contract which invokes, directly or indirectly, a re-entrant callback to the calling

contract. Therefore, we start by looking for CALL instructions in the execution traces, while
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Table 5.5: Datalog setup.

(a) Datalog facts.

Fact Description
is_output(vy € V, vy € V) vy is an output of vy
size(v € V, n € N) v has n bits
is_signed(v € V) v is signed
in_condition(v € V) v is used in a condition

call(a; € A, ax € A, peN) ap calls ag with p Ether
create(a; € A, ay € A, p € N) a; creates as with p Ether
expected_result(v € V, r € Z) v’s expected result is r
actual_result(v €V, r € Z) v’s actual result is r

call_result(v € V, n € N) v is the result of a call and has a value of n
call_entry(i € N, a € A) contract a is called when program counter is ¢
call_exit(i € N) program counter is ¢ when exiting a call to a contract

tx_sstore(b € N,i € Nk € N)  storage key k is written in transaction ¢ of block b
tx_sload(b e N,i € Nk € N) storage key k is read in transaction i of block b

caller(v € V,a € A) v is the caller with address a
load_data(v € V) v contains transaction call data
restricted_inst(v € V) v is used by a restricted instruction
selfdestruct(v € V) v is used in SELFDESTRUCT

(b) Datalog rule definitions.

Datalog rules

depends(vy € V, v € V) :- is_output(vy, ve).
depends(v1, v2) :- is_output(vy, vs), depends(vs, vs).

call_flow(a; € A, as € A, p€Z) :- call(ay, ag, D).
call_flow(a; € A, azx € A, p€Z) :- create(ay, az, p).
call_flow(ai, ag, p) :- call(ay, as, p), call_flow(as, a2, _).

inferred_size(v € V, n € N) :- size(v, n).
inferred_size(v, n) :- depends(v, vs), size(vs, n).

inferred_signed(v € V) :- is_signed(v).
inferred_signed(v) :- depends(v, v2), is_signed(vs).

condition_flow(v € V, v € V) :- in_condition(v).
condition_flow(vy, v2) :- depends(vi, v2), in_condition(vs).

depends_caller(v € V) :- caller(vs, _ ), depends(v, va).

depends_data(v € V) :- load_data(va, _), depends(v,vs).

caller_checked(v € V) :- caller(vs, ), condition_flow(vs,vs), v3 < v.

(c) Datalog queries for detecting different vulnerability classes.

Vulnerability Query
Reentrancy call_flow(a, as, p1), call_flow(as, ai, p2), a1 # as
Unhandled Excep. call_result(v, 0), ~condition_flow(v,_)

Transaction Order Dependency tx_sstore(b, t1,14), tx_sload(b,to, i), t1 # t2

Locked Ether call _entry(i1,a), call_exit(ia), i1 + 1 =g
Integer Overflow actual_result(v, 71), expected_result(v, 7q), 71 # 7o
Unrestricted Action restricted_inst(v), depends_data(v), ~depends_caller(v),

—caller_checked(v) V selfdestruct(v), ~caller_checked(v)
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Code Listing 5.2: Failure handling in Solidity.
if (laddr.send(100)) { throw; }

Code Listing 5.3: EVM instructions for failure handling.

; preparing call

(0x65) CALL

; call result pushed on the stack

(0x69) PUSH1 0x73

(0x71) JUMPI ; jump to 0x73 if call was successful
(0x72) REVERT

(0x73) JUMPDEST

Figure 5.4: Correctly handled failed send.

keeping track of the contract currently being executed.

When CALL is executed, the address of the contract to be called as well as the value to be sent
can be retrieved by inspecting the values on the stack [Wool4]. Using this information, we can
record call(ay,as,p) facts described in Table 5.5a. We note that a contract can also create a
new contract using CREATE and execute a reentrancy attack using it [Rod+19]. Therefore, we
treat this instruction similarly as CALL. Using these, we then use the query shown in Table 5.5¢

to retrieve potentially malicious re-entrant calls.

Analysis correctness. Our analysis for re-entrant calls is sound but not complete. As the
EVM executes each contract in a single thread, a re-entrant call must come from a recursive
call. For example, given A, B, C' and D being functions, a re-entrant call could be generated
with a call path such as A -+ B — C' — A. Our tool searches for all mutually-recursive calls;
it supports an arbitrarily-long calls path by using a recursive Datalog rule, making the analysis
sound. However, we have no way of assessing if a re-entrant call is malicious or not, which can

lead to false positives.

Unhandled Exceptions

When Solidity compiles contracts, methods to send Ether, such as send, are compiled into the
EVM CALL instructions. We show an example of such a call and its instructions counterpart in

Code Listing 5.3. If the address passed to CALL is an address, the EVM executes the code of
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the contract, otherwise, it executes the necessary instructions to transfer Ether to the address.
When the EVM is done executing, it pushes either 1 on the stack, if the CALL succeeded, or 0

otherwise.

To retrieve information about call results, we can therefore check for CALL instructions and
use the value pushed on the stack after the call execution. The end of the call execution can
be easily found by checking when the depth of the trace turns back to the value it had when
the CALL instruction was executed; we save this information as call_result(v, n) facts. An
important edge case to consider are calls to pre-compiled contracts, which are typically called
by the compiler and do not require their return value to be checked, as they are results of a
computation where 0 could be a valid value, but could result in false positives. As pre-compiled
contracts have known addresses between 1 and 10, we choose to simply not record call result

facts for such calls.

As shown in Code Listing 5.3, the EVM uses the JUMPI instruction to perform conditional
jumps. At the time of writing, this is the only instruction available to execute conditional
control flow. We, therefore, mark all the values used as a condition in JUMPTI as in_condition.
We can then check for the unhandled exceptions by looking for call results, which never influence

a condition using the query shown in Table 5.5c.

Analysis correctness. The analysis we perform to check for unhandled exceptions is complete
but not sound. All failed calls in the execution of the program will be recorded, while we
accumulate facts about the execution. We then use a recursive Datalog rule to check if the call
result is used directly or indirectly in a condition. We could obtain false negatives if the call
result is used in a condition but the condition is not enough to prevent an exploit. However,
given that the most prevalent pattern for this vulnerability is the result of send not being used
at all [Tsa+18], and when the result is used, it is typically done within a require or assert

expression, we hypothesize that such false negatives should be very rare.
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Locked Ether

Although there are several reasons for funds being locked in a contract, we focus on the case
where the contract relies on an external contract which does not exist anymore, as this is the
pattern which had the largest financial impact on Ethereum [Bre+17]. Such a case can occur
when a contract uses another contract as a library to perform some actions on its behalf. To
use a contract in this way, the DELEGATECALL instruction is used instead of CALL, as the latter

does not preserve call data, such as the sender or the value.

The next important part is the behaviour of the EVM when trying to call a contract which
does not exist anymore. When a contract is destructed, it is not completely removed per se,
but its code is not accessible anymore to callers. When a contract tries to call a contract
which has been destructed, the call is a no-op rather than a failure, which means that the next
instruction will be executed and the call will be marked as successful. To find such patterns,
we collect Datalog facts about all the values of the program counter before and after every
DELEGATECALL instruction. In particular, we first mark the program counter value at which
the call is executed — call_entry(i; € N, a € A). Then, using the same approach as for
unhandled exceptions, we skip the content of the call and mark the program counter value at

which the call returns — call_exit(iy € N).

If the called contract does not exist anymore, i; + 1 = iy must hold. Therefore, we can use the

Datalog query shown in Table 5.5¢ to retrieve the destructed contracts address.

Analysis correctness. The approach we use to detect locked Ether is sound and complete
for the class of locked funds vulnerability we focus on. All vulnerable contracts must have
a DELEGATECALL instruction. If the issue is present and the call contract has indeed been
destructed, it will always result in a no-op call. Our analysis records all of these calls and
systematically checks for the program counter before and after the execution, making the

analysis sound and complete.

110



Transaction Order Dependency

The first insight to check for exploitation of transaction ordering dependency is that at least
two transactions to the same contract must be included in the same block for such an attack
to be successful. Furthermore, as shown in [Luu+16a] or [Tsa+18], exploiting a transaction

ordering dependency vulnerability requires manipulation of the contract’s storage.

The EVM has only one instruction to read from the storage, SLOAD, and one instruction to
write to the storage, SSTORE. In the EVM, the location of the storage to use for both of
these instructions is passed as an argument and referred to as the storage key. This key is
available on the stack at the time the instruction is called. We go through all the transac-
tions of the contracts and each time we encounter one of these instructions, we record ei-
ther tx_sload(b € N,i € N,k € N) or tx_sstore(b € N,i € N,k € N) where in each case b is
the block number, ¢ is the index of the transaction in the block and k is the storage key being

accessed.

The essence of the rule to check for transaction order dependency issues is then to look for
patterns where at least two transactions are included in the same block with one of the trans-
actions writing a key in the storage and another transaction reading the same key. We show

the actual rule in Table 5.5c¢.

Analysis correctness. Our approach used to detect transaction order dependencies is sound
but not complete. With the definition we use, for a contract to have a transaction order
dependency, it must have two transactions in the same block, which affect the same key in the
storage. We check for all such cases, and therefore no false negatives can exist. However, finding
if there is a transaction order dependency requires more knowledge about how the storage is

used and our approach could therefore result in false positives.

Integer Overflow

The EVM is completely untyped and expresses everything in terms of 256-bit words. Therefore,

types are handled entirely at the compilation level and there is no explicit information about
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the original types in any execution traces.

To check for integer overflow, we accumulate facts over two passes. In the first pass, we try to
recover the sign and size of the different values on the stack. To do so, we use known invariants
about the Solidity compilation process. First, any value which is the result of an instruction
such as SIGNEXTEND or SDIV can be marked to be signed with is_signed(v). Furthermore,
SIGNEXTEND being the usual sign extension operation for two’s complement, it is passed both
the value to extend and the number of bits of the value. This allows us to retrieve the size
of the signed value. We assume any value not explicitly marked as signed to be unsigned. To

retrieve the size of unsigned values, we use another behaviour of the Solidity compiler.

To work around the lack of type in the EVM, the Solidity compiler inserts an AND instruction to
“cast” unsigned integers to their correct value. For example, to emulate an uint8, the compiler
inserts AND value Oxff. In the case of a “cast”, the second operand m will always be of the
form m =16"—1, n € N, n =27 p € [1,6]. We use this observation to mark values with the

according type: uintN where N = n x 4. Variables size are stored as size(v, n) facts.

During the second phase, we use the inferred_signed(v) and inferred_size(v, n) rules
shown in Table 5.5b to retrieve information about the current variable. When no information
about the size can be inferred, we over-approximate it to 256 bits, the size of an EVM word.
Using this information, we compute the expected value for all arithmetic instructions (e.g.
ADD, MUL), as well as the actual result computed by the EVM and store them as Datalog facts.

Finally, we use the query shown in Table 5.5¢ to find instructions which overflow.

Analysis correctness. Our analysis for integer overflow is neither sound nor complete. The
types are inferred by using properties of the compiler using a heuristic which should work for
most cases but can fail. For example, if a contract contains code which yields AND value Oxff
but value is an uint32, our type inference algorithm would wrongly infer that this variable is
an uint8. Such errors during type inference could cause both false positives and false negatives.
However, this type of issue occurs only when the developer uses bit manipulation with a mask
similar to what the Solidity compiler generates. We find that such a pattern is rare enough not

to skew our data, and give an estimate of the possible number of contracts which could follow
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such a pattern in Section 5.2.5.

Unrestricted Action

Unrestricted actions are a broad class of vulnerability, as they can include the ability to set an
owner without being allowed to, destruct a contract without permission or yet execute arbitrary
code. As one of our main goals is to check the exploitation of vulnerable contracts, we stay
close to the definitions given by previous works [KR18] and focus on unrestricted Ether transfer
using CALL, unrestricted writes using and SSTORE, and code injection using DELEGATECALL or

CALLCODE.

First, we need to remind ourselves that the caller, unlike for example the call data, cannot
be forged. Therefore, one of the main insights is that if an action is restricted depending
on who is calling, there should be an execution trace before the restricted operation which
conditionally jumps, depending on the caller. This is enough for SELFDESTRUCT but not for
other instructions as it would flag a line such as balances[msg.sender] = msg.value to be
vulnerable. To model this, we track whether the message sender influences the storage key or
the address to call. Finally, for code injection, we check whether the passed data influences the

address called by DELEGATECALL or CALLCODE.

Analysis correctness. Our analysis for unrestricted actions is neither sound nor complete. We
take a relatively simple approach of checking whether the message sender influences a condition
or not before executing a sensitive instruction. This can result in false negatives because the
check could be performed inappropriately, for example not reverting the transaction when
needed, making the analysis unsound. Furthermore, there might be some use cases where it
is acceptable to allow any sender to write to the storage, but our analysis would flag such as

vulnerable, resulting in false positives. We discuss the implications further in Section 5.2.5.
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Table 5.6: RE: Top contracts victim of reentrancy attack and ETH amounts exploited

Contract address Last Amount
transaction exploited

0xd654bdd32fc99471455e86¢c2e7f7d7b6437¢9179  2016-06-10 2,885
0x675e2c143295b8683bbaed421329¢4df85f91b33  2015-12-31 50.49
0xcd3e727275bc2f511822dc9a26bd7b0bbf 161784  2017-03-25 10.34

5.2.5 Analysis of Individual Vulnerabilities

As described in Section 5.2.3, the combined amount of Ether contained within all the vulnerable
contracts exceeds 3 million ETH, worth 6,000 million USD. In this section, we present the
results for each vulnerability one by one; our results have been obtained using the methodology

described in Section 5.2.4; the goal is to show how much of this money is actually at risk.

Methodology. For each vulnerability, we perform our analysis in two steps. First, we fetch
the execution traces of all the transactions up to block 10,200,000 affecting the contracts in our
dataset, either directly or through internal transactions. We then run our tool to automatically
find the total amount of Ether at risk and report this number. This is the amount we use to
later give a total upper bound across all vulnerabilities. In the second step, we manually analyze
the contracts at risk to obtain more insight into the exploits and find interesting patterns. As
analysing all the contracts manually would be impractical, for each vulnerability we manually
analyze the contracts with the highest amount of Ether at risk to understand better the reasons

behind the vulnerabilities. We then present interesting findings as short case studies.

Runtime performance. Our analysis runs in linear time and memory with respect to the
number of instructions executed by a given transaction. The number of instructions varies
widely between transactions, anywhere from a few hundred to a few hundred thousand, with
an average of around 100,000. Our tool takes on average less than 10ms (stddev. 20ms) per
transaction with a maximum of less than 2 seconds for the largest transactions, which is below

the timeout of 5 seconds which we set for a single transaction.
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RE: Reentrancy

There are 4,337 contracts flagged as vulnerable to reentrancy by [Luu+16a; Tsa+18; Kal+18],
with a total of 457,073 transactions. After running the analysis described in Section 5.2.4 on all
the transactions, we found a total of 116 contracts which contain re-entrant calls. To look for
the monetary amount at risk, we compute the sum of the Ether sent between two contracts in

transactions containing re-entrant calls. The total amount of Ether exploited using reentrancy

is of 6,076 ETH, which is considerable, as it represents more than 12,000,000 USD.

Manual analysis. We manually analyze the top contracts in terms of funds lost and present
them in Table 5.6. Interestingly, one of these three potential exploits has a substantial amount
of Ether at stake: 5,881 ETH, which corresponds to around 11,800,000 USD. This address has
already been detected as vulnerable by some recent work focusing on reentrancy [Rod+19]. It
appears that the contract, which is part of the Maker DAO [19e] platform, was found vulnerable

by the authors of the contract, who themselves performed an attack to confirm the risk [16].

Sanity checking. We use two different contracts for sanity checking. First, we look at
TheDAO attack, which is the most famous instance of a reentrancy attack. Our tool detects
the following reentrancy pattern: the malicious account calls TheDAO main account, TheDAO
main account calls into the reward account and the reward account sends the reward to the

malicious account, allowing it to perform the re-entrant call into TheDAO main account.

As another sanity check, we look at a contract called SpankChain [18], which is known to
recently have been compromised by a reentrancy attack. We confirm that our approach suc-
cessfully marks this contract as having been the victim of a reentrancy attack and correctly

identifies the attacker contract.

Finally, we note that our tool finds all the reentrancy patterns presented by Sereum [Rod-+19],

including delegated and create-based reentrancy?.

Zhttps://github.com /uni-due-syssec/eth-reentrancy-attack-patterns
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Table 5.7: UE: Top contracts affected by unhandled exceptions and ETH amounts at risk

Contract address Amount at risk
0x7011£3edc7fa43c81440£9f43a6458174113b162 56.70
0xb336a86e2feb1e87a328fcb7dd4d04de3df254d0 42.27
0xdcabd383a7c497069d0804070e4ba70abbecddbl 33.44
0x£d2487cc0ebdce97f08belbc8ef1dce8d5988b4d 21.60
0x9e15£66b34edc3262796ef5e4d27139¢931223£f0 10.50

UE: Unhandled Exceptions

There are 11,427 contracts flagged vulnerable to unhandled exceptions by [Tsa+18; Luu+16a;
Kal+18] for a total of more than 3.4 million transactions, which is an order of magnitude larger

than what we found for reentrancy issues.

We find a total of 264 contracts where failed calls have not been checked for, which represents
roughly 2% of the flagged contracts. The next goal is to find an upper bound on the amount of
Ether at risk because of these unhandled exceptions. We define the upper bound on the money
at risk to be the minimum value of the balance of the contract at the time of the unhandled
exception and the total of Ether which have failed to be sent. We then sum the upper bound
of all issues found to obtain a total upper bound. This gives us a total of 271.89 Ether at risk

for unhandled exceptions.

Manual analysis. We manually analyze the top contracts and summarize their addresses and
the amount at risk in Table 5.7. The Solidity code is available for three of these contracts. We
confirm that in all cases the issue came from misuse of a low-level Solidity function such as

send.

Investigation of the contract at

0x7011£3edc7fa43c81440£9f43a6458174113b162:

The contract 0x7011f3edc7fa43c81440f9f43a6458174113b162 has failed to send a total of 52.90

Ether and currently still holds a balance of 69.3 Ether at the time of writing. After investigation,
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we find that the contract is an abandoned pyramid scheme [17¢]. The contract has a total of
21 calls which failed, all trying to send 2.7 Ether, which appears to have been the reward of
the pyramid scheme at this point in time. Unfortunately, the code of this contract was not
available for further inspection but we conclude that there is a high chance that some of the

users in the pyramid scheme did not correctly obtain their reward because of this issue.

LE: Locked Ether

There are 7,285 contracts flagged vulnerable to locked Ether by [Tsa+18], [Gre+18], [Nik+18]
and [Kal+18]. The contracts hold a total value of more than 1.4 million ETH, which is worth
more than 2,000 million USD. We analyze the transactions of the contracts that could poten-
tially be locked by conducting the analysis described in the previous section. Our tool shows
that none of the contracts are affected by the pattern we check for — i.e., dependency on a
contract that had been destructed. We note that our tool currently only covers dependency
on a destructed contract as a reason for locked Ether and patterns such as unbounded mass

operation are not yet covered.

Parity wallet. Contracts affected by the Parity wallet 3 bug [Bre+17], which our tool should
flag as locked Ether, were not flagged by the tools we analysed, and are therefore not present in
our dataset. As this is one of the most famous cases of locked Ether, we test our tooling on the
contracts affected by the Parity wallet bug. To find the contracts, we simply have to use the Dat-
alog query for locked Ether in Table 5.5¢ and insert the value of the Parity wallet address as argu-
ment a. Our results for contracts affected by the Parity bug indeed match what others had found
in the past [Gall7], with the contract at address 0x3bfc20£0b9afcace800d73d2191166£f16540258

having as much as 306,276 ETH locked.

3Parity wallet Address: 0x863df6bfad469f3eadObe8fIf2aae51c91a907b4
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Table 5.8: TOD: Top contracts potentially victim of transaction ordering dependency attack.

Contract address First issue Balance

0x3da71558a40£63b960196cc0679847f£50fad22b 2016-09-06 13,818
0xd79b4c6791784184e2755b2f c1659eaab0£80456 2016-05-03 2,013
0xf45717552f12ef7cb65e95476£217a008167ae3 2016-03-15 1,064

Table 5.9: Understanding the exploitation of potentially vulnerable contracts.

Vulnerable Exploited contracts Exploited Ether

Vuln. Vuln. Total Ether Transactions|/Contracts % of contracts||Exploited % of Ether

contracts at stake analysed|| exploited exploited Ether exploited
RE 4,337 1,518,067 457,073 116 2.68% 6,076 0.40%
UE 11,427 419,418 3,400,960 264 2.31% 271.9 0.068%
LE 7,285 1,416,086 10,660,066 0 0% 0 0%
TO 1,881 302,679 3,002,304 54 3.72% 297.2 0.091%
10 2,492 602,980 1,295,913 62 2.49% 1,842 0.31%
UA 5,163 580,927 3,871,770 42 0.813% 0 0%
Total 23,327 3,124,433 20,241,730 463 1.98% 8,487 0.27%

TO: Transaction Order Dependency

There are 1,881 contracts flagged vulnerable to transaction ordering dependency by [Luu+16a]
and [Kal+18]. We run the analysis described in Section 5.2.4 on their 3,002,304 transactions
and obtain a total of 54 contracts potentially affected by transaction-order dependency. To
estimate the amount of Ether at risk, we sum up the total value of Ether sent, including by
internal transactions, during all the flagged transactions, resulting in a total of 297.2 ETH at

risk of transaction-order dependency.

Manual analysis. For each contract, we find the block where transaction order depen-
dency could have happened with the highest balance and report top with their balance at
the time of the issue in Table 5.8. We manually investigated the contracts listed, they
all had their source code available. We confirmed that in all the contracts, a user could
read and write to the same storage location within a single block. We inspected further
0x3da71558a40f63b960196cc0679847ff50fad22b, a contract called WithDrawChildDAO and

found that the read was simply for users to check their balance, making the issue benign.
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10: Integer Overflow

There are 2,472 contracts flagged vulnerable to integer overflow, which accounts for a total
of more than 1.2 million transactions. We run the approach we described in Section 5.2.4 to
search for actual occurrences of integer overflows. It is worth noting that for integer overflow
analysis we rely on the properties of the Solidity compiler. To ensure that the contracts we
analyze were compiled using Solidity, we fetched all the available source codes for contracts
flagged vulnerable to integer overflow from Etherscan [23b]. Out of 2,492 contracts, 945 had

their source code available and all of them were written in Solidity.

Effects of our formulation. As mentioned in Section 5.2.4, some types of bit manipulation
in Solidity contracts could result in our type inference heuristic failing. We use the source
codes we collected here to verify to what extent this could affect our analysis. We find that bit
manipulation by itself is already fairly rare in Solidity, with only 244 out of the 2,492 contracts
we collected using any sort of bit manipulation. Furthermore, most of the contracts using bit
manipulation were using it to manipulate a variable as a bit array, and only ever retrieved a
single bit at a time. Such a pattern does not affect our analysis. We found only 33 contracts
which used O0xFF or similar values, which could actually affect our analysis. This represents

about 1.3% of the number of contracts for which the source code was available.

We find a total of 62 contracts with transactions where an integer overflow might have occurred.
To find the amount of Ether at stake, we analyze all the transactions which resulted in integer
overflows. We approximate the amount by summing the total amount of Ether transferred in
and out during a transaction containing an overflow. We find that the total Ether at stake

is 1,842 ETH. This is most likely an over-approximation but we use this value as our upper

bound.

Manual analysis. We inspect some of the results we obtained a little further to get a better
sense of what kind of cases lead to overflows. We find that a very frequent cause of over-
flow is rather an underflow of unsigned values. We highlight one such case in the following

investigation.
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Investigation of the contract at

0xdcabd383a7c497069d0804070e4ba70abbecddbl:

This contract was flagged positive to both unhandled exceptions and integer overflow by our
tool. After inspection, it seems that at block height 1,364,860, the owner tried to reduce the
fees but the unsigned value of the fees overflowed and became a huge number. Because of this
issue, the contract was then trying to send large amounts of Ether. This resulted in failed calls

which happened not to be checked, hence the flag for unhandled exceptions.

Unrestricted Action

There is a total of 5,163 contracts flagged by [Tsa+18; Nik+18; KR18] as vulnerable to un-
restricted actions for a total of 3,871,770 transactions. We use the approach described in
Section 5.2.4 and find a total of 42 contracts having suffered unrestricted actions, which were

all non-restricted self-destructs, but none of them held Ether at the time of the exploit.

Effects of our formulation. As mentioned in Section 5.2.4, this analysis is not sound,
which means we need to be cautious about false positives. A contract could have a check on
the message sender which is incorrect and be exploited but not be flagged as such. While
we hypothesize that it is an edge case, it cannot be completely excluded. However, having an
automation method for such a check requires knowing the intent of the programmer, for example
through specifications, which is out-of-scope of this work. Therefore, we decide to inspect the

contracts in our dataset in more detail to understand better the level of exploitation.

Manual analysis. The tool teEther flags exploitable contracts, as opposed to simply vulnerable
contracts. Therefore, expect these contracts to be more likely to have been exploited and focus
on these for our manual analysis. We fetch all the historical balances of teEther contracts and

retrieve the maximum amount held at any point in time and find the total of these to equal
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to 4,921 Ether. However, we find that 4,867 Ether belonged to 48 different contracts with the
same bytecode, and all had the same transaction pattern, which we describe in the following

investigation.

Investigation of the contract at

0xacb4413f686927054a56d35415ba49618634e105:

All contracts with a high historical monetary value found by teEther share the same bytecode,
creator and transaction pattern as this contract. The contracts are created by

0x15f889d2469d1be0e0699632d8d448f2178a7afe, receive Ether from Kraken, an exchange, and
send the same amount to 0xd1bf1706306c7b667c67ffb5c1f76cc7637685bd a couple of blocks
later. We could not find further information about these addresses. We decompile the contract
to understand how the contracts were exploitable and find that during the few blocks they held
money, exploiting the contract would have been as simple as sending a transaction with the
address to which to transfer the funds as an argument. This is a very dangerous situation but
because the Ether was usually sent within a minute to another address, an attacker would have
needed to be very proactive and use advanced tooling to exploit the contract. This illustrates

well how a contract can be exploitable but have little chance of being ezploited in practice.

Sanity checking. As a sanity check, in addition to our test suite, we use one of the most
famous instances of an unrestricted action: the destructed Parity wallet library contract at
address 0x863df6bfad469f3ead0be8f9f2aae51c91a907b4. We analyze the transactions and suc-
cessfully find an unrestricted store instruction in transaction 0x05f71e1b, which was used to

take control of the wallet.
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Summary

We summarize our findings, including the number of contracts originally flagged, the amount of
Ether at stake, and the amount actually exploited in Table 5.9. The Contracts exploited column
indicates the number of contracts that are flagged exploited and % Contracts exploited is the
percentage of this number with respect to the number of contracts flagged vulnerable. The
Exploited Ether column shows the maximum amount of Ether that could have been exploited
and the next column shows the percentage this amount represents compared to the total amount
at stake. The Total row accounts for contracts flagged with more than one vulnerability only

once.

Overall, we find that the number of contracts exploited is non-negligible, with about 2% to 4%
of vulnerable contracts exploited for 4 of the 6 vulnerabilities covered in our study. However,
it is important to note that the percentage of Ether exploited is an order of magnitude lower,
with at most 0.4% of the Ether at stake exploited for reentrancy. This indicates that exploited

contracts are usually low-value. We will expand on this argument further in Section 5.2.7.

5.2.6 Limitations

In this section, we present the different limitations of our system and describe how we try to

mitigate them.

Soundness vs Completeness. As for most tools such as this one, we are faced with the
trade-off of soundness against completeness. Whenever possible we choose soundness over
completeness — three out of six of our analyses are sound. When we cannot have a sound
analysis, we are careful to only leave out cases which are unlikely to generate many false
negatives. In other words, we try as much as possible to reduce the number of false negatives,
even if this means increasing the number of false positives. Indeed, the main goal of our system
is to provide us with an upper bound of the amount of potentially exploited Ether, which makes
false negatives undesirable. Furthermore, we manually check the high-value contracts flagged

as exploited, which assures us that even if false positives were flagged, they will not have an
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Figure 5.5: Ether held in contracts: describing the distribution.

important influence on the final results. As an example of this trade-off, for reentrancy, we flag
any contract which was called using a re-entrant call and lost funds in the process. However,
in some cases, it could be an expected behaviour and the funds could have been transferred to

an address belonging to the same entity.

Dataset. We only run our tool on the contracts included in our dataset, which means that we
might be missing some exploits which occurred. Indeed, we did not have any contract affected
by the Parity wallet bug nor had we the contract affected by TheDAO hack in the dataset.
However, one of the main goals of this section is to quantify what fraction of vulnerabilities
discovered by analysis tools is exploited in practice and our current approach allows us to do

exactly this.

Other types of attacks. Our tool and analysis do not cover every existing attack on smart
contracts. There are, for example, attacks targeting ERC-20 tokens [REC19], or yet some other
types of DoS attacks, such as wallet griefing [Gre+18]. Furthermore, some detected “exploits”
could be the results of Honeypots [TSS19] but our tool does not cover such cases. Although it
would be interesting to also cover such cases, we had to decide the scope of the tool. Therefore,
we focus on the vulnerabilities which have been the most covered in the literature, which we

hypothesise is representative of how common the vulnerabilities are.
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5.2.7 Discussion

Even considering the limitations of our system, it is clear that the exploitation of smart contracts
is vastly lower than what could be expected. In this section, we present some of the factors we

think might be impacting the actual exploitation of smart contracts.

We believe that a major reason for the difference between the number of vulnerable contracts
reported and the number of contracts exploited is the distribution of Ether among contracts.
Indeed, only about 2,000 out of the 23,327 contracts in our dataset contain Ether, and most
of these contracts have a balance lower than 1 ETH. We show the balance distribution of the
contracts containing Ether in our dataset in Figure 5.5a. Furthermore, the top 10 contracts
hold about 95% of the total Ether. We show the cumulative distribution of Ether within
the contracts containing more than 10 ETH in Figure 5.5b. This shows that, as long as the
top contracts cannot be exploited, the total amount of Ether that is actually at stake will be

nowhere close to the upper bound of “vulnerable” Ether.

To make sure this fact generalizes to the whole Ethereum blockchain and not only our dataset,
we also fetch the balances for all existing contracts. This gives a total of 15,459,193 contracts.
Out of these, we find that only 463,538 contracts have a non-zero balance, which is merely 3%
of all the contracts. Out of the contracts with a non-zero balance, the top 10 contracts account
for 54% of the total amount of Ether, the top 100 for 92% and the top 1000 for 99%. This
shows that our dataset follows the same trend as the Ethereum blockchain in general: a very

small amount of contracts hold most of the wealth.

Manual inspection of high-value contracts. We decide to manually inspect the top 6
contracts — i.e contracts with the highest balances at the time of writing — marked as
vulnerable by any of the tools in our dataset. We focused on the top 6 because it happened
to be the number of contracts which currently hold more than 100,000 ETH. These contracts
hold a total of 1,695,240 ETH, or 83% of the total of 2,037,521 ETH currently held by all the

contracts in our dataset.
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Table 5.10: Top six most valuable contracts flagged as vulnerable by at least one tool.

Address ETH balance Deployed Flagged Vulnerabilities
0xde0b295669a9fd93d5f28d9ec85e40f4cb697bae 649,493 2015-08-08 Oyente: RE
0x7da82c7ab4771f£031b66538d2fbIb0b04A7FEcE9 369,023 2016-11-10 MadMax: LE, Zeus: 10
0x851b7f3ab81bd8df354f0d7640efcd7288553419 189,232 2017-04-18 MadMax: LE
0x07ee55aa48bb72dcc6e9d78256648910de513eca 182,524 2016-08-08 Securify: RE
Oxcafela77e84698c83ca8931f54a755176ef75f2¢ 180,300 2017-06-04 MadMax: LE
Oxbf4ed7b27f1d666546e30d74d50d173d20bca754 124,668 2016-07-16 Securify: TO, UE;

Zeus: LE, 10

Investigation of the contract at

0xde0b295669a9fd93d5f28d9ec85e40f4cb697bae:

The source code for this contract is not available on Etherscan. However, we discovered that
this is the multi-signature wallet of the Ethereum foundation [15] and that its source code is
available on GitHub [17¢]. We inspect the code and find that the only calls taking place require
the sender of the message to be an owner. This by itself is enough to prevent any re-entrant call,
as the malicious contract would have to be an owner, which does not make sense. Furthermore,
although the version of Oyente used in the paper reported the reentrancy, more recent versions
of the tool did not report this vulnerability anymore. Therefore, we safely conclude that the

reentrancy issue was a false alert.

We were able to inspect 4 of the 5 remaining contracts. The contract at address

0x07ee55aa48bb72dcc6e9d78256648910de513eca is the only one for which we were unable to
find any information. The second, third and fifth contracts in the list were also multi-
signature wallets and exploitation would require a majority owner to be malicious. For
example, for Ether to get locked, the owners would have to agree on adding enough ex-
tra owners so that all the loops over the owners result in an out-of-gas exception. The
contract at address 0xbf4ed7b27f1d666546e30d74d50d173d20bca754 is a contract known as
WithDrawDAO [17d]. We did not find any particular issue, but it does use a delegate pattern

which explains the locked Ether vulnerability marked by Zeus.
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Overall, all the contracts from Table 5.10 that we could analyze seemed quite secure and the
vulnerabilities flagged were not exploitable. Although there are some very rare cases that we
present in Section 5.2.8 where contracts with high Ether balances are being stolen, these remain
exceptions. The facts we presented up to now help us confirm that the amount of Ether at risk
on the Ethereum blockchain is nowhere as close as what is claimed [Kal+18; Gre+18]. We now

present a thorough investigation of the high-value contracts.

Investigation of the contract at

0xde0b295669a9£d93d5£28d9ec85e40f4cb697bae:

This contract has been flagged as being vulnerable to reentrancy by Oyente. For a contract to
be a victim of a reentrancy attack, it must CALL another contract, sending it enough gas to
be able to perform the re-entrant call. In Solidity terms, this means that the contract has to
invoke address.call and not explicitly set the gas limit. By looking at the source code [17¢],
we find 2 such instances: one at line 352 in the execute function and another at line 369 in the
confirm function. The execute is protected by the onlyowner modifier, which requires the
caller to be an owner of the wallet. This means that for a re-entrant call to work, the malicious
contract would need to be one of the owners of the wallet in order to work. The confirm
function is protected by the onlymanyowners modifier, which requires at least n owners to
agree on confirming a particular transaction before it is executed, where n is agreed upon at
contract creation time. Furthermore, confirm will only invoke address.call on a transaction

previously created in the execute function.

Investigation of the contract at

0x7da82c7ab4771££031b66538d2fb9b0Ob047£6cL:

This is the contract for the multi-signature wallet of the Golem project [19d] and uses a well-
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known multi-signature implementation. We use the source code available on Etherscan to
perform the audit. This contract is marked with two vulnerabilities, locked Ether by MadMax

and integer overflow by Zeus.

We first focus on the locked Ether which is due to an unbounded mass operation [Gre+18].
An unbounded mass operation is flagged when a loop is bounded by a variable whose value
could increase, for example, the length of an array. This is because if the number of iter-
ations becomes too large the contract would run out of gas every time, which could indeed
result in locked funds. All the loops except two of them are bound by the total number of
owners. As owners can only be added if enough existing owners agree, running out of gas
when looping on the number of owners cannot happen unless the owners agree. The two
other loops are part of the filterTransactions that loops over the total number of transac-
tions. However, this function is only used by two external getters, getPendingTransactions
and getExecutedTransactions and could therefore not result in the Ether getting locked.
In the worst case, these getters could become unusable, which would not be a security is-
sue. Nevertheless, this is indeed an issue that should be fixed, most likely by limiting the
maximum number of transactions that can be retrieved by getPendingTransactions and

getExecutedTransactions.

Next, we look for possible integer overflows. All loops discussed above use an uint as a loop
index. In Solidity, uint is a uint256 which makes it impossible to overflow here, given that
neither the number of owners nor transactions could ever reach such a number. The only other
arithmetic operation performed is owners.length - 1 in the function removeOwner at line
103. This function checks that the owner exists, which means that owners.length will always

be at least 1 and owners.length can therefore never underflow.

Investigation of the contract at

0x851b7£3ab81bd8df354f0d7640efcd7288553419:
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This contract is also a multi-sig wallet, this time owned by Gnosis Ltd.* We use the source
code available on Etherscan to perform the audit. The contract looks very similar to the one
used by 0x7da82c7ab4771f£031b66538d2fb9b0b047£6ct9 and has also been marked by MadMax
as being vulnerable to locked Ether because of unbounded mass operations. Again, we look
at all the loops in the contract and find that as in the previous contract, it loops exclusively
on owners and transactions. As in the previous contract, we assume looping on the owners is
safe and look at the loops over the transactions. This contract has two functions looping over
transactions, getTransactionCount at line 303 and getTransactionIds at line 351. Both
functions are getters which are never called from within the contract. Therefore, no Ether
could ever be locked because of this. Unlike the previous contract, getTransactionIds allows
to set the range of transactions to return, therefore making the function safe to unbounded
mass operations. However, getTransactionCount does loop over all the transactions, and as

before, could therefore become unusable at some point, although it is highly unlikely.

Investigation of the contract at

Oxcafela77e84698c83caB8931£54a755176ef75f2c:

This contract is again a multi-sig wallet, this time owned by the Aragon project®. We also
use the contract published on Etherscan for the audit. It appears that the source code for
this contract is exactly the same as the one of 0x851b7f3ab81bd8df354f0d7640efcd7288553419
except that it is missing a contract called MultiSigWalletWithDailyLimit. This contract
was also flagged as being at risk of unbounded mass operations by MadMax, the conclusions

are therefore exactly the same as for the previous contract.

‘https://gnosis.io/
Shttps://aragon.org/
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Investigation of the contract at

Oxbf4ed7b27£1d666546e30d74d50d173d20bca754:

This contract is the only one which is very different from the previous ones. It is the
WithdrawDAO contract, which has been created for users to get their funds back after TheDAO
incident [SC17]. We use the source code from Etherscan to audit the contract. This contract
has been flagged with several vulnerabilities: Securify flagged it with transaction order depen-
dency and unhandled exception, while Zeus flagged it with locked ether and integer overflow.
The contract has two very short functions: withdraw which allows users to convert their
TheDAO tokens back to Ether, and the trusteeWithdraw which allows sending funds which
cannot be withdrawn by regular users to a trusted address. We first look at the transaction
order dependency. As any user will only ever be able to receive the total amount of tokens he
possesses, the order of the transaction should not be an issue in this contract. We then look
at unhandled exceptions. There is indeed a call to send in the trusteeWithdraw which is
not checked. Although it is not particularly an issue here, as this does not modify any other
state, an error should probably be thrown if the call fails. We then look at locked ether. The
contract is flagged with locked ether because of what Zeus classifies as a “failed send”. This
issue was flagged because if the call to mainDAQ.transferFrom would always revert, then the
call to msg.sender.send would never be reached, indeed preventing from reclaiming funds.
However, in this context, mainDAOQ is a trusted contract and it is, therefore, safe to assume that
mainDAQ.transferFrom will not always fail. Finally, we look at the integer overflow issue.
The only place where an overflow could occur is in trusteeWithdraw at line 23. This could
indeed overflow without some assumptions on the different values. For this particular contract,

the following assumptions are made.

this.balance+mainDAO.balance0f (this)>mainDAO.totalSupply ()

mainDAQ.totalSupply () >mainDAO.balance0f (this)
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As long as these assumptions hold, which was the case when the contract was deployed,
this expression will never overflow. Indeed, if we note ¢ the time before the first call to

trusteeWithdraw and ¢ + 1 the time after the first call, we will have

this.balance;y; = this.balance; - (
this.balance; + mainDAQO.balanceOf (this)
- mainDAO.totalSupply ())

= -mainDAQO.balanceOf (this)+mainDAO.totalSupply ()

which means that every subsequent call will compute the following.

this.balance;y; + mainDAO.balanceOf (this) -

mainDAO.totalSupply ()

-mainDAO.balanceOf (this)+mainDAO.totalSupply )+
mainDAQO.balance0f (this) - mainDAQO.totalSupply ()

=0

This will always result in sending 0 and will therefore not cause any overflow. If some money
is newly received by the contract, the amount received will be transferred the next time

trusteeWithdraw is called.

5.2.8 Related Work

Previous work

There have been a lot of efforts in order to prevent exploits and to make smart contracts more
secure in general. We will here present some of the tools and techniques which have been

presented in the literature and, when relevant, describe how they compare to our work.

Analysis tools can roughly be divided into two categories: static analysis and dynamic analysis

tools. Using the term “static” quite loosely, static analysis tools can be defined as tools which

130



catch bugs or vulnerabilities without the need to deploy the smart contracts. Runtime analysis
tools try to detect these by executing the deployed contracts. Our tool fits into the second

category.

Static analysis tools. Static analysis tools have been the main focus of research. This is
understandable, given how critical it is to avoid vulnerabilities in a deployed contract. Most
of these tools work by analysing either the bytecode or the high-level code of the contract and

checking for known vulnerable patterns in these.

Oyente [Luu+16a] is one of the first tools which has been developed to analyze smart con-
tracts. It uses symbolic execution in combination with the Z3 SMT solver [DBO08] to check
for the following vulnerabilities: transaction ordering dependency, reentrancy and unhandled

exceptions.

ZEUS [Kal+18] is a static analysis tool which works on the Solidity smart contract and not
on the bytecode, making it appropriate to assist development efforts rather than to analyze
deployed contracts, for which Solidity code is typically not available. Zeus transpiles XACML-
styled [SW13] policies to be enforced and the Solidity contract code into LLVM bitcode [LAO04]

and uses constrained Horn clauses [Bjo+12; McMO7] over it to check that the policy is respected.

Securify [Tsa+18] is a static analysis tool which checks the security properties of the EVM
bytecode of smart contracts. The security properties are encoded as patterns written in a
Datalog-like [Ull84] domain-specific language and checked either for compliance or violation.
Securify infers semantic facts from the contract and interprets the security patterns to check
for their violation or compliance by querying the inferred facts. This approach has many
similarities with ours, using Datalog to express vulnerability patterns. The major difference is

that Securify works on the bytecode directly while our tool works on the execution traces.

MadMax [Gre+18] has similarities with Securify, as it also encodes properties of the smart
contract into Datalog, but it focuses on vulnerabilities related to gas. It is the first tool to
detect “unbounded mass operations”, where a loop is bounded by a dynamic property such as

the number of users, causing the contract to always run out of gas passed a certain number
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of users. MadMax is built on top of the decompiler implemented by Vandal [Bre+18] and is

performant enough to analyze all the contracts of the Ethereum blockchain in only 10 hours.

Several other static analysis tools have been developed, some, such as SmartCheck [Tik+18],
being quite generic and handling many classes of vulnerabilities, and others being more domain-
specific, such as Osiris [TS+18] focusing on integer overflows, Maian [Nik+18] focusing on
unrestricted actions or Gasper [Che+17b] focusing on costly gas patterns. More recently,
ETHBMC [FAH20] was designed to also support inter-contract relations, cryptographic hash

functions and memcopy-style operations.

Finally, there have also been some efforts to formally verify smart contracts. [Hirl7] is one
of the first efforts in this direction and defines the EVM using Lem [Mul+14], which allows
generating definitions for theorem provers such as Coq [Bar+97]. [GMS18] presents a complete
small-step semantics of EVM bytecode and formalizes it using the F* proof assistant [Swa+11].
A similar effort is made in [Hil+18] to give an executable formal specification of the EVM using
the K Framework [RS10]. VerX [Per+19] is also a recent work allowing users to write properties

about smart contracts which will be formally verified by the tool.

Dynamic analysis tools. Although dynamic analysis tools have been less studied than their

static counterpart, some work has emerged in recent years.

One of the first works in this line is ContractFuzzer [JLC18]. As its name indicates, it uses
fuzzing to find vulnerabilities in smart contracts and is capable of detecting a wide range of
vulnerabilities such as reentrancy, locked Ether or unhandled exceptions. The tool generates
inputs to the contract and checks using an instrumented EVM whether some vulnerabilities
have been triggered. An important limitation of this fuzzing approach is that it requires the
Application Binary Interface of the contract, which is typically not available for contracts

deployed on the main Ethereum network.

Sereum [Rod+19] focuses on detecting reentrancy exploitation at runtime by integrating checks
in a modified Go Ethereum client. The tool analyzes runtime traces and uses taint analysis to

ensure that no variable accessing the contract storage is used in a re-entrant call. Although
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there are some similarities with our tool, which also analyzes traces at runtime, Sereum focuses
on reentrancy while our tool is more generic, notably because vulnerabilities pattern can easily

be expressed using Datalog, and allows to analyse several more classes of vulnerabilities.

teEther [KR18] also works at runtime but is different from the previous works presented, as it
does not try to protect contracts but rather to actively find an exploit for them. It first analyses
the contract bytecode to look for critical execution paths. Critical paths are execution paths
which may result in lost funds, for example by sending money to an arbitrary address or being
destructed by anyone. To find these paths, it uses an approach close to Oyente [Luu+16a], first

using symbolic execution and then the Z3 SMT solver [DB08] to solve path constraints.

Summary. Static analysis tools are typically designed to detect vulnerable contracts, while
dynamic analysis tools are designed to detect exploitable contracts. The only exception is
Sereum, which detects contracts ezploited using reentrancy. Our work is, to the best of our
knowledge, the first attempt to detect contracts exploited using a wide range of vulnerabilities.
This is mostly orthogonal with other works and can support analysis tool development efforts

by helping to understand what type of exploitation is happening in the wild.

Follow-up work

More related work has been published since the submission of the paper this part of the chapter

is based on. We present some of these here.

TXSPECTOR [Zha+20], which was published soon after the first version of the paper this part
of the chapter is based on, uses a very similar approach to ours to detect reentrancy, unchecked
call and suicidal contracts. They also leverage a Datalog approach to detect vulnerabilities
but first transform the transaction traces into a flow graph rather than adding facts about
traces directly to the Datalog database. While this does add expressiveness, it makes the
analysis significantly more complex, resulting in some analysis timing out on some transactions.
Therefore, we believe that their approach could be complementary to ours and used to eliminate

potential false positives of our approach.
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Agarwal et al. [ATS21] have very similar goals to ours and try to identify malicious activity
in contracts that are likely vulnerable to exploits. They use unsupervised machine learning
techniques, in particular, clustering, to try to identify malicious activity in smart contracts.
Although their approach is very different to ours, the authors confirm that their results were
similar to ours and that only a very small portion of the potentially vulnerable contracts was

exploited.

5.2.9 Conclusion

In this section, we surveyed the 23,327 vulnerable contracts reported by six recent academic
projects. We proposed a Datalog-based formulation for performing analysis over EVM execution
traces and used it to analyze a total of more than 20 million transactions executed by these
contracts. We found that at most 463 out of 23,327 contracts have been subject to exploits but
that at most 8,487 ETH (1.7 million USD), or only 0.27% of the 3 million ETH (6000 million
USD) potentially at risk, was exploited. Finally, we found that a majority of Ether is held by
only a small number of contracts and that the vulnerabilities reported on these are either false

positives or not exploitable in practice, thus providing a reasonable explanation for our results.

5.3 Economic Security: Liquidations in lending proto-

cols

One of the major defences against economic attacks in DeFi protocols is over-collateralization.
Nonetheless, factors such as price volatility may undermine this mechanism. In order to protect
protocols from suffering losses, under-collateralized positions can be liquidated. In this section,
we present the first in-depth empirical analysis of liquidations on protocols for loanable funds
(PLFs). We examine Compound, one of the most widely used PLFs, for a period starting from
its conception to September 2020. We analyze participants’ behaviour and risk appetite, in

particular, to elucidate recent developments in the dynamics of the protocol. Furthermore, we
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assess how this has changed with a modification in Compound’s incentive structure and show
that variations of only 3% in an asset’s dollar price can result in over 10m USD becoming
liquidatable. To further understand the implications of this, we investigate the efficiency of
liquidators. We find that liquidators’ efficiency has improved significantly over time, with
currently over 70% of liquidatable positions being immediately liquidated. Lastly, we provide
a discussion on how a false sense of security fostered by a misconception of the stability of non-

custodial stablecoins, increases the overall liquidation risk faced by Compound participants.

5.3.1 Introduction

As explained earlier in this chapter, Decentralized Finance (DeFi) refers to a peer-to-peer,
permissionless blockchain-based ecosystem that utilizes the integrity of smart contracts for
the advancement and disintermediation of traditional financial primitives. One of the most
prominent DeFi applications on the Ethereum blockchain [Wool4] is protocols for loanable
funds (PLFs) [Gud+20a]. On PLFs, markets for loanable funds are established via smart
contracts that facilitate borrowing and lending [Xu+23b]. In the absence of strong identities
on Ethereum, creditor protection tends to be ensured through over-collateralization, whereby
a borrower must provide collateral worth more than the value of the borrowed amount. In the
case where the value of the collateral-to-borrow ratio drops below some liquidation threshold,
a borrower defaults on his position and the supplied collateral is sold off at a discount to cover
the debt in a process referred to as liguidation. However, little is known about the behaviour
of agents towards liquidation risk on a PLF. Furthermore, despite liquidators playing a critical
role in the DeFi ecosystem, the efficiency with which they liquidate positions has not yet been

thoroughly analyzed.

In this section, we first lay out a framework for quantifying the state of a generic PLF and
its markets over time. We subsequently instantiate this framework to all markets on Com-
pound [LH18], one of the largest PLFs in terms of locked funds. We analyze how liquidation
risk has changed over time, specifically after the launch of Compound’s governance token. Fur-

thermore, we seek to quantify this liquidation risk through a price sensitivity analysis. In a
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discussion, we elaborate on how the interdependence of different DeFi protocols can result in

agent behaviour undermining the assumptions of the protocols’ incentive structures.

Contributions. This section makes the following contributions:

o We present an abstract framework to reason about the state of PLFs.

o We provide an open-source implementation® of the proposed framework for Compound,

one of the largest PLFs in terms of total locked funds.

o We perform an empirical analysis on the historical data for Compound, from May 7, 2019

to September 6, 2020 and make the following observations:
1. despite increases in the number of suppliers and borrowers, the total funds locked
are mostly accounted for by a small subset of participants;

2. the introduction of Compound’s governance token had protocol-wide implications as
liquidation risk increased as a consequence of the higher risk-seeking behaviour of

participants;

3. liquidators became significantly more efficient over time, liquidating over 70% of

liquidatable positions instantly.

» Using our findings, we demonstrate how interactions between protocols’ incentive struc-

tures can directly result in unexpected risks to participants.

5.3.2 Background

In this section, we introduce preliminary concepts about DeF'i and its primitives necessary to

the understanding of the rest of the chapter.

Shttps://github.com/backdfund/analyzer
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Decentralised Finance

One of the major applications of blockchain systems, and Ethereum in particular is decentralized
finance, often referred to as DeFi. DeFi is the development of financial systems on top of

blockchains using smart contracts. DeFi systems have several major characteristics:

Non-custodial Users of DeF'i systems should have control over their funds at all time
Permisionless DeFi systems should be available to everyone

Openly auditable Anyone has the ability to verify the state of a DeFi system at any point
in time

Composable DeFi systems can be freely composed to interact with one another.

There are several primitive, in the form of smart contracts, that are often used when building

DeFi systems.

Oracles

An oracle is a mechanism for importing off-chain data into the blockchain virtual machine so
that it is readable by smart contracts. This includes off-chain asset prices, such as ETH/USD,
as well as off-chain information needed to verify outcomes of prediction markets. Oracles are

relied upon by various DeFi protocols (e.g. [LH19; AAV20b; Mak; Syn20; PK15; LH19]).

Oracle mechanisms differ by design and their risks, as discussed in [Kla+20; LS20]. A cen-
tralized oracle requires trust in the data provider and bears the risk that the provider behaves
dishonestly should the reward from supplying manipulated data be more profitable than from
behaving honestly. Decentralized oracles offer an alternative. As the correctness of off-chain
data is not verifiable on-chain, decentralized oracles ten d to rely on incentives for accurate and

honest reporting of off-chain data. However, they come with their own shortcomings.
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Stablecoins

An alternative to volatile cryptoassets is given by stablecoins, which are priced against a peg
and can be either custodial or non-custodial. For custodial stablecoins (e.g. USDC [Cir20]),
tokens represent a claim of some off-chain reserve asset, such as fiat currency, which has been
entrusted to a custodian. Non-custodial stablecoins (e.g. DAI [Mak]) seek to establish price
stability via economic mechanisms specified by smart contracts. For a thorough discussion on

stablecoin design, we direct the reader to [Kla+20].

Over-collateralization as Security

Collateralization is one of the primary devices to ensure economic security in a protocol. In
general, collateral serves as a potential repercussion against misbehaving agents [Har+19] and
allows creating protocols such as stablecoins, loanable funds, or decentralized cross-chain pro-
tocols. As asset prices evolve over time, these systems generally allow automated deleveraging:
if an agent’s level of collateralization (value of collateral / value of borrowing) falls below a
protocol-defined threshold, an arbitrager in the system can reduce the agent’s borrowing expo-
sure in return for a portion of their collateral at a discounted valuation. This aims to keep the

system fully collateralized.

Overcollateralization is not without risks, however. For instance, as explored in [Gud+20b;
Kao+20b], times of financial crisis (wherein there are persistent negative shocks to collateral
asset prices) can result in thin, illiquid markets, in which loans may become under-collateralized
despite an automated deleveraging process. In such settings, it can become unprofitable for
liquidators, a type of keeper, to initiate liquidations. Should this occur, rational agents will

leave their debt unpaid as that results in a greater payoft.
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5.3.3 Protocols for Loanable Funds (PLF)

In this section, we introduce several concepts of Protocols for Loanable Funds (PLFs) necessary

for understanding how liquidations function in DeFi on Ethereum.

Supplying and borrowing in DeFi

In DeFi, asset supplying and borrowing is achieved via so-called protocols for loanable funds
(PLFs) [Gud+20a], where smart contracts act as trustless intermediaries of loanable funds
between suppliers and borrowers in markets of different assets. Unlike traditional peer-to-peer
lending, deposits are pooled and instantly available to borrowers. On a DeFi protocol, the
aggregate of tokens that the PLF smart contracts hold, which equals the difference between

supplied funds and borrowed funds, is termed locked funds [23a].

Interest model

Borrowers are charged interest on the debt at a floating rate determined by a market’s un-
derlying interest rate model. A small fraction of the paid interest is allocated to a pool of
reserves, which is set aside in case of market illiquidity, while the remainder is paid out to
suppliers of loanable funds. Interest in a given market is generally accrued through market-
specific, interest-bearing derivative tokens that appreciate against the underlying asset over
time. Hence, a supplier of funds receives derivative tokens in exchange for supplied liquidity,
representing his share in the total value of the liquidity pool for the underlying asset. The most
prominent PLFs are Compound [Com19b] and Aave [AAV20a], with 2.01bn USD and 5.49bn

USD in total funds locked respectively, at the time of writing [23a)].

Collateralization

Given the pseudonymity of agents in Ethereum, borrow positions need to be overcollateralized

to reduce the default risk. Thereby, the borrower of an asset is required to supply collateral,
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where the total value of the supplied collateral exceeds the total value of the borrowed asset.
Each asset is associated with a collateralization ratio, namely the minimum collateral-to-borrow
ratio when the asset is used to collateralise a new borrow position. For example, in order to
borrow 100 USD worth of DAI with ETH as collateral at a collateralization ratio of 125%, a
borrower would have to lock 125 USD worth of ETH to collateralise the borrow position. Thus,
the protocol limits monetary risk from defaulted borrow positions, as the underlying collateral
of a defaulted position can be sold off to recover the debt. The inverse of the collateralization
ratio is referred to as the collateral factor, which is the amount of a deposit that may be used
as collateral. For example, if the collateralization ratio on a PLF for the market of DAT is 125%,
the collateral factor would be 0.8, implying that for each $1 deposit of DAI, the supplier may

borrow $0.8 worth of some other asset.

Liquidation

The process of selling a borrower’s collateral to recover the debt value upon default is referred
to as liquidation. A borrow position can be liquidated once the value of the collateral falls
below some pre-determined liquidation threshold, i.e. the minimum acceptable collateral-to-
borrow ratio. Any network participant may liquidate these positions by paying the debt asset
to acquire the underlying collateral at a discount. Hence, liquidators are incentivised to actively
monitor others’ collateral-to-borrow ratios. Note that in practice, the amount of liquidatable

collateral that a single liquidator can purchase may be capped.

Leveraging

In finance, leverage refers to borrowed funds being used as the funding source for additional,
typically more risky capital. In DeFi, leverage is the fundamental component of PLFs, as a
borrower is required to first take up the role of a supplier and deposit funds which are to be
used as leverage for his borrow positions, as we have just seen. The typical aim of leveraging is
to generate higher returns through increased exposure to a particular investment. For example,

a borrower wanting to gain increased exposure to ETH may:
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1. Supply ETH on a PLF.
2. Leverage the deposited ETH to borrow DAT.
3. Sell the purchased DAT for ETH.

4. Repeat steps 1 to 3 as desired.

This behaviour essentially enables users to construct so-called leveraging spirals, whereby a user
repeatedly re-supplies borrowed funds in order to get increased exposure to some crypto assets.
However, increased exposure comes at the cost of higher downside risk, i.e., the risk of the value

of the leveraged asset or borrowed asset decreasing due to changing market conditions.

Use Cases of PLFs

We present the different incentives” an agent may have for borrowing from and/or supplying

to a PLF:

Interest Suppliers of funds are incentivised by interests accruing on a per-block basis.

Leveraged long position To take on a long position of an asset refers to purchasing an asset
with the expectation that it will appreciate in value. These positions can be taken on a

PLF by leveraging the asset on which the long position shall be taken.

Leveraged short position A short position refers to borrowing funds from an asset, which
one believes will depreciate. Consequently, the taker of a short position sells the borrowed
asset, only to repurchase it and pay back the borrower once the price has fallen while
profiting from the price change of the shorted asset. This can be achieved by taking on a

leveraged borrow position of a stablecoin, where the locked collateral is the asset to short.

Liquidity mining As a means to attract liquidity, PLFs may distribute governance tokens to

their liquidity providers. The way these tokens are distributed depends on the PLF. For

"Note that leverage on a PLF in DeFi may in part be motivated by tax benefits, as certain jurisdictions
may not tax capital gains on borrowed funds. However, a detailed analysis of this lies outside the scope of this
section.
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instance, on Compound, the governance token COMP® is distributed among users across
markets proportionally to the total dollar value of funds borrowed and supplied. This
directly incentivises users to mine liquidity in a market through leveraging in order to
receive a larger share of governance tokens. For example, a supplier of funds in market A
can borrow against his position additional funds of A, at the cost of paying the difference
between the earned and paid interest. The incentive for pursuing this behaviour exists if

the reward (i.e. the governance token) exceeds the cost of borrowing.

Token utility An agent may be able to obtain a token from a PLF which has some desired
utility. For example, in the case of governance tokens, the desired token utility could be

the right to participate in protocol governance or a claim on protocol earnings.

5.3.4 Methodology

In this section, we describe our methodology for the different analyses we perform about lever-
aging in PLFs. To be able to quantify the extent of leveraged positions over time, we first
introduce a state transition framework for tracking the supply and borrow positions across all
markets on a given PLF. We then describe how we instantiate this framework on the Compound

protocol using on-chain events data.

Definitions

Throughout the section, we use the following definitions in the context of PLFs:

Market A smart contract acting as the intermediary of loanable funds for a particular crypto

asset, where users supply and borrow funds.

Supply Funds deposited to a market that can be loaned out to other users and used as col-

lateral against depositors’ borrow positions.

Borrow Funds loaned out to users of a market.

8Contract address: 0xc00e94cb662c3520282e6f5717214004a7126888
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Collateral Funds available to back a user’s aggregate borrow positions.

Locked funds Funds remaining in the PLF smart contracts, equal to the difference between

supplied and borrowed funds.

Supplier A user who deposits funds to a market.

Borrower A user who borrows funds from a market. Since a borrow position must be collat-

eralized by deposited funds, a borrower must also be a supplier.

Liquidator A user who purchases a borrower’s supply in a market when the borrower’s

collateral-to-borrow ratio falls below some threshold.

States on a PLF

In this section, we provide a formal definition of the state of a PLF. We denote 3, as the global
state of a PLF at time t. For brevity, in the following definitions, we assume that all the values

are at a given time t. We define the global state of the PLF as

B =WMTPA)

where M is the set of states of individual markets, I' is the price the Oracle used, P is the
set of states of individual participants and A € (0, 1) is the close factor of the protocol, which

specifies the upper bound on the amount of collateral a liquidator may purchase.

We define the state of an individual market m € M as

m = (I,B,S,C)

where Z is the market’s interest rate model, B is the total borrows, § is the total supply of

deposits, and C is the collateral factor.

P™ is the state of all participants in market m and the positions of a participant P in this
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market is defined as

where B™ and S™ are respectively the total borrow positions and total supplied deposits of a

market participant in market m.

For a given market m, the total deposits supplied 8™ is thus given by:

St= Y sm (5.1)

pmepm
Similarly, the market’s total borrows B™ is given by:
B"= Y B" (5.2)

pmepm

The state of a participant P is liquidatable if the following holds:

Sem{ 87 C+Z(S™)] - T(m) - K}

et { (B +Z(B™)] - T(m) |

<1 (5.3)

where T'(m) returns the price of the underlying asset denominated in a predefined numéraire
(e.g. USD), Z(S™) returns the interest earned with supply S™, Z(B™) returns the interest
accrued with borrow B™, and K™ < 1 denotes the liquidation threshold of market m. In
Compound, liquidation threshold K™ is set to be constant at 100% protocol-wide, whereas
with other protocols such as Aave, K™ is specific to the collateral asset from market m, and

can be dynamically adjusted when the risk level of the asset changes.

The transition from a state of a market m from time ¢ to ¢t + 1 is given by some state transition

o, such that m; = my4 1.
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Leveraging Spirals on a PLF

Here we examine the workings of leveraging in DeFi using a PLF. We assume a speculator
on some volatile asset B, holds initial capital o in B. In order to increase his exposure to
B, the speculator may borrow a stable asset A against his a on a PLF at a collateralization
ratio 6 > 1. For simplicity, we shall assume in this illustrative example that a speculator
will leverage his position on the same PLF. Note that the cost of borrowing is given by some
floating interest rate ~ for the specific asset market. In return for his collateral, the borrower
receives § in the volatile asset B. As the debt is denominated in units of a stable asset (e.g.
DAI), the borrower has an upper limit on his net debt, remaining unaffected by any volatility
in the value of asset A. In order to leverage his position, the debt denominated in A may be
used to buy” additional units of asset B, which can subsequently be used to collateralise a new
borrow position. This process is illustrated in Figure 5.6 and can be repeated numerous times,

by which the total exposure to asset A, the underlying collateral to the total debt in asset A,

increases at a decaying rate.

The total collateral C a borrower must post through a borrow position with a leverage factor k,

a

a collateralization ratio ¢ and an initial capital amount a can be expressed as Zfzo 7. Hence,

the total debt II for the corresponding borrow position is:
P
IT= (Z 52.) (1+4+7) (5.4)
i=1

where v is the interest rate. Note that Equation (5.4) assumes a borrower uses the same
collateralization ratio ¢ for his positions, as well as that all debt is taken out for the same asset

on the same PLF and hence the floating interest rate is shared across all borrow positions.

9In practice this may be done via automated market makers [Xu+23c] (e.g. Uniswap [Uni20]) or via
decentralized exchanges [dYd19].
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Figure 5.6: The steps of leveraging using a PLF. 1. Initial capital ap in asset B is deposited as
collateral to borrow asset A. 2. Interest accrues over the debt of the borrow position for asset B. 3.
The borrowed asset A is sold for asset B on the open market. 4. The newly purchased units of asset
B are locked as collateral for a new borrow position of asset A.

States and the Compound PLF

For our analysis, we apply our state transition framework to the Compound PLF. Therefore,

we briefly present the workings of Compound in the context of our framework.

State Transitions. We initiate state transitions via events emitted from the Compound
protocol smart contracts. We provide an overview of the state variables affected by Compound

events in Table 5.11.

Funds Supplied. Every market on Compound has an associated “cToken", a token that
continuously appreciates against the underlying asset as interest accrues. For every deposit
in a market, a newly-minted amount of the market’s associated cToken is transferred to the
depositor. Therefore, rather than tracking the total amount of the underlying asset supplied,
we account for the total deposits of an asset supplied by a market participant in the market’s

cTokens. Likewise, we account for the total supply of deposits in the market in cTokens.

Funds Borrowed. A borrower on Compound must use cTokens as collateral for his borrow

position. The borrowing capacity equals the current value of the supply multiplied by the
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Table 5.11: The events emitted by the Compound protocol smart contracts used for initiating state
transitions and the states affected by each event.

Event Description State variables affected

Borrow A new borrow position is created. B

Mint cTokens are minted for new de- S
posits.

RepayBorrow A borrow position is partially/fully B
repaid.

LiquidateBorrow A borrow position is liquidated. B,S

Redeem cTokens are used to redeem deposits S
of the underlying asset.

NewCollateralFactor The collateral factor for the associ- C
ated market is updated.

Accruelnterest Interest has accrued for the associ- B
ated market and its borrow index is
updated.

NewInterestRateModel The interest rate model for the as- zT
sociated market is updated.

NewInterestParams The parameters of the interest rate T
model for the associated market are
updated.

NewCloseFactor The close factor is updated. A

collateral factor for the asset. For example, given an exchange rate of 1 DAT = 50 cDAI, a
collateral factor of 0.75 for DAT and a price of 1 DAT = 1 USD, a holder of 500 cDAI (10
DAI) would be permitted to borrow up to 7.5 USD worth of some other asset on Compound.
Therefore, as funds are borrowed, an individual’s total borrow position, as well as the respective

market’s total borrows are updated.

Interest. The accrual of interest is tracked per market via a borrow index, which corresponds
to the total interest accrued in the market. The borrow index of a market is also used to
determine and update the total debt of a borrower in the respective market. When funds
are borrowed, the current borrow index for the market is stored with the borrow position.
When additional funds are borrowed or repaid, the latest borrow index is used to compute the

difference of accrued interest since the last borrow and added to the total debt.

Liquidation. A borrower on Compound is eligible for liquidation should his total supply of
collateral, i.e. the value of the sum of the borrower’s chosen holdings per market, weighted

by each market’s collateral factor, be less than the value of the borrower’s aggregate debt

147



—— Borrowers 2.000.0M4 —— Total borrowed
—— Suppliers —— Total supply
%’ 15,0001 —— Total locked
3 —~1,500.0M 1
[} o
(V) (%]
10,000 2
(o] -
5 € 1,000.0M{
Q o
€ 5,0001 g
= 500.0M
° P
o S P PSP 0-0M1 - ‘ ‘ ‘ -
I I S S P P R e ) Ju Oct Jan Apr Ju
DT AT AT AT DT AT AR DT AP 2020
Date Date
(a) Number of suppliers and borrowers. (b) Amount of funds supplied, borrowed and locked.

Figure 5.7: Number of active accounts and amount of funds on Compound over time.

Table 5.12: Monitored contracts

Name Address

cBAT 0x6c8c6b02e7b2be14d4£ab6022dfd6d75921d90e4de
cDAI 0x5d3ab36e4d6dbd6114cclead35777bab948e3643
cETH 0x4ddc2d193948926d02f9b1fe9e1daal0718270ed5
cREP 0x158079ee67fce2f58472a96584a73c7ab9ac95cl
cSAI 0xf5dceb7282a584d2746faf1593d3121fcacdd4ddc
cUSDC 0x39aa39c021dfbae8fac545936693ac917d5e7563
cUSDT 0x£650c3d88d12db855b8bf7d11bebcb5ba4e07dcc9
cWBTC 0xc11b1268c1a384e55c48c2391d8d480264a3a7f4
cZRX 0xb3319f5d18bc0d84dd1b4825dcdebdbf7266d4407
Comptroller 0x3d9819210a31b4961b30ef54be2aed79b9c9cd3b

Open Oracle Price Data 0x02557a5e05defeffd4cae6d83eal3d173b272c904
Uniswap Anchored View 0x9b8eb8b3d6e2e0db36f41455185fef7049a35cae

(Equation (5.3)). The maximum amount of debt a liquidator may pay back in exchange for

collateral is specified by the close factor of a market.

5.3.5 Analysis

In this section, we present the results of the analysis performed with the framework outlined
in Section 5.3.4. We analyze data from the Compound protocol [LH18] over a period ranging
from May 7, 2019—when the first Compound markets were deployed on the Ethereum main

network—to September 6, 2020. In Table 5.12, we provide a list of contracts we monitored in
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Table 5.13: Top 10 suppliers and borrowers. Amounts are expressed in their USD equivalent.
Addresses marked with v are smart contract addresses, among which the one with the most supplied
funds is a Curve pool address that aggregates funds from multiple parties.

(a) Top 10 users with the largest amount of funds supplied

Address Amount Description
0x554bd2947df1c8d8d38897bdc92b3b97692b2845 342,128,032
0xa2b47e3d5c44877cca798226b7b8118f9bfb7ab6 v 40,284,236 Curve pool
0x04b0b0e460c9fc583d9c93bc9ae25b353390645e v 34,908,472 Instadapp smart wallet
0x25599dcbd434af9a17d52444f71c92987fa97cfc 34,530,570
0x58485ea7106891bdd94c37ced30c6fdbc5293b16 v 32,686,029 Multisig wallet
0x909p443761bbd7fbb876ecde71a37e1433f6af6f 29,308,425
Oxeab1f3052753ea2c6a1c208583ad9b0394ed2f28 v~ 28,854,366 DeFi Saver smart wallet
0x32b2d4ec46d76fc6dabfe958fb0e0bd8db740c84 27,928,637
0Oxedcc13d25e23032b61d30¢c298334£92d7c0ba84e 27,709,153
0x6d2af065ccb60c0f7e8ec5907c961c42a3447127 25,559,037

(b) Top 10 users with the largest amount of funds borrowed

Address Amount Description
0x554bd2947df1c8d8d38897bdc92b3b97692b2845 247,143,532
0x25599dcbd434af9a17d52444f71c92987fa97cfc 22,085,613
0x909b443761bbd7fbb876ecde71a37e1433f6af6f 21,030,095
0x58485ea7106891bdd94c37ced30c6fdbc5293b16 v 20,149,687 Multisig wallet
0x32b2d4ec46d76fc6dabfe958fb0e0bd8db740c84 18,900,729
0xeab1£3052753ea2c6a1c208583ad9b0394ed2f28 v 18,248,324 DeFi Saver smart wallet
0Oxedcc13d25e23032b61d30¢c298334£92d7c0ba84e 17,643,172
0x6d2af065ccb60c0f7e8ec5907c961c42a3447127 12,015,576
0x79dbd1baf124edd4205b2abab56c29bf3914c8ed0 11,632,820
0x0c8a8dd439069690a5722d5fbb18359a68e279f 1 10,009,553

our analysis. When analysing a single market, we choose the market for DAT, as it is the largest

by an order of magnitude.

Borrowers and Suppliers

We first examine the total number of borrowers and suppliers on Compound by considering any
Ethereum account that, at any time within the observation period, either exhibited a non-zero
c¢Token balance or borrowed funds for any Compound market. The change in the number of

borrowers and suppliers over time is displayed in Figure 5.7a.

We see that the total number of suppliers always exceeds the total number of borrowers. This
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Figure 5.8: Cumulative distribution of funds in USD. Accounts are sorted from least to most wealthy
and bucketed in bins of 10, i.e. a single bar represents the sum of 10 accounts.

is because on Compound, one can only borrow against funds he supplied as collateral, which
automatically makes the borrower also a supplier. Interestingly, the number of suppliers has
increased relative to the number of borrowers over time. There is a notable sudden jump in

both the number of suppliers and borrowers in June 2020.

In terms of total deposits, a very similar trend is observable in Figure 5.7b, which shows that at
the same time, the total supplied deposits increased, while the total borrows followed shortly
after. Furthermore, the total funds borrowed exceeded the total funds locked for the first time
in July 2020 and remained so until the end of the examined period. We discuss the reasons

behind this in the next part of this section.

Despite the similarly increasing trend for the number of suppliers/borrowers and amount of
supplied /borrowed funds, we can see in Figure 5.8 that the majority of funds are borrowed and
supplied only by a small number of accounts. For instance, for the suppliers in Figure 5.8a, the
top user and top 10 users supply 27.4% and 49% of total funds, respectively. For the borrowers
shown in Figure 5.8b, the top user accounts for 37.1%, while the top 10 users account for 59.9%
of total borrows. While one could think that this concentration comes from the fact that top
accounts are pools receiving money from several participants, only one of the top 10 suppliers
and none of the top 10 borrowers fit in this category. In Table 5.13, we show the top 10 suppliers

and borrowers in terms of the total amount borrowed and supplied expressed in USD. We mark
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the addresses that are smart contracts. Among those contracts, the one with the most supplied
funds, oxaovaresdscaasrccarosaoevrostisteptbrass, is the address of a Curve [20] pool that has funds
coming from several independent parties. No other address among top suppliers and borrowers

is a pool address.

Leveraging Spirals

As we have seen in Section 5.3.3, in PLFs, leveraging can be used either to gain more exposure
to a particular currency or to gain some incentive provided by the protocol. To understand
how leveraging can affect the total amounts borrowed and supplied on Compound, we use
the methodology we defined in Section 5.3.4 to measure the existence of leveraging spirals on

Compound.

We find that the top supplier deposited a total of 342 million USD and borrowed 247 million.
However, after the inspection of leveraging spirals, we find that the user has provided only 16%
of the funds, while the rest of the minted funds have been part of leveraging spirals, which

means that the user provided a total of roughly 55 million USD to the protocol.

In total, we find a total of 2,141 accounts using this leveraging spiral technique for a total of

over 600 million USD, or roughly half of the total amount of funds supplied to the protocol.

The COMP Governance Token

The sudden jumps exhibited in Figure 5.7a and Figure 5.7b can be explained by the launch
of Compound’s governance token, COMP, on June 15, 2020. The COMP governance token allows
holders to participate in voting, create proposals, as well as delegate voting rights. In order
to empower Compound stakeholders, new COMP is minted every block and distributed among

borrowers and suppliers in each market.

Initially, COMP was allocated proportionally to the accrued interest per market. However, the

COMP distribution model was modified via a governance vote on July 2, 2020, such that the
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Figure 5.9: Collateral locked over time, showing how close the amounts are from being liquidated.
Positions can be liquidated when the ratio drops below 100%.

borrowing interest rate was removed as a weighting mechanism in favour of distributing COMP per
market on a borrowing demand basis, i.e. per USD borrowed. The distributed COMP per market
is shared equally between a market’s borrowers and suppliers, who receive COMP proportionally
to their borrowed and supplied amounts, respectively. Hence, a Compound user is incentivized
to increase his borrow position as long as the borrowing cost does not exceed the value of his
COMP earnings. This presumably explains the drop in the degree of collateralization, as the
total amount locked is seen surpassed by the total borrows after the COMP launch (Figure 5.7b),

leading to elevated liquidation risk of borrow positions.

Liquidation Risk

Given the high increase in the number of total funds borrowed and supplied, as well as the
decrease in liquidity relative to total borrows, we seek to identify and quantify any changes in
liquidation risk on Compound since the launch of COMP. Figure 5.9 shows the total USD value of
collateral on Compound and how close collateral amounts are to liquidation. In addition to the
substantial increase in the total value of collateral on Compound since the launch of COMP, the

risk-seeking behaviour of users has also changed. This can be seen by examining collateral-to-
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Figure 5.10: Sensitivity analysis of the liquidatable collateral amount given DAI price movement
relative to its peg USD. COMP launch date is marked by the dashed vertical line.

borrow ratios, where since the beginning of July, 2020, a total of approximately 350m to 600m
USD worth of collateral has been within a 5% price range of becoming liquidatable. However,
it should be noted that the likelihood of the amount of this collateral becoming liquidatable

highly depends on the price volatility of the collateral asset.

In order to examine how liquidation risk differs across markets, we measure for the largest
market on Compound, namely DAI, the sensitivity of collateral becoming liquidatable given a
decrease in the price of DAI. Figure 5.10 shows the amount of aggregate collateral liquidatable
at the historic price, as well as at a 3% and 5% decrease relative to the historic price for DAT.
We mark the date on which the COMP governance token launched with a dashed line. It can be
seen that since the launch of COMP, 3% and 5% price decreases of DAT relative to its peg USD
would have resulted in a substantially higher amount of liquidatable collateral. In particular,

a 3% decrease would have turned collateral worth in excess of 10 million USD liquidatable.
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Figure 5.11: Amount (in USD) of liquidated collateral from May 2019 to August 2020.

Liquidations and Liquidators

In order to better understand the implications of the increased liquidation risk since the launch
of COMP, we examine historical liquidations on Compound and subsequently measure the effi-

ciency of liquidators.

Historical Liquidations. The increased risk-seeking behaviour suggested by the low
collateral-to-borrow ratios presented in the previous section are in accordance with the trend
of rising amount of liquidated collateral since the introduction of COMP. The total value of
collateral liquidated on Compound over time is shown in Figure 5.11. It can be seen that the
majority of this collateral was liquidated on a few occasions, perhaps most notably on Black
Thursday (March 12, 2020), July 29, 2020 (DAI deviating from its peg significantly), and in

early September 2020 (ETH price drop).

Liquidation Efficiency. We measure the efficiency of liquidators as the number of blocks
elapsed since a borrow position has become liquidatable and the position actually being lig-
uidated. The overall historical efficiency of liquidators is shown as a cumulative distribution

function in Figure 5.12, from which it can be seen that approximately 60% of the total liqui-
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Figure 5.12: Number of blocks elapsed from the time a position can be liquidated to actual liquidation
on Compound from May 7, 2019 to September 6, 2020, shown as a CDF.

dated collateral (35 million USD) was liquidated within the same block as it became liquidat-
able, suggesting that the majority of liquidations occur via bots in a highly efficient fashion.
After 2 blocks have elapsed (on average half a minute), 85% of liquidatable collateral has been

liquidated, and after 16 blocks this value amounts to 95%.

It is worth noting that liquidation efficiency has been skewed by the more recent liquidation
activities which were of a much larger scale than when the protocol was first launched. Specifi-
cally, in 2019, only about 26% of the liquidations occurred in the block during which the position
became liquidatable, compared to 70% in 2020. This resulted in some lost opportunities for lig-
uidators as shown in Figure 5.10. The account 0xd062eeb318295a09d4262135ef0092979552afe6,
for instance, had more than 3,000,000 USD worth of ETH as collateral exposed at block 8,796,900
for the duration of a single block: the account was roughly 20 USD shy of the liquidation thresh-
old but eventually escaped liquidation. If a liquidator had captured this opportunity, he could
have bought half of this collateral (given the close factor of 0.5), at a 10% discount, resulting in
a profit of 150,000 USD for a single transaction. It is clear that with such stakes, participants
were incentivized to improve liquidation techniques, resulting in a high level of liquidation speed

and scale.
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Summary

In this section, we have analysed the Compound protocol with a focus on liquidations. We
have found that despite the increase in the number of suppliers and borrowers over time, the
total amount of funds supplied and borrowed remained extremely concentrated among a small

set of participants.

We have also seen that the introduction of the COMP governance token has changed how users
interact with the protocol and the amount of risk that they are willing to take. Users now
borrow vastly more than before, with the total amount borrowed surpassing the total amount
locked. Due to excessive borrowing without a sufficiently safe amount of supplied funds, borrow
positions now face a higher liquidation risk, such that a crash of 3% in the price of DAI could

result in an aggregate liquidation value of over 10 million USD.

Finally, we have shown that the liquidators have become more efficient with time, and are

currently able to capture a majority of the liquidatable funds instantly.

5.3.6 Discussion

In this section, we enumerate several points that we deem important for the future development
of PLFs and DeFi protocols. We first discuss the influence of governance tokens, by intention
or not, on how users behave within a protocol. Subsequently, we discuss potential risks that
lie in the use of governance tokens, and the contagion effect that user behaviour in a protocol
can have on another protocol. Finally, we discuss how miner-extractable value [Dai+20] can

potentially affect liquidation incentives in such protocols.

Governance Token Influence

As analysed in Section 5.3.5, the distribution of the COMP token has vastly changed the Com-
pound landscape and user behaviour. Until the introduction of the token, borrowing was costly

due to the payable interest, which implies a negative cash flow for the borrower. Therefore, a
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borrower would only borrow if he could justify this negative cash flow with some application
external to Compound. With the introduction of this token, borrowing could yield a positive
cash flow due to the monetary value of the governance token. This creates a situation where
both suppliers and borrowers end up with a positive cash flow, inducing users to maximize
both their supply and borrow. This model is, however, only sustainable when the price of the
COMP token remains sufficiently high to keep this cash flow positive for borrowers. This directly
results in users taking increasingly higher risks in an attempt to gain larger monetary rewards,

with liquidators ultimately profiting more from their operations.

Governance Token Risks

The increased use of governance tokens across DeF1i protocols (e.g. YFI on Yearn Finance, AAVE
on Aave, UNTI on Uniswap) can be seen as a promising step towards achieving a higher degree
of decentralization in terms of protocol governance. However, despite the increased usage of
governance tokens, to the best of our knowledge, there is still a dearth of academic research
examining the different governance models and specifically the relation between their security
assumptions and the employed governance token. For instance, the option to aggregate gov-
ernance tokens via flash loans [Wan+20] can pose a significant security risk to DeFi protocols
should an attacker attempt to propose and execute malicious protocol updates. Furthermore,
even in the case of flash loan-resistant governance models, the relationship between the finan-
cial value of a protocol’s governance token and the economically secure regions of the protocol
remains unexamined and serves as a further risk that designers of governance models have to
take into account. Despite the existence of protective mechanisms against governance attacks
on some protocols (e.g. multi-sig approvals or selected “guardians” that can halt the gover-
nance process), it remains questionable which of such mechanisms are indeed desirable from a

decentralized governance perspective and whether there might be more suitable alternatives.
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Contagion Effects

This behaviour also indirectly affected other protocols, in particular DAT. The price of DAT is
aimed to be pegged to 1 USD resting on an arbitrage mechanism, whereby token holders are
incentivized to buy or sell DAT as soon as the price moves below or above 1 USD, respectively.
However, a rational user seeking to maximize profit will not sell his DAT if holding it somewhere
else would yield higher profits. This was precisely what was happening with Compound, whose
users locking their DAT received higher yields in the form of COMP, than from selling DAT at a
premium, thereby resulting in upward price pressure [Cyr20]. Interestingly, DAT deviating from
its peg also has a negative effect on Compound users. Indeed, as we saw in Section 5.3.5, many
Compound users might have been overconfident about the price stability of DAT and thus only
collateralise marginally above the threshold when they borrow DAI. This has resulted in large

amounts being liquidated due to the actual, higher extent of the volatility in the DAT price.

Miner-Extractable Value

In the context of PLFs, liquidations can be seen as miner-extractable value. Indeed, it is easy
for the miner to check whether a position is liquidatable or not after each processed transaction
and to add a transaction to liquidate the position immediately after the transaction making it
liquidatable. In our analysis of the Compound protocol, we have not found any sign of miners
participating in liquidations, directly or indirectly. In Table 5.14, we show the 10 miners who
mined the most blocks containing at least one liquidation. For each miner, we show the 5
liquidators who liquidated the most positions in blocks mined by the given miner. Overall,
we see that for every miner, the liquidations are spread relatively evenly across the different
liquidators. Although we only show the top 10 miners for space constraints, we noted that this
was the case for all miners in our dataset. Although we found no correlation between miners
and liquidators, this is a real risk that could make the role of liquidators, which is essential for

protocol security, less interesting for those who are not collaborating with miners.
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Table 5.14: Top 10 miners per number of blocks containing at least a liquidation event mined and
top 5 liquidators for each miner per number of liquidations

Miner Blocks Liquidators Liquidations
count count

0x6a0c50788E462f322959A2458687096994d66316 144

0x8c863333c2E92f02e01F7A3c6d131E4d59£78990 114

0x5A0b54D5dc17e0AadC383d2db43B0a0D3E029c4c 1281 0x0c31b6605686aa26df47eb45AF0e4aab6639A5£d6 91
0xb00bab778cF84100da676101e011B3d229458270 76

0x268al1b7ECC1fE1FaBleE32a7e61e3b7810BAD4ab 70

0x6a0c50788E4621322959A2458687096994d66316 88

0xb00ba6778cF84100da676101e011B3d229458270 75

O0xEA674fdDe714£d979de3EdFOF56AA9716B898ec8 969 0x8c863333c2E92f02e01F7A3c6d131E4d59£78990 70
0x0c31b6605686aa26df47eb45AF0e4aa6639A5£d6 52

0x268al1b7ECC1fE1FaBleE32a7e61e3b7810BAD4ab 50

0x6a0c50788E462f322959A2458687096994d66316 31

0x8c863333c2E92f02e01F7A3c6d131E4d59£78990 26

0x829BD824B016326A401d083B33D092293333A830 310 0x402a75f3500CA1FbA17741Ec916F07a0c9DB195D 23
0xb00ba6778cF84100da676101e011B3d229458270 18

0x029720A9b3CE72£3e1D9CT79257E1F19AfE20b6c9 17

0x6a0cb0788E4621322959A2458687096994d66316 22

0x10aab4BOEF76AA2AC9b5909e671517a1171BO50E 21

0x52bc44d5378309EE2abF1539BF71dE1b7d7bE3b5 257  0x8c863333c2E92f02e01F7A3c6d131E4d59f78990 16
0x402a75£3500CA1FbA17741Ec916F07a0c9DB195D 15

0x0006e4548AED4502ec8c844567840Ce6eF1013£5 14

0x8c863333c2E92f02e01F7A3c6d131E4d59£78990 22

0x5DAfafbd7AcD662C909a9601120cf 1D9F277e8aE 14

0x04668Ec2f57cC15c381b461B9fEDaB5D451c8F7F 185 0x102ab4BOEF76AA2AC9b5909e671517a1171BO50E 14
0x268a1b7ECC1fE1FaBl1eE32a7e61e3b7810BAD4ab 12

0x6a0c50788E4621322959A2458687096994d66316 12

0x10aab4BOEF76AA2ACOb5909e671517a1171B0OS0E
0x0c31b6605686aa26df47eb45AF0e4aa6639A5£d6
0xb2930B35844a230f00E51431aCAe96Feb43a0347 77  0x5DAfafbd7AcD662C90929601120cf 1D9F277e8aE
0xf8E562f4F30c5DdA0978857067D6585265dA3437
0xfDe817C7a0770£42fb80B93dd7A538291C871765
0xb00ba6778cF84100da676101e011B3d229458270 13
0x8c863333c2E92f02e01F7A3c6d131E4d59£78990
0xD224cA0c819e8E97ba0136B3b95ceF£503B79£53 73 0x88886841CfCCBf54AdBbCOBECICcBAceAbecd2b8B
0xfFA7370a03c2a91£5B1847a90750489d05£52Fa9
0x492Ff1c96b398297FcAcd6E7E1E968d2b2f c7Da0
0xb00ba6778cF84100da676101e011B3d229458270
0x6a0c50788E462£322959A2458687096994d66316
0x4C549990A7eF3FEA8784406c1EECCcO8bF4211fAS 68  0x402a75f3500CA1FbA17741Ec916F07a0c9DB195D
0x10aab4BOEF76AA2AC9b5909e671517a1171B0O50E
0x8c863333c2E92f02e01F7A3c6d131E4d59£78990
0xb00ba6778cF84100da676101e011B3d229458270
0x402a75£3500CA1FbA17741Ec916F07a0c9DB195D
0xEEabB82B61424dF8020£5feDD81767£2d0D25Bfb 55 0x8c863333c2E92f02e01F7A3c6d131E4d59£78990
0x029720A9b3CE72£3e1D9C79257E1F19AfE20b6c9
0x10aab4BOEF76AA2ACO9b5909e671517a1171B0OS0E
0xb00ba6778cF84100da676101e011B3d229458270
0x0c31b6605686aa26df47eb45AF0e4aa6639A5£d6
0x84A0d77c693aDAbEOebc48F88b3fFFF010577051 46  0x6a0c50788E462f322959A2458687096994d66316
0x5e32f33e261a90FF9fE94230387118945599268¢
0x8c863333c2E92f02e01F7A3c6d131E4d59£78990
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5.3.7 Related Work

Previous work

In this section, we briefly discuss existing related work.

A thorough analysis of the Compound protocol with respect to market risks faced by partici-
pants was done by [Kao+20a]. The authors employ agent-based modelling and simulation to
perform stress tests in order to show that Compound remains safe under high volatility scenar-
ios and high levels of outstanding debt. Furthermore, the authors demonstrate the potential of
Compound to scale to accommodate a larger borrow market while maintaining a low default
probability. This differs from our work as we conduct a detailed empirical analysis of Com-
pound, focusing on how agent behaviour under different incentive structures on Compound has

affected the protocol’s state with regard to liquidation risk.

A first in-depth analysis of PLFs is given by [Gud+20a]. The authors provide a taxonomy of
interest rate models employed by PLFs, while also discussing market liquidity, efficiency and
interconnectedness across PLFs. As part of their analysis, the authors examine the cumulative

percentage of locked funds solely for the Compound markets DAT, ETH, and USDC.

In [BCL20], the authors provide a formal state transition model of PLFs'® and prove funda-
mental behavioural properties of PLFs, which had previously only been presented informally
in the literature. Additionally, the authors examine attack vectors and risks, such as utiliza-
tion attacks and interest-bearing derivative token risks. This work differs from our work, as
the authors of [BCL20] formalize the properties of PLFs through an abstract model, while we
provide a thorough empirical analysis with a focus on liquidations and risks brought upon by

governance tokens, such as for Compound and the COMP token.

In [KM19], the authors show how markets for stablecoins are exposed to deleveraging feedback

effects, which can cause periods of illiquidity during a crisis.

The authors of [Gud+20b] demonstrate how various DeFi lending protocols are subject to

0Note that in [BCL20], PLFs are referred to as lending pools.
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different attack vectors such as governance attacks and under-collateralization. In the context

of the proposed governance attack, the lending protocol the authors focus on is Maker [Mak].

Follow-up work

In this section, we present work that has followed the paper on which this section is based.

Qin et al. [Qin+21] extend our analysis to include more DeFi protocols, including Aave, dYdX,
and MakerDAO. The authors provide a way to compare the different liquidation mechanisms.
They found that current liquidation designs effectively incentivize liquidators but often result
in the sale of excessive amounts of discounted collateral at the expense of borrowers. The
research also measures the risks faced by liquidation participants and quantifies the instability

of existing lending protocols.

The research conducted by Kozhan et al. [KV21] dives deeper into the topic of liquidations in
the context of collateralized debt positions and examines the relationship between peg volatil-
ity and collateral risk. Their findings reveal a negative covariation between DAI price and
returns on risky collateral, even after accounting for safe-haven demand and the collateral lig-
uidation impact. Moreover, the study shows that the incorporation of safer collateral types has

contributed to enhanced peg stability.

5.3.8 Conclusion

In this section, we presented the first in-depth empirical analysis of liquidations on Compound,
one of the largest PLFSs in terms of total locked funds, from May 7, 2019 to September 6, 2020.
We analysed agents’ behaviour and in particular how much risk they are willing to take within
the protocol. Furthermore, we assessed how this has changed with the launch of the Compound
governance token COMP, where we found that agents take notably higher risks in anticipation
of higher earnings. This resulted in variations as little as 3% in an asset’s price being able
to turn over 10 million USD worth of collateral liquidatable. In order to better understand

the potential consequences, we then measured the efficiency of liquidators, namely how quickly
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new liquidation opportunities are captured. Liquidators’ efficiency was found to have improved
significantly over time, reaching 70% of instant liquidations. Lastly, we demonstrated how
overconfidence in the price stability of DAI, increased the overall liquidation risk faced by
Compound users. Rather ironically, many users wishing to make the most of the new incentive
scheme ended up causing higher volatility in DAT—a dominant asset of the platform, resulting
in the liquidation of their assets. This is not Compound’s misdoing, however, this highlights

the to-date unknown dynamics of incentive structures across different DeFi protocols.
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Chapter 6

Conclusion

In this chapter, we summarise chapter-by-chapter the achievements of our thesis.

Execution layer. At the execution layer, we contributed to improving the security of the

Ethereum Virtual Machine (EVM), and in particular, the gas metering mechanism.

Our approach involved creating an instrumented version of the EVM that allowed us to re-
play and analyze the execution of smart contracts. By examining several months’ worth of
transactions, we identified several discrepancies in the metering model, including significant in-
consistencies in the pricing of instructions. Furthermore, we discovered that there was a weak

correlation between execution cost and the resources utilized, such as CPU and memory.

As a result, we introduced a new type of DoS attack, known as the “Resource Exhaustion
Attack” that leveraged these weaknesses to generate low-throughput contracts. To demonstrate
the vulnerability of major Ethereum client implementations, we designed a genetic algorithm
that generated contracts with a throughput on average 100 times slower than typical contracts.
Our findings indicated that if these clients were running on commodity hardware, they would

be unable to remain synchronized with the network when subjected to this attack.

Transactional layer. Our focus at the transactional layer was on blockchains with higher

scalability and their transactional throughput. To conduct our analysis, we examined transac-
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tion data for three high-scalability blockchains: EOSIO, Tezos, and XRP Ledger (XRPL) over

a period of seven months.

Our findings revealed that only a small portion of transactions was utilized for value transfer
purposes. Specifically, 96% of transactions on EOSIO resulted from airdrops of a token with-
out any current value. In the case of Tezos, 76% of throughput was utilized for maintaining
consensus, while over 94% of transactions on XRPL had no economic value. We also identified
a persisting airdrop on EOSIO that qualified as a DoS attack and detected a two-month-long

spam attack on XRPL.

We also explored how the different designs of the three blockchains had impacted user behaviour.
Through this analysis, we gained insights into utilization patterns of transactional throughput

and how blockchain designs could influence user behaviour.

Application layer. At the application layer, we focused on the DeFi ecosystem, and first

formalised the concepts of technical and economic security.

We then analysed the technical security of smart contracts deployed on Ethereum. We analysed
20 million transactions interacting with contracts flagged vulnerable by program analysis tools
and found that at most 8,487 ETH (1.7 million USD) of the 3 million ETH (6000 million
USD) potentially at risk was exploited, which represents a mere 0.27%. We investigated these
contracts in more depth and found that most were not exploited in practice because of the lack

of feasibility of the exploit or because of the lack of economic incentive to do so.

Finally, we studied the economic security of DeFi lending protocols and found that users often
have very risky positions, with variations as small as 3% in an asset’s price being able to turn
over 10 million USD worth of collateral liquidatable. We also found that the efficiency of
the liquidations has increased over time and that at the time of the analysis, over 70% of the
liquidations were instant. Lastly, we also found that depegging events of stablecoin have caused

very large amounts of liquidations because of the over-confidence in their stability.
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